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REFLECTIONS ON THE INTELLIGENCE
STUDIES SUMMIT BY NIU PRESIDENT
JOHN R. BALLARD, PH.D.

I was excited to join all of you as we explored some of the most important and forward-thinking topics in
the field of intelligence. Together, we fulfilled an agenda that benefited all of us, with contributions cover-
ing a wide range of critical subjects.

Some of the key areas we discussed included the growing roles of technology, artificial intelligence, and
cybersecurity, as well as international perspectives on intelligence, the intersection of culture and intelli-
gence, and comparative approaches to teaching intelligence. We also focused on measuring the effectiveness
of intelligence; and, of course, we reflected on the critical connection between intelligence and future war-
fighting. These topics sparked meaningful discussions that will certainly advance our discipline in produc-
tive and innovative ways.

Since assuming the role of President of the National Intelligence University, I have been privileged to travel
and engage with leaders across the Federal Government about the future of intelligence. These conversations
have been overwhelmingly positive, with many officials offering their support for initiatives, such as the Intel-
ligence Studies Summit, and contributing valuable ideas they hope will shape our discussions going forward.
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For instance, during a conversation in the Department of the Treasury, senior leaders expressed strong
enthusiasm for our work. They highlighted the importance of economic and financial security and empha-
sized the value of integrating such topics into our efforts to educate the next generation of national security
and intelligence professionals.

Another common theme has been improving information sharing across Federal, state, and local govern-
ments, as well as extending these efforts to private industry partners and our allies and friends around the
world. As businesses continue to play a growing role in developing the hardware and software that supports
the Intelligence Community (IC), enhancing collaboration and sharing across sectors is becoming ever
more critical. So, there is strong support for efforts such as our Summit across the US Government.

This Summit was a unique and valuable opportunity for us to join together, share ideas, and collaborate in
shaping the future of the intelligence profession. By continuing to work together, we can ensure the IC can
and will deliver objective, unbiased, and expertly crafted intelligence products that sustain the safety and

security of our nation.

Thank you once again for your participation and ideas. I look forward to ongoing engagement with all of you,
and to strengthening our network of advocates, as we move forward to advance the study of this vital discipline.

Warm regards,
John R. Ballard, Ph.D.

President
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NIU convened its first Intelligence Studies Summit (ISS)
in Washington, DC, during March 2025. The ISS aimed
to provide a collegial forum for academics and

intelligence practitioners to share their research
and discuss the intelligence studies discipline
and intelligence education.




SUMMIT PANELS AND
PRESENTATION ABSTRACTS

PLENARY PANEL: THE CONCEPT AND FUTURE
OF INTELLIGENCE STUDIES

The Idea of “Intelligence Studies” in a University
Michael Ard, Ph.D., Johns Hopkins University

Intelligence Studies depends on other disciplines—including history and philosophy, centered on ethics—
and needs to focus on core competencies, including writing and research. The roughly 100 Intelligence
Studies programs within universities around the United States strive to serve the goal of making the profes-
sion better, much like journalism schools. These unclassified Intelligence Studies programs face the challenge
of remaining current—including shifts from terrorism to great power competition to homeland security—
and of integrating private sector intelligence and artificial intelligence (Al), as well as defending against
adversary use of Al.

The Future of Intelligence Studies
Stephen Marrin, Ph.D., James Madison University

Intelligence Studies—that is, developing knowledge of intelligence—is inherently multidisciplinary. The
field has changed substantially since Sherman Kent called for an intelligence literature, spurring the cre-
ation of several Intelligence Studies journals and making it all the more important to conduct literature
reviews to build on prior scholarship. These developments also show the need to internationalize Intelli-
gence Studies and tap the global pool of ideas.

The Future of Intelligence Studies
Michael Goodman, Ph.D., King's College London

Intelligence professionals face a stream of iterative challenges, for which the field of Intelligence Studies
should help them prepare. First among these is: How do we define the threat? In addition, hybrid and gray
zone conflicts increasingly require us to redefine “war” and “peace,” as well as the array of suitable responses
and redlines to draw. Does the Intelligence Community (IC) have the correct balance between analysis
and collection? The United States and the United Kingdom focus on the short-term—the “tyranny of the
tactical”—while our adversaries bring a longer-term perspective. In this environment, how might the IC

increase its appetite for risk and develop alternative approaches to tackling threats?
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PLENARY PANEL: ORGANIZATIONAL ROLES AND PERSPECTIVES
ON INTELLIGENCE STUDIES

Andrew Macpherson, Ph.D., American Political Science Association

Everette Jordan, Association of Former Intelligence Officers

Katherine Pherson, International Association for Intelligence Education

Russ Porter, International Association of Law Enforcement Intelligence Analysts
Melissa Graves, Ph.D., International Studies Association

Christopher Bailey, LLM, SID, Intelligence Studies Consortium

Spencer French, Society for intelligence History

Striving to foster collaboration among intelligence practitioners and scholars who engage with intelli-
gence-related issues, these organizations also provide expert perspective on the IC’s work to media outlets,
promote undergraduate and graduate research relevant to intelligence practitioners, and share insights from
different academic disciplines and the private sector to improve analytic standards and tradecraft within the
IC. They also convene scholars who approach the study of intelligence through a variety of disciplinary per-
spectives—including science and technology, history, political science, and anthropology—to share knowl-
edge and provide the IC with the broader context it needs to develop improved organizational practices and
to refine processes, such as the formulation of collection authorities, in response to the challenges posed
by emerging technologies or new forms of media. In addition, these organizations foster scholarship on
aspects of the intelligence profession, such as law enforcement, that are sometimes overlooked in academic

scholarship on the intelligence profession.

ANALYTIC METHODS AND CULTURES

Do Memory Techniques Have a Place in the Intelligence Analyst’s Toolkit?
Cody Herr, US Army

An experiment to test the effect of memory training on intelligence analysis indicates memory training
can boost the recall of key details from intelligence reporting. This suggests a link exists between memory
optimization and analytic performance. The results infer that a modest IC investment in memory training
would better support policymaking.

Preliminary Assessment of Israel’s Intelligence Failure: Strategic Surprise
and Deception on October 7th

Julia Shufro, The Fletcher School, Tufts University

Fostering a culture of continuous critical review and scenario testing can help IC analysts avoid blind spots
and anticipate unconventional threats to national security. Using Israel’s intelligence failure of October
7, 2023 as a case study, this paper explores how devil’s advocacy—a key tool to address cognitive bias—
can guard against strategic surprise. It finds that a failure to imagine enabled Hamas to pull off a deadly
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strategic surprise. The attacks are a reminder that humility is imperative for proper preparation and human
intelligence is essential to understanding intent.

The Intelligence Community and the Academy: The Imperative of Mutual Learning
in an Era of Great Power Rivalry

Daniel Tobin, National Intelligence University

By sharing their intellectual traditions, academia and the IC can build a common road to rigor and rele-
vance. Academia must adopt the IC’s redefinition of research from theory building to descriptive inquiry
as a foundation for accumulating knowledge about specific countries and regions. The IC must learn from
academia that its ultimate product is increasing sense-making capability. Its key task is asking the right
questions and then discriminating among competing interpretive frameworks.

Helping Intelligence Analysts Gain Insight
Adrian Wolfberg, Ph.D., Case Western University

A qualitative, interview-based study on how insight emerges identified a four-phase process: 1) a trigger-
ing phase of unpredictability, problem finding, and conflicting representations; 2) an emergence phase of
internalized tension, priming, and dwell time; 3) an insight phase; and 4) a post-insight phase of resistance,
mitigation, and solutions. This process produces four insight archetypes: understanding novel problems;
communicating complexity effectively; achieving greater awareness through self-reflection; and navigating
organizational politics and agendas.

Innovators, Inflators, and Gisters: A Structural Theory of Intelligence Analysis
Adam Wunische, Ph.D., The George Washington University

Intelligence agencies expend significant resources to train analysts, facilitate discussions, and negotiate
disagreements to produce rigorous, logical, and objective analysis. These are neither necessary nor sufhi-
cient for producing sound analysis, which arises, instead, from structural conditions that promote rigorous
quantitative measurement, objectivity in the face of political pressure, and logical methods that are repro-
ducible and defensible. Analysts and managers must identify the forces shaping their team’s culture and
adjust practices to maximize its strengths and minimize its weaknesses.

Al AND INTELLIGENCE

Enhancing Scenario Planning Through Human-Al Integration: A Framework
for Strategic Intelligence and Foresight

David Kamien, Mind-Alliance Systems, LLC, and Sheila Ronis, Ph.D., University Group Partners, LLC

A new framework for integrating artificial intelligence with human expertise in strategic intelligence fore-
sight showcases the transformative potential of artificial intelligence in intelligence studies. This presentation
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proposes a systematic approach to optimizing human-AI collaboration in intelligence analysis that draws
from lessons learned from intelligence failures, emerging Al capabilities, and insights from a workshop
of former National Intelligence Council leaders and senior IC analysts (www.intelforesight.com), which
provided crucial perspectives on implementing Al-enhanced foresight systems while maintaining essential
human judgment in strategic intelligence.

Applying Artificial Intelligence for Strategic Warning
Nandita Balakrishnan, Ph.D., Special Competitive Studies Project

The IC’s human-led approach to intelligence analysis can be time-intensive and susceptible to bias. This
presentation examines how artificial intelligence (AI) and intelligent automation can improve strategic
warnings, particularly on China, Iran, North Korea, and Russia. It explores optimal use cases for policy-
makers, identifies an ideal dataset and model, outlines technical challenges to be overcome, and assesses
the costs/benefits of an in-house government capability, procuring an existing industry tool, or staying
with the current human-led approach. Finally, it reccommends how the IC can quickly and safely integrate
Al systems into its strategic warning process.

Accounting for Unexplainable Al in the Intelligence Community
Jason King, Georgetown University

This research develops a generalized framework to address the problem of unexplainability in artificial intel-
ligence that blends user-centric analysis, sociotechnical systems design theory, user needs, and the sliding
scale of autonomy against supervision. The framework was used to evaluate the eflicacy of artificial intel-
ligence in the US defense, intelligence, law enforcement, and national security agencies. The framework
moderately succeeded in identifying user profiles, training data, and some courses of action that either
enhanced Al explainability or reduced its need. However, the subjective application of these concepts,
especially user needs as explainability goals, and a lack of data on AI models and organizational structure
hindered a conclusive application of the framework.

Al and Sensemaking: Why the Knowledge Ecosystem Is More Important
Thomas Pike, Ph.D., National Intelligence University

Today’s knowledge ecosystem democratizes artificial intelligence (AI) access and customization. Individu-
als, with minimal training, can apply Al models to their data to generate novel insights; then a decentral-
ized global network dedicated to problem-solving continuously updates and refines them. This presentation
delves into the open source ecosystem, elucidating why this global problem-solving network approach
surpasses all others in encoding knowledge and why its methodology bears mathematical resemblance to
the workings of deep learning and large language models (subsets of Al). It offers insight into how the IC
should reevaluate its acquisition of Al-related technology, the technology literacy of its workforce, and its
policy environment.
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Deploying Secret Agents for Decision Advantage: The Problem of Accountability
Richard Searle, DBA, Fortanix, Inc.

In great power competition, artificial intelligence (AI) systems create decision advantage. Their natural
language processing capabilities can synthesize an overwhelming volume and variety of information. This
autonomous agentic capability is vital to achieving a speed of relevance for multidomain operations char-
acterized by confrontation between adversarial Al systems. However, the need for accountability for the
quality of intelligence puts humans at the center of the mission given the ambiguity inherent in intelligence
tasks, the opacity in the logic of autonomous Al agents, and the potential delegation of responsibility
within human-machine interactions. This presentation assesses increasing agentic autonomy in intelligence
operations and urges the IC to focus on the importance of accountability in implementing Al systems
supporting national security.

TECHNOLOGY IN INTELLIGENCE AND INTELLIGENCE EDUCATION

The Evolving Nature of Emerging Technologies, and Implications
for the National Security Arena

Brian Holmes, Ph.D., National Intelligence Council, Office of the Director
of National Intelligence

Awareness of emerging technology and its threats and opportunities is growing in both the government
and academic realms, with increasing references to scientific and technical intelligence (S&TT) in national
security policy documents and law. Technology creates threats beyond weapons, such as foreign adversar-
ies running the cyber environment in which US companies operate. Understanding technology trends,
threats, tools, and how to use technology will be part of the future of intelligence analysis because tech-
nology is central to geopolitical competition and the economy. Emphasizing the human element, a good
S&TI professional needs to be familiar with the technology itself, legal elements, and all facets of econom-
ics, politics, and foreign relations in a global context, while also providing deep knowledge in one area.
Academic institutions will play a key role in exposing students to these tools and thinking through what
skills students need to be good S&TT professionals.

A Brave New World: The Technological Transformation of Conflict and Intelligence
Wesley Moy, Ph.D., Johns Hopkins University

Drones have transformed the conduct of the Russia-Ukraine war, and newer technologies, such as
artificial intelligence and quantum computing, will redefine conflict even further—requiring a parallel
transformation in intelligence activities. Emerging technologies hold the potential to solve, or at least
mitigate, some of the IC’s vexing problems—including processing vast quantities of data, maintaining
connectivity and communications in remote areas, and acquiring new sources of data. The closed nature

of many of its systems has slowed the IC’s adoption of new technologies, leaving some IC entities unable
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to support advanced systems and making it difficult to compete with the private sector for talented
technology personnel.

INTELLIGENCE BEYOND GOVERNMENTS

National Intelligence: Present and Future Challenges for Enterprises
in the Era of Rising Technology

Manuel Balcazar, DPA, Center for Studies on Security, Intelligence,
and Governance (CESIG), Technological Institute of Mexico (ITAM)

Greater global uncertainty will challenge budget-strapped intelligence services already juggling intensifying
traditional threats and new emerging risks. Add to that organized crime, which—in various forms—threat-
ens governments and corporations alike. A strategic alliance among the intelligence agencies of democratic
governments and an emerging crop of legitimate private sector intelligence entities could mitigate these
adverse trends by protecting core activities and addressing emerging threats, such as cyberthreats, money
laundering, electronic illegal markets, and both virtual and physical terrorism. Such joint efforts could
enhance intelligence capabilities within major corporations, promote an intelligence-oriented culture, and
strengthen partnerships with businesses to navigate 21st century uncertainties more effectively.

Network-Centric Professional Development: Intelligence Associations in the Global Century
James Ellsworth, Ph.D., University of New Mexico

This session revisits the author’s 2006 paper in the American Intelligence Journal that outlines a strategy to
professionalize the intelligence workforce by leveraging not-for-profit intelligence professional associations
as a multiplier for official US Government intelligence education and training. Professionalization remains
an important vehicle for safeguarding technical competence and ethical practice in times when funding
and/or political constraints might threaten the maintenance of standards crucial to the defense of both the
security of the nation and the liberties of its people.

Bridging the Divide: Integrating Corporate Geopolitical and Strategic Intelligence Programs
into National Security and Intelligence Studies

Angela Miller Lewis, Ph.D., Georgetown University

Private sector intelligence teams have robust capabilities that can offer valuable insights to government
agencies. This presentation proposes integrating corporate intelligence practices into academic curricula
and national security operations, advocating for a more collaborative and holistic approach to intelligence
gathering. It explores how corporate intelligence teams—with their access to on-the-ground intelligence in
conflict zones, commercial threats, and regional instability—can provide critical insights to national secu-
rity agencies and vice versa. Drawing on case studies of major global events, the presentation highlights the
potential for public-private partnerships in intelligence sharing to enhance national security.
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MEASURING INTELLIGENCE EFFECTIVENESS

Does Intelligence Pay? Assessing Information Advantages in Declassified Intelligence Briefings
Austin Carson, Ph.D., University of Chicago

To assess whether intelligence reporting provides novel and more useful information than mainstream news
reports, we compared 5,000 President’s Daily Briefs (PDB) to 370,000 foreign affairs articles in the New York
Times to assess each source’s relative success in anticipating coups. The PDB was substantially more likely to
discuss domestic tension and relevant political actors in countries that experience an attempted political coup,
mentioning the country multiple months before a coup attempt; the Zimes only two days before the event.
The PDB’s informational advantage is not uniform. It provides better early warnings when the coup attempts
are harder to observe and when the country is embroiled in a civil war, but its advantage falls in countries
where the Zimes has a foreign bureau. This novel methodology for measuring private information offers a rare
test of the value-added of massive investments in intelligence bureaucracies made by modern states.

Usefulness and Accuracy in the President’s Daily Brief
Thomas Dolan, Ph.D., University of Central Florida

This paper investigates when estimates in the President’s Daily Brief (PDB) are more likely to be accurate
and useful. Using declassified PDBs from 1960 to 1980 and stated probability, subject, region, and time
horizon variables, we assess when estimates are more likely to be accurate and useful—operationalized as
similar information appearing in the New York Times within a week of PDB publication. Results suggest:
(1) current intelligence estimates are more likely to be correct than future estimates; (2) most also appear
in the Times; (3) estimates involving military issues and other countries’ domestic politics are less likely to
be correct than estimates about other topics; and (4) the stated probability of a future event occurring was
statistically unrelated to its actual probability of occurring.

INTELLIGENCE AS KNOWLEDGE PRODUCTION

Definitions of Intelligence: Public, Academic, and Institutional Perspectives in Tiirkiye
Yenal Goksun, National Intelligence Academy, Turkey

How intelligence is defined varies across countries, services, and cultures—offering clues about how it is
practiced. But definitions can also vary within the same culture. This presentation examines institutional,
academic, and public perspectives on the concept of intelligence in Tiirkiye and the interactions among
these perspectives to identify commonalities/differences and the dynamics behind them. The institutional
perspective—obtained through institutional definitions, activity reports, and other official sources—exam-
ines the culture of the intelligence service. Under the academic perspective, the literature on intelligence
studies in Tiirkiye unveils differing approaches to the concept. Last, media representations and public
discourses determine the public’s approach to intelligence, which is significant because of its impact on

intelligence ethics and oversight.
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Philosophy and Intelligence Studies: Giving Intelligence Studies a Theoretical Foundation
MAJ Joshua Roling, Ph.D., Joint Task Force-North

Among the discoveries that led to quantum mechanics, German physicist Werner Heisenberg brought to
light a paradox: the more one knows about the position of an electron, the more uncertain the observer
is about its momentum, and vice versa. His “uncertainty principle” compelled a rethinking of not only
its scientific, but also its philosophical implications. This suggests intelligence studies—now centered on
tradecraft, IC history, and national security policy—should focus on methods of questioning—enriching
curricula with philosophical works that consider what it means to question, to observe, and to know. Cur-
rent intelligence studies address the practical application of intelligence but lack the theoretical foundation
to enable students to question assumptions they may consider immutable.

The Intelligence Community Is Broken: A Roadmap To Achieve Real Analytical Reform
Kathleen Vogel, Arizona State University

Many studies call attention to US intelligence failures and the need for intelligence reform, but pro-
posed solutions are largely organizational, technological, or outsourcing fixes that do not get at the root
of these analytic failures. Despite the billions invested, reforms implemented after 9-11 and the 2003
Iraq War have failed to create the robust research capability needed for knowledge-generation within
the IC because it has not given priority to developing, maintaining, and improving its strategic research
capabilities. We will examine the roots of the problem and propose a way to rebuild the IC’s strategic
research capability.

INTELLIGENCE STUDIES AS A PROFESSIONAL
AND ACADEMIC DISCIPLINE

Making the Case for Intelligence Studies as an Academic Discipline: Praxis, Discipline,
and the Challenge of Collective Efficacy

Stacey Pollard, Ph.D., Director, Ann Caracristi Institute for Intelligence Research,
National Intelligence University

Intelligence studies faces a persistent puzzle: despite its growing institutional presence and relevance to
international security, the field has yet to be recognized as a distinct academic discipline. Intelligence
studies meets core disciplinary criteria in ontology, epistemology, and institutional support, but falls short
in methodology, with limited application of systematic empirical research. Employment of a dialectical
framework, highlighting the dynamic interplay between praxis and discipline, shows that this method-
ological weakness stems both from its practitioner-driven origins and from a lack of collective eflicacy
among scholars, which has hindered consensus on shared standards and cumulative knowledge-building.
Intelligence studies must strengthen its methodological foundations and develop greater scholarly cohesion

to mature into a robust academic discipline.
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Capturing and Sharing First-Hand Accounts for Improving Intelligence Performance
Peter Usowski, Center for the Study of Intelligence (Ret.)

This presentation focuses on the efforts made inside and outside the CIA to capture and share the
experience and expertise of current and former intelligence leaders and practitioners. These first-hand
accounts have served as important sources for the study of intelligence and the ongoing education of
intelligence professionals.

INTELLIGENCE STUDIES AND THE CYBER DOMAIN

Updating Digital Literacy: Achieving Curricular Upgrades To Elevate Technology and
Cybersecurity Education for Homeland Security Intelligence Students and Professionals

Michelle Black, Ph.D., University of Nebraska at Omaha

An in-depth analysis of education and training in the technology and cybersecurity fields within Depart-
ment of Homeland Security (DHS) found that few analysts are taking advantage of free courses offered by
government agencies. This presentation offers actionable recommendations to alleviate technological issues
that deter usage and provides an updated curriculum roadmap for DHS to ensure digital literacy for its
students and professionals to maintain a competitive workforce that is adept at identifying new and existing
threats to the homeland.

Exploring the Evolution of Cyber Intelligence (CyINT): A Disciplinary Debate
and Practical Implications for Intelligence Professionals

James Austin and Yongkuk Cho, NATO Cooperative Cyber Defence Centre of Excellence

This presentation examines the redevelopment of the NATO Cooperative Cyber Defence Centre of
Excellence (CCDCOE) Cyber Threat Intelligence (CTI) course into a cyber for intelligence profession-
als course. Recommendations are included on effective methodological approaches to imparting CyINT
knowledge to the broader Intelligence Community.

EDUCATING FUTURE INTELLIGENCE PROFESSIONALS

The Rise of Intelligence Studies in the South: Lessons from The Citadel,
the Military College of South Carolina

Frank Emerson, JD, and Muhammad Fraser-Rahim, Ph.D., The Citadel

In 2017, The Citadel, the military college of South Carolina, created a Department of Intelligence
and Security Studies to create a next-generation workforce with expertise and skills in the intelligence
domain. Students gain knowledge in tradecraft and the intelligence profession in preparation for careers in
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intelligence or graduate studies in security-affiliated fields. This presentation provides insights into the pro-
gram’s conception, academic focus, experiential learning, and future that have given rise to an intelligence
Mecca emerging out of the American South.

Centers in Intelligence Education: A Comparative Perspective
Jonathan Smith, Ph.D., Coastal Carolina University

Using a comparative case study approach, this research explores the development and operation of intel-
ligence education centers (and comparable institutional structures) across the Anglosphere. The intent is
to explore the degree of similarity in motives for creating and operating such programs and what country-

specific factors might explain variations between the cases.

INTERNATIONAL PERSPECTIVES AND PARTNERSHIPS

Reconsidering Intelligence Studies Research and Education Among the Five Eyes
John Blaxland, Ph.D., Australian National University

As in the United States, the intelligence discipline in the fellow Five Eyes partners—Australia, Canada, New
Zealand, and the United Kingdom—has been transforming. This presentation examines the important and
complementary role these close partners have played—from the Second World War to the present—with an
eye toward what the future may hold. It draws on the presenter’s experience as a military intelligence officer,
his teaching (“Honeypots and Overcoats” on Five Eyes intelligence) and his extensive scholarship.

Building the Intelligence Community: National Intelligence Academy
Talha Kose, Ph.D., National Intelligence Academy, Turkey

Tiirkiye’s recent creation of a National Intelligence Academy is indicative of Ankara’s commitment to
engage in theoretical debates and contribute to scientific advancements in the intelligence domain. This
presentation discusses the role of the Academy in building a Turkish intelligence community and the
creation of mechanisms to foster interdisciplinary collaboration among academics, experts, students,
and others engaged in intelligence-related work. By integrating these various stakeholders, the National
Intelligence Academy aims to function as a dynamic hub for the exchange of ideas, methodologies,

and innovations.

Intelligence Education in Transition: A Comparative Study of Iraq, ESypt, and Morocco

Muhanad Seloom, Ph.D., Doha Institute for Graduate Studies

This presentation explores how Egypt, Iraq, and Morocco are modernizing their intelligence training to
address contemporary security challenges and how international partnerships, especially with the United
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States, have shaped intelligence education in these countries. It considers the challenges of incorporating
technological advancements and ethical concerns into the curriculum. It argues that intelligence education
reform is crucial for enhancing operational effectiveness, promoting accountability and transparency, and
contributing to the broader global intelligence architecture.

A Deeper Shade of Red
Robert Levine, Ph.D., Johns Hopkins University

US civilians and officers acting as foreign national or military leaders in war games often make decisions
that are hard to distinguish as “foreign.” How can we better prepare officers and civilians for playing these
roles? This presentation explores four rings of information that would help. The outermost requires learn-
ing the ideology, history, and contours of a country’s society to offer perspective. Next is specialization—
studying a culture from within a discipline, such as politics, economics, or military, where immersion
can yield profound insights—followed by a focus on the nuts and bolts of how the foreign organization
operates. The innermost ring requires a mirro—how might what are we are doing be seen and interpreted

by foreign entities.

History and Culture in Intelligence Analysis
loannis Kotoulas, Ph.D., University of Athens, Greece

Combining intelligence analysis with history deepens policy proposals and strategic thinking. Both intel-
ligence analysts and historians rely on fragmentary data to weave a coherent story and need historical
and cultural knowledge to understand a country or region to make informed predictions. Ukraine pro-
vides a case study on the importance of knowing history and culture when crafting intelligence analyses.
Understanding the war requires knowing its geopolitical and historical context, the entangled symbiosis
of Russians and Ukrainians, and the erroneous perceptions of Russian revisionism that underpinned the
decision to invade and the expectation of easy victory. The positivist contribution of intelligence analysis

can reduce the danger of essentialism inherent in historical perspectives.

Intelligence Studies Redefined: Designing an Attractive, Structured,
and Future-Ready Discipline in Service to the Nation

Anthony loannidis, Ph.D., and Anastasios-Nikolaos Kanellopoulos
Athens University of Economics and Business, Greece

Rooting intelligence studies in business administration and cutting-edge technologies would prepare
students for specialized tactical and strategic intelligence roles while fostering innovation in global secu-
rity. Business administration prioritizes strategic planning, organizational leadership, and operational
efficiency. Artificial intelligence, big data analytics, and cybersecurity give students market-relevant exper-
tise that would ensure intelligence studies stay competitive. Converting the National Intelligence Uni-

versity into a mega-university would expand its ability to provide experiential learning and real-world
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problem-solving opportunities in a classified environment. Collaborating with private enterprises, public
institutions, and international allies would create a pipeline of highly skilled professionals able to address
emerging security challenges.

INTELLIGENCE AND FUTURE WARFARE

How Much Intelligence Is Enough to Support Large-Scale Combat Operations?
Elizabeth Coble, US Army Command and General Staff College

In the wake of the Global War on Terrorism, the US military is refocusing on large-scale combat opera-
tions. How should the Intelligence Community respond? What doctrine, organizational, process, and pol-
icy changes need to occur? Should the United States strengthen intelligence-sharing agreements beyond the
Five Eyes or bilateral alliances? Two case studies assess these questions. The first looks at Britain’s 21st Army
Group in August/September 1944 to assess if it had a clear enough picture of German military capabilities
to continue operations? The second looks at multinational intelligence operations in 2006 to support the
Republic of Korea/US Combined Forces Command. Was the intelligence enough? Does the type of intel-
ligence influence leaders’ trust in the reporting? How do classification and dissemination procedures affect

what is made available to senior leaders?

War Without Fear: Transforming Intelligence and Strategy in the Era
of Lethal Autonomous Weapons

LTC Mark Askew, US Army, Futures Command, and Antonio Salinas
Georgetown University and National Intelligence University

The proliferation of lethal autonomous weapon platforms will transform the character of warfare. Auton-
omous systems’ lack of fear fundamentally alters our calculus of offense, defense, and strategic risk. Lethal
autonomous weapons can execute operations without hesitation, enabling bold offensive strategies and
unyielding defensive postures previously limited by human vulnerabilities. Adversaries may believe they
must counter with equally aggressive tactics. The emergence of a new era defined by systems that operate
without fear will force us to reassess how we teach intelligence studies and perform assessments. Intelligence
professionals must master the traditional understanding of fear and human behavior in conflict to be able

to evaluate the implications of fearless warfare tools.
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FUTURE OF INTELLIGENCE STUDIES: SELECT PAPER

STOP TELLING GOD WHAT TO DO:
Enriching Intelligence Studies with
Philosophy Curriculum

Joshua Roling

In 1926, Albert Einstein had a problem. A year earlier, a young physicist named Werner Heisenberg
threatened the assumptions on which the aging scientist understood the universe. Working day and night,
Heisenberg discovered the foundational roots of what we now call quantum mechanics, which unveiled a
curious paradox: the more one knows about the position of an electron, the more uncertain the observer
is about its momentum. Conversely, the more certain one is about the electron’s momentum, the less sure
the observer is about its position. Later termed the uncertainty principle (1927), Heisenberg’s discovery
compelled his contemporaries to consider not only the scientific but also the philosophical implications of
his work. As he aged, Einstein increasingly refused to rethink the conceptual grounding of science, admon-
ishing the new physicists that “God does not play dice with the universe.” Willing to abandon long-held
assumptions, physicists of the new school broke with their venerated predecessor. Niels Bohr, mentor and
collaborator of Heisenberg, retorted that Einstein ought to “stop telling God what to do.™

Bohr’s reproof was not so much a criticism of Einstein’s faith as it was a reproach of his unwillingness to
engage in the conceptual underpinning of science. Einstein implied that there are immutable assumptions
that governed the universe, which like God are infallible, infinite, unquestionable. Heisenberg, on the
other hand, seemed willing to jettison any assumption. The son of a professor of Greek philology and avid
reader of Plato in his youth, Heisenberg understood the symbiotic relationship between conceptual and
empirical thinking, leading him to declare in his 1958 book, Physics and Philosophy, that “what we observe
is not nature itself, but nature exposed to our method of questioning.”

This paper proposes that intelligence studies ought to focus more on the methods of questioning that
make possible our observations of nature. To do so, I propose enriching the curriculum of intelligence
studies with philosophical works that consider, at the atomic level of conceptual thinking, what it means
to question, to observe, and to know. In its current form, intelligence studies focuses primarily on intel-
ligence tradecraft, history of the Intelligence Community (IC), and national security policy. While these
valuable areas focus on the practical application of intelligence, they lack the theoretical foundation to
enable students to question assumptions they may consider immutable about their profession. Just as
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Source: Publicly available image of Niels Bohr and Albert Einstein, https://commons.wikimedia.org/wiki/File:Niels_Bohr_Albert_Einstein3_
by_Ehrenfest.jpg.

Heisenberg imbued physics with philosophy to make his discoveries possible, I propose that intelligence
studies adopts the works of philosophy to grant students the ability to understand the conceptual under-
pinning of empirical experience and observation.

To explain how philosophy will enrich both the study and application of intelligence, I must enter the
dangerous territory of defining it. Rather than attempt to encapsulate every characteristic of intelligence,
I shall propose what I consider one reasonable definition. Fundamentally, the act of intelligence is an
effort to know and understand objective reality through subjective observation to enhance national
security. Every collection discipline attempts to understand reality and then to communicate that under-
standing to someone for a decision or action. Yet we all know how difficult that can be. We have so many
collection disciplines, and we demand that one corroborate another, because we recognize that every
means of collection mediates the observer’s understanding of reality, offering a necessarily incomplete
and sometimes misleading perception.

Questions concerning the mediation of experience and objectivity raise important epistemological
questions which, luckily for students of intelligence, have been debated for millennia. Philosophers of
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epistemology concern themselves with what it means to know and the methods with which we obtain
knowledge. For instance, Plato tells us of men chained within a cave since their birth, heads bound to look
only straight in front of them. Unbeknown to the bound men, others behind them make shapes behind a
lit fire, casting shadows before the prisoners’ eyes. The bound men believe these shadows to be reality, since
they know of nothing else. One day, a prisoner escapes the cave, goes outside, and discovers the objective
truth of the world. Returning to the cave to inform his fellow prisoners, the bound men think the enlight-
ened subject has gone mad and cast him from their community. From this analogy we discover important
variables to Plato’s investigation of reality and observation. The escapee discovers the truth not through
his senses, which introduce miscalculation and manipulation. Instead, he discovers the truth through a
quest for enlightenment and, in Plato’s telling, a closeness to God. Plato’s conception of objective truth is
therefore the product of one’s personal rationality, education, and spiritual enlightenment.?

Plato’s analogy precedes the thinker most responsible for the Western conception of objectivity and
truth: René Descartes. Descartes presents a provocative thought experiment chiefly concerned with the
question: how do I know that I exist? Extending that question further, he asks: how do I know anything
exists? Descartes suggests a trinity in which humankind can observe and attain knowledge of the world:
the self, God, and the external world. Commonly termed the “Cartesian Split,” Descartes formalized the
conceptual foundation of modern science, epistemology, and intelligence: the division between the sub-
jective self and an external, objectified reality that exists independently of our observations.*

Empiristic philosophers challenged Descartes’ neat division between the self and objectified reality. John
Locke, George Berkeley, and David Hume argued that knowledge of objective reality accrued primarily
through personal experience, either in the form of a subjective sensation or reflection.” When we observe
the world, according to the empiricists, we do not observe reality in the way it actually exists, but rather
the way in which the senses of our mind understand it. A radical skeptic, Hume suggested that human
perception is limited by the fleeting nature of the subjective self and its passions. Our conception of reason
and rationality is therefore a fiction of the mind, leading Hume to proclaim that “reason is, and ought only
to be, a slave of the passions.”

Awakened and alarmed by the empiricist’s skepticism, Immanuel Kant produced a new epistemological
framework within his seminal work, Critique of Pure Reason. In this book, Kant suggests that humanity
can indeed observe reality because there exists innate knowledge that he calls 2 priori knowledge. Refuting
Hume and the empiricists, Kant argues that an observer possesses both empirical knowledge gained from
senses and « priori knowledge innately programmed into the human psyche. Moreover, the observer can
take empirical knowledge and deduce patterns through logic, overlaying analytical capability to bridge the
divide between empirical and « priori understanding.”

The philosophical implications of these works address the core concerns of intelligence studies and
tradecraft, illuminated most directly within Intelligence Community Directives (ICD). For instance,
ICD 203 outlines analytical standards meant to generate “excellence, integrity, and rigor” of IC anal-
ysis. ICD 203 implicitly endorses Descartes’ Cartesian partition by demanding that analysts produce
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“objective” analysis—sanctioning Descartes’ understanding of a
self capable of observing an objectified reality. The ingredients
of objectivity are the observer’s awareness of her assumptions
and biases, alongside reasoning techniques designed to mitigate
the influence of impertinent assumptions.®

While guidelines are effective in governing behavior, they lack
the conceptual grounding to enable creative and investigative
thought. By studying guidelines without their philosophical
grounding, students are at risk of, to paraphrase a line from
Frank Herbert's Dune, knowing something by heart without
knowing the heart of it.” Students of intelligence know what to
do and how to behave but do not investigate why, at the theo-

retical level, ICD 203’s guidelines are so crucial. The inclusion

of philosophical grounding would enable students to interro-

gate the so-called a priori assumptions that undergird the I1C’s
current prescription of safeguards and analytical techniques. As
both Einstein and Heisenberg show us in the world of phys-
ics, breakthroughs in the techniques within certain disciplines
require a conceptual rather than empirical revolution. To have
such a revolution, one must examine assumptions rather than
accept them as immutable facts. Reading and discussing foun-
dational works of philosophy enable such an examination to
occur, leading to the possibility of conceptual breakthroughs
in the future.

Scholars of intelligence studies often attempt to encapsulate
what characteristics define an academic discipline, and to answer
the question if intelligence studies exists as a true one. Each
discipline, however, evolves and contributes to others, eventu-

ally increasing our awareness across multiple fields of natural

science. For instance, physics required chemistry to understand
quantum mechanics. Biology required history to discover the
theory of evolution. Richards Heuer’s Psychology of Intelligence Analysis brought to bear the mature field
of psychology to the more nascent discipline of intelligence analysis. Heuer’s publication demonstrated
how foundational knowledge of one field can lead to conceptual breakthroughs of another. This study rec-
ommends that developers of intelligence curriculum employ the foundations of philosophy to enrich the
conceptual possibilities of intelligence studies. Students deserve an education in which they can examine
the assumptions which guide their profession. This examination makes visible and mutable assumptions
that they may have considered infallible, infinite, and unquestionable, so that students of intelligence can
follow the advice of Niels Bohr and “stop telling God what to do.”
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FUTURE OF INTELLIGENCE STUDIES: SELECT PAPER

DO MEMORY TECHNIQUES HAVE A
PLACE IN THE ANALYST’S TOOLKIT?

Cody Herr

This article presents the findings of an experiment to test the effect of memory training on intelligence
analysis. The results indicate a significant relationship between memory training and a boost in recall
of key details from intelligence reporting. This strongly suggests a link between memory optimization
and analytic performance. Overall, this article recommends a modest IC investment in memory train-
ing to better support policymaking.

Memory is a core component of human cognition and an essential skill for intelligence analysis. Analysts
rely on memory for every facet of their job—from evaluating vast amounts of data to briefing and answer-
ing policymakers’ questions. Recent studies in psychology and neuroscience show that memory training
can improve cognitive performance. Top universities, tech companies, special operations units, and foreign
intelligence services require memory testing and training. Yet, the US Intelligence Community (IC) does
not provide its workforce with memory testing, education, or training.

The IC places tremendous demand on the intelligence analyst’s memory. The measure of an analyst is deter-
mined in large part by their ability to recall details quickly and accurately. Thus, the IC’s effectiveness is
linked to the individual analyst’s memory. The IC trains its analysts to mitigate cognitive biases but does
not train them to improve cognition. Analysts develop

ise through i i e
expertise through education and experience but do not This article seeks to modestly advance

Heuer and Sinclair’s work on the role of
memory in intelligence analysis. It is the

learn to optimize their memory to use that knowledge.
The result is inconsistent performance across the IC
workforce. This inefficient system lowers the quality of

intelligence analysis provided to policymakers. first academic work to test the memory
tasks associated with intelligence analysis
Intelligence analysts must contend with ever-increasing and the first memory study to involve IC

amounts of information. They risk cognitive overload members. It is also the first study to train

memory strategies to improve analysts’

optimizing information organization and recall skills— performance and, thereby, the analysis
freeing up mental resources for critical and creative provided to policymakers.

even as they use artificial intelligence and machine learn-
ing. Improved human memory can reduce this burden by
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thinking—tasks only humans can perform. As Sherman Kent noted, “Whatever the complexities of the puzzles
we strive to solve, and whatever the sophisticated techniques we may use to collect the pieces and store them,

there can never be a time when the thoughtful man can be supplanted as the intelligence device supreme.”

Improving the cognition of analysts formed an important part of the intelligence literature in the 1980s
and 1990s. Richards Heuer devoted an entire chapter of 7he Psychology of Intelligence Analysis to memory
improvement. He began this chapter claiming: “Differences between stronger and weaker analytical perfor-
mance are attributable in large measure to differences in the organization of data and experience in analysts’
longer-term memory.” Similarly, Robert Sinclair explored methods to harness heuristics and memory tech-
niques to overcome memory’s limitations in his groundbreaking 1984 Center for the Study of Intelligence

monograph, “Thinking and Writing: Cognitive Science and Intelligence Analysis.”

This article seeks to modestly advance Heuer’s and Sinclair’s work on the role of memory in intelligence
analysis. It is the first academic work to test the memory tasks associated with intelligence analysis and the
first memory study to involve IC members. It is also the first study to train memory strategies to improve
analysts’ performance and, thereby, the analysis provided to policymakers.

THEORY

We theorize that intelligence analysts’ performance is a function of three independent variables. The first
independent variable is education, which involves Intelligence Community Directives (ICD), analytic tra-
decraft, product creation, and briefing. The second independent variable is experience, which involves
on-the-job practice and deployments. The third independent variable is memory, which involves encoding,
organizing, and recalling the knowledge gained from education and experience. All three independent vari-

ables must be highly present for optimal analyst per-

formance. Memory optimization is lacking in the IC,

Intelligence analysts are not trained which results in inconsistent overall performance. This
to optimize their memory to gain a inconsistent performance results in suboptimal intelli-
return on investment in education gence analysis provided to policymakers.

and experience. Simply put, analysts
do not learn how to learn. This is a gap
in IC professional development.

Intelligence analysts receive education in IC doctrine
and tradecraft as part of their professional develop-
ment. They gain experience in the office and in the
field. However, the IC does not train its analysts on
how to encode and recall what they have learned. Intelligence analysts are not trained to optimize their
memory to gain a return on investment in education and experience. Simply put, analysts do not learn
how to learn. This is a gap in analyst professional development. Therefore, we assume the variables of
education and experience are present and adequate causal mechanisms of the dependent variable of recall
performance. Thus, we focused solely on the independent variable of memory. Specifically, we focused on

memory’s impact on recall performance, which is the dependent variable of the experiment.
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DATA COLLECTION

We used a posttest-only control group experiment to test the hypothesis that memory training increases
intelligence analysts’ ability to recall key details, thereby improving their performance. The experiment
subjects were randomly divided into two study groups: a memory training group and a control group. The
memory training group received training on mnemonic devices that use mental imagery and spatial con-
textualization—specifically elaborative encoding, the major system, and the memory palace. The control
group received no training. Both groups were tested with the same instrument. The testing involved both
groups reviewing notional unclassified intelligence reporting containing 15 sequential pairings of actors
with actions. After five minutes, participants were tested on their ability to match the actors and actions
in the correct sequence. One week later, both groups were retested with the same instrument to gauge
long-term memory retention of the material. All participants completed a demographic survey to identify
moderating variables that could impact the results.

Data collected from the tests and surveys were used to determine if memory training increased analysts’
ability to recall key details from reporting. Differences between the memory training group and control
group were analyzed statistically via the t-test and Analysis of Variance (ANOVA) methods to interpret the
results. The threshold for statistical significance was a p-value below 0.05. In other words, for the differ-
ences in mean values to be considered significant, at least 95 percent confidence that they are not due to
random chance is required.
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PARTICIPANTS

All 30 participants in this study were National Intelligence University (NIU) graduate students, US Fed-
eral employees, and active members of the IC. Every participant self-identified as an intelligence analyst
or an intelligence officer with experience performing intelligence analysis. All participants completed a
ten-week refresher course on intelligence analysis at NIU approximately two weeks before the experiment.
Participants ranged in age between 26 and 43, with a mean age of 33. Fourteen participants self-identified
as female (46.6 percent), which is in line with the 2022 Federal workforce and civilian labor force female
ratios of 45.0 percent and 46.7 percent, respectively.* Military members of the IC comprised 56.6 percent
of participants. Approximately one-third of participants (30 percent) claimed prior exposure to memory
techniques in their personal experience. This ratio provided suitable variance to test the impact of prior
exposure to memory techniques on recall performance and durability in this study. The study’s sample size
and variance were sufficient to perform ANOVA and t-tests.

Demographics

Age Advanced | Experience in sl oy Ration
Study Group n Female (%) e | eeaens egrs e to memory (analyst/ Military (%)
g R y techniques (%) officer)
Memory Training 15 7 (46) 32 4 (26) 6 5 (33) 7/8 9 (60)
Control 15 7 (46) 35 3(20) 9 4 (26) 7/8 8 (53)

TEST PROCEDURE

Data collection occurred in person at NIU in a distraction-free classroom environment. Consent forms,
tests, and surveys were hand-distributed and administered on paper copies. No digital media were used in
data collection. The author of this article and at least one NIU faculty member were present for all data

collection events.

Data collection proceeded in three steps. First, participants were asked to memorize 45 items of informa-
tion in five minutes. The information consisted of one sheet of paper with 15 pairs of actors with associated
actions in sequential order. After five minutes, the information sheets were collected, and participants were
given a five-minute break. Participants could socialize in place but were not permitted to discuss the test or
write anything down. Second, after the five-minute break, participants were provided a blank information
sheet and asked to recall and record as much of the previous information as possible from memory. Third, one
week later, participants were again provided the blank information sheet and asked to recall and record the
information from memory. Participants were asked not to write down any test information and had no prior

knowledge of the one-week retest prior to its execution as a “pop quiz.”

Finally, a demographic survey collected information on three moderating variables that could impact a partic-

ipant’s performance in the study. These moderating variables were (1) prior exposure to memory techniques,
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(2) IC experience, and (3) education level. A separate descriptive survey collected participants’ overall views
of the experiment and their opinions on the potential for the IC to provide memory training to its analysts.

Experiment design. (A) Participants (N=30) were randomly assigned to a memory training group or control
group. (B) Participants were given five minutes to memorize test material. (C) Participants’ recall was tested at
five minutes and one week.

Do Memory Techniques Have a Place in the Analyst’s Toolkit? 29



SCORING

Incorrect responses were assessed with respect to the sequence of items in the original list. This involved
counting the number of responses that were out of sequence and assigning a numerical value to the number
of places out of sequence the item occurred. For example, if the sixth items on the list were written in the
eighth place, a sequence value of 2 was assigned to that incorrect response. This is based on the concept of
positional distance developed by Alec Solway et al.” In this study, the Sequence Index was introduced to
correct for the phenomenon that an item recalled out of order necessarily introduces a second error in the
place where the item would have appeared, whether or not the other item was recalled correctly.® For exam-
ple, recall of the sequence 1,2,3,4,5 as 1,3,2,4,5 contains 2 positional errors of distance 1 resulting from the
single reversal of (2,3).” The Sequence Index corrects for this and allows for straightforward computation
of the magnitude of overall sequence accuracy. This allows for a more accurate and nuanced comparison of
results across an entire item list using a single index for each participant and test.® The total sequence value
(sum of positional distance errors) for each response sheet at each timepoint was converted to the sequence
index (Seql) using the formula:

Seql = (X position errors + 2) + (# correct responses)

MEMORY TRAINING GROUP

Intelligence analysts struggle to recall details from reporting because the human mind is poorly suited to encode
abstract information such as numbers, dates, and timelines. Evolutionary psychologists claim that modern
humans and primitive hunter-gatherers share the same basic brain physiology.” Thus, modern humans are
the inheritors of thousands of years of selective adaptation, which fashioned the ideal hunter-gatherer mind.
Therefore, our minds are calibrated to remember predators, potatoes, and potential mates—not passwords,
pin codes, or Pyongyang’s military order of battle. To do that, memory techniques known as mnemonic
devices act as software to run on our hunter-gatherer hardware. Mnemonic devices work by converting arbi-
trary information into vivid and emotionally charged images and scenes that stick in the mind.

Heuer puts it this way:

Specifically, information that is vivid, concrete, and personal has a greater impact on our thinking
than pallid, abstract information ... Mnemonic devices are useful for remembering information
that does not fit any appropriate conceptual structure or schema already in memory. They work by
providing a simple, artificial structure to which the information to be learned is then linked. The
mnemonic device supplies the mental “file categories” that ensure retrievability of information. To
remember, first recall the mnemonic device, then access the desired information.'

The following paragraphs describe the three mnemonic devices used in the experiment: (1) mental imagery
and elaborative encoding, (2) the major system, and (3) the memory palace.
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MENTAL IMAGERY AND ELABORATIVE ENCODING

Mental imagery optimizes memory by engaging parts of the brain involved in creativity and imagination.
Indeed, the word imagination derives from the Latin word imago or image. Aristotle claimed that “to think
is to speculate with images.”'! Albert Einstein and Marcel Proust claimed that mental imagery played a cen-
tral role in their creative processes.'> Simply put, the mind is optimized to remember what it engages with
creatively, such as mental imagery.

Elaborative encoding is a mnemonic device that imbues mental imagery with emotional cues to convert abstract
information into vivid, emotionally charged—even racy—images and scenes. Elaborative encoding is a way to
hack the hunter-gatherer mind’s natural proclivity for threat

avoidance, jovial social interaction, and mate-seeking. All the .
Memory techniques known as

world’s memory champions use elaborative encoding, often ) i
mnemonic devices act as software to

in conjunction with the other mnemonic devices used in the

experiment.”® In psychology, this phenomenon is known as run on our hunter-gatherer hardware.
the emotional arousal theoretical framework.!* Elaborative Mnemonic devices work by converting
encoding also operates according to the von Restorft effect, arbitrary information into vivid

named for pioneering German female psychiatrist and pedia-
trician Hedwig von Restorff (1906-1962). The von Restorft
effect states that people are more likely to notice and remem-

and emotionally charged images
and scenes that stick in the mind.

ber things that stand out from the norm, such as vivid, emo-

tionally charged images or scenes." Several neuroscience experiments using brain scans show that areas associated
with emotion and memory are activated during elaborative encoding. This suggests that emotion “serves as a
kind of turbo booster, strengthening the imprint of the memory.”'® Other laboratory experiments demonstrate

that “emotional arousal, even from an unrelated source, is capable of modulating memory consolidation.”"”

MAJOR SYSTEM

The major system is a mnemonic device for encoding and recalling long numbers. French scholar Aimé Paris
(1798-1866) developed the system to aid in mathematics.'® The major system translates numbers into basic
phonetic sounds and uses elaborative encoding to transform these sounds into vivid mental images. These
images are easier for the mind to remember than arbitrary numbers. The major system involves four steps.
First, memorize the translation of numbers 0-9 into simple phonetic sounds. Second, separate the long num-
ber into manageable chunks of two to four numbers per chunk. George Miller’s 1956 famous article “Magical
Number Seven, Plus or Minus Two,” describes the “chunking” process and is why US telephone numbers are
separated into groups of three and four numbers."” Third, translate the chunks into words by adding vowels
between the chunks. Last, create a memorable mental image of the word combinations. To recall the original
number, reverse the process to translate the mental image back into numerical form using the memorized
translation code. Memory champions use the major system to perform incredible memory feats, such as
memorizing the mathematical constant pi out to thousands of digits.** The major system provides intelligence
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analysts a tool for encoding and recalling details from intelligence reporting such as timelines, actor/action
associations, military order-of-battle charts, equipment specifications, and mapping coordinates.

MEMORY PALACE

The memory palace is the world’s oldest and arguably most powerful mnemonic device, particularly when
combined with elaborative encoding and the major system. It uses mental navigation along well-known
spatial routes stored in memory, such as a college campus, place of worship, or childhood home. To-be-
remembered information is mentally placed at landmarks along the imagined route. The information is
then recalled by mentally retracing the route, “picking up” the “placed” information along the journey.”!

Heuer recommends the memory palace in 7he Psychology of Intelligence Analysis:

Try to memorize the following items from a shopping list: bread, eggs, butter, salami, corn, lettuce,
soap, jelly, chicken, and coffee. The list is difficult to memorize because it does not correspond with
any schema already in memory. The words are familiar, but you do not have available in memory a
schema that connects the words in this group to each other. If the list were changed to juice, cereal,
milk, sugar, bacon, eggs, toast, butter, jelly, and coffee, the task would be much easier because the
data would then correspond with an existing schema—items commonly eaten for breakfast. Such
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a list can be assimilated to your existing store of knowledge with little difficulty, just as the chess
master rapidly assimilates the positions of many chessmen.

To learn the grocery list of disconnected words, you would create some structure for linking the
words to each other and/or to information already in long-term memory. You might imagine your-
self shopping or putting the items away and mentally picture where they are located on the shelves
at the market or in the kitchen. Or you might imagine a story concerning one or more meals that
include all these items. Any form of processing information in this manner is a more effective aid

to retention than rote repetition.”

In the quote above, Heuer cites the pioneering work of Francis S. Bellezza, Ohio State Professor of Psychol-
ogy Emeritus and noted scholar of mnemonic devices.*

Memory Palace Taught in US Schools: Emma Willard’s 1846 “Temple of Time”?*

Emma Hart Willard (February 23, 1787 -April 15, 1870) First published in the USA in 1846, Public domain, via Wikimedia Commons

The memory palace was taught in the Western educational system from ancient Greece until the late 19th
century, including in US schools. One example of the memory palace in American classrooms is Emma
Willard’s 1846 7he Temple of Time. This system taught world history through an imaginary walk through
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a large, printed representation of an ancient Greek temple. Students followed along with the lessons by
creating mental images of important historical events and persons, mentally “placing” the images along the
temple’s numbered columns.?® The author of this article received special permission from the Library of
Congtess to view an original 7he Temple of Time wall hanging and workbook to aid in this research.?

FINDINGS

The results of the experiment revealed four key findings. First, memory training group participants scored 45
percent higher overall than controls. Second, memory training group participants recalled 57 percent more
information after one week than controls. Third, memory training group participants were five times more
likely to achieve a perfect score on long-term and short-term memory tests than controls. Last, participants of
both groups with prior exposure to memory techniques scored 18 percent higher than participants with no prior
exposure. These findings meet or exceed the standard of statistical significance and support the hypothesis that
memory training increases intelligence analysts’ ability to recall key details, thereby improving their performance.

STATISTICAL SIGNIFICANCE

The threshold for statistical significance used throughout the experiment was p-value below 0.05. In other
words, for the differences in mean values to be considered significant, there is at least 95-percent confidence
that they are not due to random chance. The t-test for the overall mean score comparison between the study
groups revealed a p-value of 0.00000001, meaning that the results were almost certainly not due to random
chance. Statistical analysis and graphing were performed with Stata 18.0 Basic Edition.

IMPACT OF MODERATING VARIABLES

A demographic survey collected information on three moderating variables that could impact the partici-
pants’ performance in the study. These moderating variables were (1) prior exposure to memory techniques,
(2) Intelligence Community experience, and (3) education level.

Analysis of the demographic survey and experiment results revealed:

1. Participants with prior exposure to memory techniques scored 18 percent higher than participants
with no prior exposure (p-value = 0.026). This result is considered statistically significant.

2. There was no statistical significance in the difference in recall scores between participants with
greater IC experience.

3. 'There was no statistical significance in the difference in recall scores between participants with
advanced degrees versus undergraduate degrees.
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Key Findings

Test Expected Outcome Result

Study Hypothesis Memory training increases Supported: Memory training group participants scored 45 percent
intelligence analysts’ ability higher overall than control group participants. Memory training group
to recall actors, actions, and participants recalled 57 percent more information after one week than
timelines. control group participants. Memory training group participants were

also five times as likely to achieve a perfect score than controls.

Moderating Variable 1: | Participants with prior exposure | Supported: Participants with prior exposure to memory techniques
Prior exposure to to memory techniques will scored 18 percent higher than participants with no prior exposure.
memory techniques score higher on recall tests.

Moderating Variable 2: | Participants with greater Intel- Unsupported: There was no statistical significance in the difference
Intelligence Community | ligence Community experience | in recall scores between participants with between one and twenty

experience will score higher on recall tests. | years of Intelligence Community experience.

Moderating Variable 3: | Participants with more formal Unsupported: There was no statistical significance in the difference

Education level civilian education will score in recall scores between participants with advanced degrees versus
higher on recall tests. undergraduate degrees.

Experiment Results. (A) Memory training group participants scored 45 percent higher overall than controls.
(B) Memory training group participants recalled 57 percent more information after one week than controls.
(C) Memory training group participants were five times more likely to achieve a perfect score on long-term and
short-term memory tests than controls. (D) Participants of both groups with prior exposure to memory techniques
scored 18 percent higher than participants with no prior exposure.
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UNEXPECTED FINDINGS

The experiment revealed an unexpected correlation between increased age and lower recall performance.
Participants aged 34 and older scored 21percent lower than those aged 33 and younger on both the short-
term and long-term memory tests, regardless of study group. This result is statistically significant. A body
of medical literature and common experience correlate increased age with memory loss. However, this
study assumed that greater IC experience and higher education levels would compensate for age-related
memory degradation. Of note, no other demographic but age on the participant survey yielded significant

score variance. These demographics included sex, occupation (analyst vs. officer), and military experience.

We predicted that participants with greater IC experience and more formal education would score higher
on memory recall tests. Surprisingly, the findings indicated no statistical significance in the difference
in scores between participants with between one and twenty years of IC experience. There was also no

significance in the difference in recall scores between

Despite the memory training group’s participants with advanced degrees versus under-
graduate degrees. This finding is likely due to the

superior overall performance, the group
made significantly more “near miss”

errors than controls. This result exposes
aweakness in mnemonic devices that would Despite the memory training group’s superior over-

require additional training to overcome. all performance, the group made significantly more

negative impact of age on memory performance
addressed in the previous paragraph.
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“near miss” errors than controls. These errors involve minor semantic mistakes, such as recalling the verb
“jump” or “leap” instead of the correct verb “hop.” These errors likely occurred while the memory training
group mentally “decoded” remembered mental images back into the original test information. This result
exposes a weakness in mnemonic devices that would require additional training to overcome.

LIMITATIONS AND FUTURE RESEARCH

The experiment had three limitations. First, all 30 participants were IC members and intelligence analysts
or officers, but not all served as full-time analysts. Although there was no significance in score variance
between analysts and officers, the study was designed to test analysts. A larger sample of solely analysts
would better gauge the impact of memory training on analysts’ recall performance. Second, this study
used notional unclassified intelligence reporting that did not contain violent or disturbing material. Future
studies should use actual classified reporting to better replicate conditions in the field. Last, participants
ranged in age between 26 and 43. Future studies should use a broader age distribution to better represent
IC demographics and more accurately gauge the impact of age on memory. Last, the memory training
group received training on the three best-known mnemonic devices that use mental imagery and spatial
contextualization—elaborative encoding, the major system, and the memory palace. A future direction for
research is to study the impact of individual mnemonic devices on specific intelligence analysis tasks, such
as critical thinking, creative thinking, product creation, and briefing. Those findings would help analysts
employ the best mnemonic device for the analytic task at hand.

RECOMMENDATIONS

Intelligence analysts over the age of 34 would benefit most from memory training, based on the results
of this study. Memory training is cost-effective and does not require special technology. For example, the
results in this study were achieved in a one-hour block of instruction using only a short video, briefing
slides, whiteboards, and paper handouts. Of note, according to a descriptive survey, all participants of the
memory training group found the instruction valuable, and 96 percent of all participants think the IC
should provide memory improvement training to its workforce.

CONCLUSION

This article presented the findings of an experiment to test the effect of memory training on intelligence
analysis. The results indicate a significant relationship between memory training and a boost in recall of key
details from intelligence reporting. This strongly suggests a link between memory optimization and ana-
lytic performance. Memory techniques that use mental imagery to convert abstract information into vivid,
emotionally charged scenes are the most effective for intelligence analysis. As a result, we can proclaim
with confidence that mnemonic devices have a place in the analyst’s toolkit—just as Heuer and Sinclair
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theorized in the 1980s and 1990s. Overall, this article recommends a modest IC investment in memory

training to better support policymaking and improve the overall well-being of the workforce.

Cody Herr’s paper was published under the title “Memory Techniques in the Intelligence Community:
A Tool for Improving Analysis?” in Studies in Intelligence 69, no. 1 (March 2025), https://www.cia.gov/

resources/csi/studies-in-intelligence/studies-in-intelligence-69-no-1-extracts-march-2025/memory-tech

niques-in-the-intelligence-community-a-tool-for-improving-analysis/.
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FUTURE OF INTELLIGENCE STUDIES: SELECT PAPER

MAKING THE CASE FOR
INTELLIGENCE STUDIES AS

A DISCIPLINE: Praxis, Discipline, and
the Challenge of Collective Efficacy

Stacey Pollard, Ph.D.

FRAMING THE DEBATE

Whereas biology, physics, or political science are firmly established as academic disciplines, intelligence
studies continues to be contested in the academy. Critics, including intelligence academicians and scholars,
dismiss it as too applied, policy-driven, or eclectic to constitute a discipline,' while advocates argue it meets
or is approaching disciplinary criteria.” At the heart of this debate lies a tension: Is intelligence studies praxis
or discipline?

IMAGINING INTELLIGENCE: DEFINING A CONTESTED PROFESSION

The evolution of intelligence as a profession has been marked by both functional necessity and conceptual
ambiguity. Although intelligence organizations have long performed crucial roles in national security,
their professional identity—and even the existence of the “intelligence community” as a coherent entity—
remains contested. Scholars and practitioners alike have offered definitions of intelligence that reflect
the field’s complexity, but these definitions also expose fault lines regarding what unites intelligence as a
vocation. This ambiguity suggests that the profession of intelligence, much like a nation, may be under-
stood as a socially constructed identity that relies on shared narratives, symbols, and practices rather than

a universally accepted essence.

Here, Benedict Anderson’s notion of “imagined communities” provides a compelling analogy. Anderson
argued that nations are not natural entities, but rather “imagined political communities” sustained by
collective belief and shared experiences of belonging.? Similarly, the so-called “intelligence community”
may best be understood as an imagined professional community—brought into being by the practices,
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institutions, and discourses that bind together diverse agencies and practitioners under a common banner,
even as disagreement persists over its scope, purpose, and legitimacy. Recognizing this imagined quality
highlights the importance of critically examining how intelligence professionals construct, contest, and
reproduce their collective identity over time.

Thus, the roles of the intelligence profession and the Intelligence Community (IC) have been subjects of
extensive research and debate, with various scholars and practitioners offering definitions that reflect the
complexity and breadth of these perspectives. For Mark Lowenthal, the intelligence profession encom-
passes the collection, analysis, and dissemination of information to support national security and foreign
policy objectives. He emphasizes that intelligence professionals are responsible for providing insights that
reduce uncertainty for policymakers, thereby facilitating informed decisionmaking. This perspective high-
lights the integral role of intelligence in shaping strategic initiatives and responses.*

Jennifer Sims builds on this view, emphasizing the role of “decision advantage” as the strategic use of
intelligence to gain a competitive edge over adversaries. Through empirical case study analysis, she argues
that, by effectively leveraging intelligence, decisionmakers can anticipate and counter opponents” moves,
thereby achieving superiority in international politics. Sims’ argument emphasizes that intelligence is not
merely about information gathering, but involves the strategic application of that information to influence
outcomes in favor of one’s own nation.’

Sims’ concept underscores the importance of intelligence in formulating strategies that provide policymak-
ers with a decisive edge, enabling them to make informed choices that can alter the balance of power in
international relations. Loch Johnson, on the other hand, underscores the importance of ethical conduct
within the intelligence profession. He asserts that intelligence professionals must balance the necessity of
secrecy with adherence to legal and moral standards. This balance ensures that the intelligence provided
to decisionmakers is both reliable and ethically obtained, maintaining public trust and the legitimacy of

intelligence operations.®

Similarly, Peter Gill and Mark Phythian highlight the significance of accountability in the intelligence pro-
fession. They argue that intelligence agencies must operate under robust oversight mechanisms to prevent
abuses of power and to ensure that the information provided to decisionmakers is accurate and unbiased. This
perspective emphasizes the need for transparency and checks and balances within intelligence operations.”

Through a historical analysis of the intelligence profession, Michael Warner examines its evolution from
tactical military support to a broader strategic function. He observes that modern intelligence professionals
not only gather information but also engage in activities such as counterintelligence and covert operations,
thereby offering decisionmakers a comprehensive understanding of both opportunities and threats.® In the
same vein, Michael Herman emphasizes the organizational aspects of the intelligence profession, defining it
as a structured network of agencies responsible for collecting and analyzing information to support decision-
making at the highest levels of government. He points out that effective coordination among these agencies
is crucial for producing comprehensive intelligence assessments, thereby enhancing national security.’
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Finally, Stephen Marrin discusses the professionalization of intelligence, suggesting that it encompasses
specialized knowledge, a distinct set of skills, and a commitment to public service. He notes that the devel-
opment of formal training programs and ethical codes has contributed to recognizing intelligence as a bona
fide profession, with established norms and standards guiding practitioners."

These perspectives demonstrate a clear consensus among scholars that the intelligence profession plays a
pivotal role in informing national decisionmakers by providing timely, accurate, and ethically gathered
information. They also collectively underscore the multifaceted nature of intelligence work, highlighting
the importance of analytic rigor, decision advantage, ethical considerations, accountability, historical evo-
lution, organizational structure, and professionalization.

Scholars and practitioners who argue that intelligence studies is praxis rather than an academic discipline
often point to the mission-driven, applied nature of intelligence work. Intelligence is not primarily concerned
with developing abstract theories or establishing generalizable knowledge in the way academic disciplines
are; rather, it is focused on producing actionable insights for decisionmakers under conditions of secrecy,
ambiguity, and urgency. Its methods are designed less for the sake of scientific rigor than for immediate oper-
ational utility—whether through the production of daily briefings, strategic estimates, or tactical warnings.
Intelligence as praxis is embedded in the realities of national security decisionmaking, judged by its accuracy,
timeliness, and impact rather than its theoretical contribution to an academic body of knowledge.

FROM KNOWLEDGE TO ACTION: INTELLIGENCE AS PRAXIS

Intelligence has always been grounded in praxis: it is an applied craft designed to reduce uncertainty for
decisionmakers. Sherman Kent’s classic definition emphasized intelligence’s role in producing “knowledge
upon which a state’s security depends.”"" Its legitimacy stems from utility—whether intelligence products

provide decision advantage, prevent surprise, or shape national security outcomes.

Praxis emphasizes mission-driven performance rather than theoretical development. Analysts integrate
insights from political science, economics, psychology, or history only insofar as they aid operational needs.
The art of intelligence is synthesis under uncertainty, judged by accuracy, timeliness, and impact.'* This
outcome orientation, combined with secrecy and politicization, reinforces the argument that intelligence
studies resists disciplinary codification and remains first and foremost a craft.

THE ANATOMY OF AN ACADEMIC DISCIPLINE

In its broadest sense, an academic discipline is understood as a structured field of study with shared theo-
retical frameworks, research methods, and institutional recognition. It is characterized by a distinct domain
of knowledge, established paradigms, and a community of scholars engaged in advancing, critiquing, and
disseminating knowledge. Disciplines are embedded within universities and research organizations, where

Making the Case for Intelligence Studies as a Discipline: Praxis, Discipline, and the Challenge of Collective Efficacy 43



they shape curricula, professional development, and intellectual inquiry. Over time, they evolve in response
to new theoretical developments, technological advancements, and societal change.

Scholars frequently highlight the dual foundations of disciplines: their philosophical coherence and their
institutional embodiment. The higher education scholar Tony Becher explains: “Disciplines are characterized
by their own particular objects of research, their own epistemological foundations, and their own criteria
for what counts as valid knowledge. They also have their own technical language, a body of concepts, and a
community of scholars.”*? Similarly, Armin Krishnan underscores the convergence of intellectual and orga-
nizational consensus emphasizing, “[Dl]isciplines must have some institutional manifestation in the form
of subjects taught at universities or colleges, respective academic departments, and professional associations

connected to it. Only through institutionalisation are disciplines able to reproduce themselves.”'*

Building on these perspectives, the foundation of any academic discipline rests on three interrelated philo-
g persp y p p

sophical components—ontology, epistemology, and methodology—supported by institutional structures.
Ontology, the study of what exists and what can be known, defines a discipline’s assumptions about real-

gy y p p

ity. Ontological perspectives determine whether phenomena are treated as objective and independent of
perception or as socially constructed. In the social sciences, realism posits that social structures exist inde-
pendently of human awareness, while constructivism argues that social realities are shaped by human

interactions and interpretations.

Epistemology concerns the nature and scope of knowledge: how it is acquired, validated, and justified. Dif-
ferent disciplines adopt different epistemological stances, which influence the types of questions asked and
the standards of truth applied. The natural sciences, for example, often adhere to positivist epistemologies
emphasizing empirical observation and falsifiability, while the humanities may embrace interpretivist or

constructivist epistemologies that value subjective meaning-making and historical context.

Methodology links epistemology and ontology to practical investigation. It provides the systematic
approaches through which disciplines generate and validate knowledge—whether through quantitative,
qualitative, or mixed-methods research. Economics, for instance, often employs mathematical modeling
and statistical analysis, while anthropology integrates ethnographic fieldwork and interpretive analysis.

Finally, these philosophical foundations are sustained by institutional support, which provides the organi-
zational infrastructure necessary for disciplines to function. Universities, research centers, academic jour-
nals, and professional societies ensure that disciplines reproduce themselves through curricula, training,

scholarly exchange, and standards of professional practice.

Together, ontology, epistemology, methodology, and institutional support delineate the intellectual and
organizational boundaries of an academic discipline. They guide the formulation of research questions,
influence theoretical developments, and establish the criteria by which scholarly contributions are judged.
Understanding these foundational elements is essential for evaluating the maturity, coherence, and legiti-

macy of any field of study in the broader academic landscape.

44 PROCEEDINGS OF NIU’'S INTELLIGENCE STUDIES SUMMIT 2025



INTELLIGENCE STUDIES AND THE QUESTION
OF DISCIPLINARY LEGITIMACY

The debate over whether intelligence studies constitutes a legitimate academic discipline has been a recur-
ring theme in the scholarly literature. Early critiques emphasized the field’s conceptual and methodological
shortcomings. Klaus Knorr argued that intelligence research lacked the theoretical rigor and systematic
methodology necessary to sustain disciplinary status, suggesting instead that intelligence functioned pri-
marily as an applied craft within state institutions rather than an autonomous academic field.” Similarly,
Warner highlighted the definitional ambiguity at the very core of intelligence studies. He noted that schol-
ars and practitioners alike struggled to agree on what “intelligence” actually encompassed—whether it
should be understood as a process, a product, or an institution—casting doubt on the possibility of estab-
lishing a coherent body of knowledge around it.'

Building on these critiques, Marrin argues that intelligence studies, despite its growing body of scholarship,
fails to meet the standard of a mature academic discipline because it lacks cumulative theory-building.
Whereas established fields develop shared paradigms and progressively refine knowledge through systematic
empirical inquiry, intelligence studies has remained fragmented, with scholars and practitioners offering
competing definitions of “intelligence” and employing disparate methodological approaches. Marrin attri-
butes this problem in part to the field’s origins in professional practice rather than academic theory, which
has encouraged ad hoc analysis over sustained theoretical development. He points out that the reliance on
classified data inhibits hypothesis testing, replication, and generalizable theory-building, leaving the field
dependent on practitioner accounts and single case-based studies rather than systematic inquiry. At the
same time, he suggests that the field can advance toward disciplinary status by cultivating greater method-
ological rigor, fostering a more cohesive community of scholars, and building a cumulative research agenda
that integrates both academic and practitioner perspectives.'’

Taken together, these arguments illustrate both the fragility and promise of intelligence studies. While Knorr
and Warner highlight the field’s definitional and methodological weaknesses, Marrin identifies pathways

toward legitimacy by institutionalizing research infrastructure and advancing methodological innovation.

Despite its origins in practice, intelligence studies has increasingly been institutionalized. Globally, hun-
dreds of intelligence studies programs, professional journals, and research centers have emerged.'® The field
now possesses a definable subject matter (intelligence in national security and decisionmaking), theoretical
frameworks (politicization, intelligence failure, and epistemic uncertainty), and methodological innovations
(classified and unclassified datasets and qualitative, quantitative, and mixed methods data analytic tools).

This institutional and intellectual infrastructure suggests that intelligence studies already meets three of the
four classic criteria of a discipline: ontology, epistemology, and institutional support. Where it falls short is
methodology, particularly systematic empirical inquiry. Classified sources limit hypothesis-testing, replication,
and generalizable theory-building."” This problem is exacerbated by the persistence of practitioner-derived
analytic traditions, which do not easily translate into the standards of academic research. Much of academic

Making the Case for Intelligence Studies as a Discipline: Praxis, Discipline, and the Challenge of Collective Efficacy 45



intelligence research and analysis continues to borrow from tradecraft—structured analytic techniques, sce-
nario construction, or heuristic-based judgments—that are oriented toward producing timely and actionable
insights rather than generating replicable, falsifiable, or theory-driven findings. In effect, the methodological
toolkit of intelligence studies remains heavily indebted to its origins in praxis, privileging utility over scientific
rigor. This legacy constrains the field’s ability to establish itself on the same empirical foundations as other aca-
demic disciplines, further slowing the development of cumulative bodies of knowledge and theoretical testing.

THE INTELLECTUAL ARCHITECTURE OF INTELLIGENCE STUDIES

Intelligence studies is undergirded by a coherent ontology and epistemology:

Ontology: Intelligence is knowing; knowledge is power. Knowing more than adversaries provides relative
advantage, prevents surprise, and strengthens state power.?® For intelligence studies, ontology is not merely
an abstract philosophical exercise; it goes to the heart of the field’s existence. At its core, intelligence studies
is premised on the belief that knowledge—and the ways of organizing, interpreting, and deploying that
knowledge—constitute a form of power central to statecraft. Intelligence thus occupies a unique ontolog-
ical space: it treats information as both an object of inquiry and a strategic resource, simultaneously real
in its effects and constructed in its meaning. This dual foundation shapes how intelligence is practiced,
studied, and contested, anchoring the discipline’s claim to scholarly legitimacy.

Epistemology: Addresses how knowledge is generated, validated, and used within a discipline. In intelli-
gence studies, epistemology is operationalized through the distinctive ways in which the profession catego-
rizes and privileges knowledge. Historically, intelligence knowledge has been dominated by what might be
called categories of knowledge hegemony—espionage, deception, sabotage, and, increasingly, open-source
collection and analysis. These categories reflect not only technical practices but also normative assumptions
about what types of knowledge are deemed authoritative or decisive in statecraft.

In practice, these epistemological foundations are instantiated through specialized intelligence disciplines, or
“INTs,” each of which channels collection and analysis through distinct methodological logics. Human intel-
ligence (HUMINT) privileges interpersonal access and interpretation, and signals intelligence (SIGINT)
emphasizes interception of communications. Geospatial intelligence (GEOINT) relies on imagery and
spatial analysis, and measurement and signature intelligence (MASINT) deploys scientific instruments to
detect unique physical signatures. Open-source intelligence (OSINT), which has expanded dramatically
in the digital age, challenges older hierarchies by asserting that publicly available information can, under

certain circumstances, provide insights equal or superior to those derived from clandestine sources.
g q

Together, these epistemological categories form a complex mosaic of knowledge practices, each with its
own methods of collection, validation, and authority claims. The interplay among the INTs reflects both
complementarity and competition; while the INTs provide multiple pathways to insight, they also reinforce
the contested nature of what counts as valid knowledge in intelligence studies. This dynamic underscores a
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central epistemological tension of the field—whether knowledge is defined by its secrecy and exclusivity or
by its analytic rigor and explanatory power.”!

Methodology: Encompasses the systematic techniques by which a discipline investigates phenomena,
acquires new knowledge, and integrates or corrects existing knowledge. In the social sciences, this involves
adherence to the philosophy of science and the scientific method, privileging observable, empirical, and
measurable evidence and subjecting it to the laws of reasoning. For intelligence studies, however, method-
ology remains the discipline’s most underdeveloped foundation. Intelligence has historically privileged tra-
decraft developed for operational utility—collection through HUMINT, SIGINT, GEOINT, MASINT,
and increasingly OSINT—rather than systematic research methods designed for transparency, replicability,
or cumulative theory-building. This reliance on practitioner heuristics, case-based reasoning, and classified
sources produces actionable insights but rarely contributes to cumulative, generalizable knowledge.

Yet this methodological weakness is being overcome in institutional contexts such as the National Intelligence
University (NIU), RAND Corporation, and MITRE where efforts are already underway to bridge operational
tradecraft with academic research design. These organizations demonstrate how intelligence analysis can be
integrated with qualitative, quantitative, and mixed-methods approaches that conform more closely to the
standards of the philosophy of science. Internationally, institutions of higher education, such as the National
Intelligence and Research University of Kenya, apply standard research methods to intelligence studies, provid-

ing additional opportunities to strengthen methodological innovation in diverse security environments.

Moreover, the increasing availability of unclassified data—particularly through OSINT—offers a unique
testing ground for applying scientific rigor to intelligence research. By harnessing large-scale open sources
and applying creative—as well as critical—thinking, intelligence studies can embrace hypothesis testing and
modeling, and can apply qualitative, quantitative, and mixed methods analytic techniques without being
constrained by the inaccessibility of classified sources. This approach not only democratizes the field but also
enables broader scholarly participation and cross-disciplinary fertilization.

Ultimately, strengthening methodology in intelligence studies requires leveraging context-specific opportunities:
classified academic institutions that can instill research design, think tanks and applied research centers that can
test methods in policy settings, and unclassified OSINT-based projects that can demonstrate the value of system-
atic, replicable inquiry. By institutionalizing these practices, intelligence studies can shift from a profession rooted
in ad hoc praxis toward a discipline grounded in transparent, cumulative, and scientifically informed research.

Taken together, these ontological, epistemological, and methodological foundations provide a coherent world-
view for both intelligence professionals and scholars. Ontology situates intelligence in statecraft as knowledge-
as-power; epistemology organizes that knowledge through hegemonic categories and operationalized INTs;
and methodology offers the pathway—still maturing but increasingly rigorous—for transforming intelligence
from practitioner tradecraft into cumulative, transparent, and scientifically informed research. Methodology
anchors intelligence studies in a coherent intellectual project, distinguishing it from adjacent disciplines while
offering the basis for cumulative inquiry.
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RESOLVING THE DISCIPLINE DEBATE: A DIALECTICAL FRAMEWORK
FOR INTELLIGENCE STUDIES

Drawing on dialectical reasoning, we can conceptualize the debate as follows:
* Thesis (Praxis): Intelligence is a craft, mission-driven, evaluated by utility.

* Antithesis (Discipline): Intelligence studies can develop cumulative theory, methods, and institu-
tional legitimacy as an academic field.

* Synthesis: Intelligence studies is best understood as a hybrid—an evolving discipline rooted in
praxis, where practice provides empirical realities and scholarship supplies theoretical rigor and
critical reflection.

This dialectical view rejects false binaries. Praxis and discipline are not mutually exclusive but interdepen-
dent: theory informs practice, practice tests theory, and together they refine the field.

Figure 1. Intelligence Studies as Praxis and Discipline: A Dialectical Framework

Dimension Discipline Synthesis (Evolving Discipline)
Purpose Deliver decision advantage, Advance knowledge, test theory. Use theory to inform practice and
reduce uncertainty. practice to refine theory.
Stakeholders Policymakers, military leaders, Scholars, students, academic Communities in dialogue.
intelligence agencies. institutions.
Outputs Briefings, reports, estimates. Peer-reviewed scholarship, Integrated theory and practice,
curricula. professionalized workforce.
Validation Utility, accuracy, timeliness. Peer review, replication, theoretical | Dual validation: operational impact
contribution. and academic rigor.
Constraints Secrecy, politicization, time Access limits, academic legitimacy. | Methodological innovation bridging
pressure. secrecy with scholarship.

SCAFFOLDING A DISCIPLINE: PROGRAMS AND NETWORKS
IN INTELLIGENCE STUDIES

A recent survey identified approximately 50 academic programs in intelligence studies across the United
States, spanning undergraduate, graduate, and certificate levels. Internationally, initiatives remain more
limited—such as Germany’s Master of Intelligence and Security Studies and the Intelligence College in
Europe, which signal the field’s emerging academic footprint abroad.

These programs often spring from disciplines including political science, international relations, criminal jus-
tice, science and technology studies, and cybersecurity. Their curricula typically rest on three pillars: procedural
tradecraft (collection and analysis methods), core disciplinary theory (intelligence theory and decisionmaking),
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and domain specialization (cyber, regional studies, and policy). Schools such as The Citadel offer robust BA
and MA degrees infused with intelligence and homeland security leadership training, while institutions such as
American Military University provide comprehensive tracks across bachelor’s, master’s, and doctoral levels. Texas
A&M’s Bush School, staffed by intelligence practitioners, blends academic rigor with operational relevance.

Professional Academic Associations: Professional organizations have played an important role in legitimiz-
ing and advancing intelligence studies as a field of academic inquiry. Groups such as the Association of Former
Intelligence Officers (AFIO) and the Military Intelligence Corps Association (MICA) sustain professional
identity and heritage by supporting current and former practitioners while creating educational opportunities
for broader publics. Other associations emphasize the integration of intelligence into both government and pri-
vate sector practice. For example, the Association of International Risk Intelligence Professionals (AIRIP) and
Strategic and Competitive Intelligence Professionals (SCIP) focus on business, risk, and strategic intelligence,
demonstrating the breadth of intelligence beyond national security. The Armed Forces Communications and
Electronics Association (AFCEA) and the Intelligence and National Security Alliance (INSA) facilitate col-
laboration among government, military, industry, and academia, addressing shared challenges in innovation,
technology, and policy. At the academic core, the International Association for Intelligence Education (IAFIE)
promotes professional standards in intelligence training and pedagogy, while the International Association of
Law Enforcement Intelligence Analysts (IALEIA) develops analytical rigor for law enforcement. Finally, the
Intelligence Studies Section (ISS) of the International Studies Association anchors intelligence research within

the broader international studies community, highlighting the field’s growing scholarly legitimacy.

Publishers and Academic Journals: Publishers and academic journals reinforce the professional networks
by providing outlets for scholarship, debate, and dissemination of best practices. The Studies in Intelligence
journal, published by CIA, serves as a forum for both historical reflection and contemporary analysis, helping
practitioners connect lessons learned to future challenges. In the academic domain, NIU’s National Intelli-
gence Press (NI Press) strengthens the field of intelligence studies by publishing intelligence-focused books,
monographs, edited volumes, and Research Shorts and Notes on topics ranging from the future of the IC to
various issues of national security concern. Intelligence and National Security, a peer-reviewed journal from
Taylor & Francis, has established itself as a leading venue for scholarly research, complemented by more
specialized platforms, such as Global Security and Intelligence Studies, an open-access journal encouraging
both practitioner and academic contributions, and the Journal of European and American Intelligence Studies,
which situates intelligence within global geopolitics. Together, these publishers and professional organizations
form the institutional infrastructure of the discipline, ensuring that intelligence studies continues to mature
through collaboration, critical exchange, and scholarly publication.

National Intelligence University: A Unique Institutional Anchor: NIU stands out as the only accredited
university dedicated to intelligence studies within the IC. NIU offers degrees in intelligence and strategic,
technical, and science-intensive intelligence curricula, and it is fully accredited by the Middle States Com-
mission on Higher Education. NIU comprises two academic units—the College of Strategic Intelligence
and the Oettinger School of Science and Technology Intelligence—and supports interdisciplinary study of
topics from cybersecurity and WMD to regional and leadership studies.”
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In addition to NI Press, NIU’s scholarly research ecosystem includes:

* The Ann Caracristi Institute for Intelligence Research (CIIR), advancing robust academic inquiry
in support of the IC.

e The NIU Library, housing more than 2.5 million items, specialized analytic tools, and a classified
research collections archive.

* TheiRES Lab, established in 2024, functioning as a technical hub supporting open-source research
and collaboration with public and private sectors.

* A Student Thesis Repository with more than 750 digitized theses and capstones dating back to
the 1960s.

* The Ofhice of Research and Engagement, which manages partnerships, oversees the Caracristi Insti-
tute and NI Press, and supports RAND-led reviews for enhancing research culture and capacity.

NIU faculty regularly lead research-method workshops at conferences—including the International Stud-
ies Association, American Political Science Association, and the University of Central Florida’s Workshop
on Intelligence Teaching—further embedding methodological rigor into the profession.

TOWARD A CULTURE OF INTELLECTUAL DEBATE
IN INTELLIGENCE STUDIES

In the past five years, intelligence academicians and scholars have explored, theorized, and advanced
important new perspectives that expand the field’s horizons. Yet a central question remains: Who has cri-
tiqued, argued with, or built upon these perspectives in subsequent publications? In a mature discipline,
intellectuals interact not just by producing original research but also by publishing thoughts about one
another’s ideas, methods, and theories—testing, refining, and contesting them in order to improve collec-
tive knowledge about critical phenomena. Despite notable institutional strengths, intelligence studies still
struggles with this vital cycle of intellectual engagement.

A small sampling of intelligence scholarship demonstrates the breadth of inquiry. For example, Frederic
Baron argues that the intelligence profession is unprepared for the workforce demands of the future amid
accelerating change driven by artificial intelligence and global competition.” Adrian Wolfberg theorizes—
drawing on primary evidence—how ordinary analysts achieve insight to solve novel intelligence problems,*
while he and Stacey Pollard also expound on the research design process for academic intelligence research,
particularly the relationship between research questions and research types, as well as the challenge of
establishing causality.” Julie Ferringer investigates how to integrate intelligence operators and analysts to
maximize organizational outputs,”® while Josh Kerbel critiques the field’s lingering Cold War lens, faulting
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its overemphasis on data collection rather than nuanced understanding of complex, evolving threats and
how to think about them.”

Methodological innovation also features prominently. Kerbel and Tom Pike advocate computational meth-
ods and complexity theory as tools for modeling intelligence phenomena.”® Mark Bailey raises concerns
about the lack of frameworks for the safe and competitive application of Al, a gap that could limit the field’s
adaptation and growth.” Alongside Bailey, Richard Uber highlights US vulnerabilities in AI competition
vis-a-vis China,” while Stephen Hood develops a framework for understanding human—AI compatibil-
ity—an effort to better anticipate how analysts and machines can operate effectively together.’’ Thomas
Dolan analyzes decisionmaking in war, emphasizing how emotion shapes leaders” bargaining behavior.”
Similarly, Johnathan Proctor painstakingly examines the practice of warning across the IC and defense,
theorizing how it might be better institutionalized.”

Empirical case-based contributions are equally rich. Amy Sturm assesses the effectiveness of the Global
War on Terror (GWOT) by evaluating terrorist behavior before and after Foreign Terrorist Organization
designation; she finds that across 20 years and billions of dollars, designation did not in a single case
degrade threats as measured by membership, target hardening, or attacks.> Pollard et al. extend this cri-
tique, arguing that the GWOT itself helped create conditions favorable to contemporary violent extrem-
ists, whose state-making ambitions differ fundamentally from earlier groups seeking policy change through
terrorism,” while Dennis King theorizes that instability generated by humanitarian crises should become
a focal point of intelligence.*

Emerging research also highlights regional and thematic depth. Phuong Hoang argues that assessing
China’s Belt and Road Initiative requires examining failed as well as successful projects, while she and
Janice Hinton analyze the economic implications of China’s and other Asian government’s resilience.
David Shin expands his theory of totalitarianism as regime security in North Korea, adding conceptual
rigor to the study of closed regimes.

At the same time, scholars are advancing the institutional fabric of the discipline. Phuong Hoang, Mayur
Gosai, and Debora Pfaff exemplify the bridging of academia, industry, and government, working at the high-
est levels of government and in intelligence-adjacent academe to bring world-class talent together on China-re-
lated challenges, public engagement, trust, and the scholarly identity of intelligence studies. This cross-sector
collaboration signals progress toward addressing the field’s low collective efficacy and persistent fragmentation.

Taken together, these contributions underscore the vitality of recent scholarship on critical issues. Yet they
also reveal a gap. A mature discipline is not built merely on diverse individual insights but on an ongoing
intellectual conversation—debates, rebuttals, refinements, and theoretical contests that sharpen arguments
and strengthen knowledge claims. Intelligence studies has made significant strides in breadth and institu-
tional support, but it has yet to cultivate a sustained culture of scholarly engagement where ideas are sys-
tematically interrogated and advanced in relation to one another. Building such a culture will be essential
for intelligence studies to consolidate its disciplinary identity and achieve intellectual maturity.
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UNITY AND IDENTITY: BUILDING COLLECTIVE EFFICACY
IN INTELLIGENCE STUDIES

Despite ontological coherence, epistemological clarity, and institutional support, intelligence studies con-
tinues to struggle with weak collective efficacy. Albert Bandura defines collective efficacy as a group’s shared
belief in its ability to achieve common goals, and within intelligence studies this shared belief remains
elusive.”” Scholars remain divided over whether the field should be understood primarily as praxis, as an
interdisciplinary arena, or as a fully autonomous discipline. This lack of consensus fragments the field
and undermines its growth. Without collective efficacy, intelligence studies cannot consolidate a unified
research agenda, codify methodological standards, or attract sustained resources. As Bandura observes, low
collective efficacy reduces resilience, weakens identity, and inhibits progress.*® For intelligence studies, it
perpetuates a condition of liminality—neither fully profession nor fully discipline.

CONSOLIDATING INTELLIGENCE STUDIES: PATHWAYS
TO DISCIPLINARY MATURITY

The evidence presented in this paper demonstrates that intelligence studies already meets many of the cri-
teria for a discipline: it has a shared ontology that views knowledge as power, an epistemology organized
around modes of knowing and the INTs,* and growing institutional support in the form of academic
programs, professional associations, journals, and dedicated centers. Its enduring weaknesses lie in meth-
odology*! and in the collective efficacy of its scholarly community.

Moving forward, members of the academic IC must focus not on rehearsing the field’s deficits but on
actively cultivating solutions. Three priorities stand out:

1. Methodological Innovation: Scholars must expand the use of comparative methods, open-source
intelligence datasets, and mixed-methods designs to compensate for classified restrictions and to

advance transparent, replicable, and cumulative research.*?

2. Collective Efficacy: The community must rally around a shared vision of intelligence studies as a
discipline, building consensus on research standards and agendas while fostering the resilience and
identity needed to sustain progress.®

3. Dialectical Integration: Praxis and discipline must be treated as mutually reinforcing. Praxis
grounds intelligence in operational realities; scholarship elevates those realities into theory, gener-
ating a feedback loop that enriches both.*

Institutions such as NIU and other university intelligence studies programs, RAND, MITRE, and inter-

national partners already demonstrate that the capacity for innovation exists. OSINT, in particular, pro-
vides fertile ground for methodological experimentation that can broaden participation and democratize
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intelligence research.” What is needed now is a collective commitment to refine, integrate, and institution-

alize these practices.

If the community succeeds, intelligence studies will move beyond its liminality and consolidate its identity as

a mature and respected discipline. In doing so, it will not only enrich academic inquiry but also provide a rig-

orous foundation for intelligence practice—ensuring that in a rapidly evolving global security environment,

decision advantage continues to rest with those who treat knowledge as the ultimate currency of power.®
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TECHNOLOGY AND INTELLIGENCE STUDIES: SELECT PAPER

EXPLORING THE EVOLUTION

OF CYBER INTELLIGENCE (CYINT):
A Disciplinary Debate and Practical
Implications for Intelligence
Professionals

James (Jim) Austin

INTRODUCTION

Cyber intelligence (CyINT) is emerging as a standalone discipline distinguished from traditional intel-
ligence disciplines due to its focus on the digital realm and its unique challenges. When asked the ques-
tion, artificial intelligence (Al) stated the same and quoted sources that identified CyINT as becoming
a disciplined methodology,' characterised it as an all-source intelligence product,” and emphasised the
importance of clearly understanding CyINT in the broader cybersecurity arena.” None of these examples
specifically supports the premise of CyINT as a discipline, and Al categorised CyINT as emerging.* In fact,
the views differ because the majority of intelligence disciplines overlap the cyber realm. This paper explores
this question from the perspective of cyber overlapping all intelligence domains using research conducted
in the maritime domain, and the development of a multinational CyINT course.

Examination of the general cyber threat environment demonstrates the dangers dealt with around the globe
and provides further context to the maritime Cyber Threat Intelligence (CTI) research. Continuing further
into the maritime domain this research scrutinises recent maritime cyber events, exploring the current state
of digitisation in port facilities, and reviews case studies for valuable learnings. Investigation of the current
state of maritime CTT and recent incidents relating to submarine cables demonstrate the reliance these crit-
ical infrastructures have on CyINT, and conversely, the reliance of society on them. Considering all these
facets contextually against the future challenges of maritime CTI demonstrates a requirement for CyINT
over CTI, supporting the premise that—discipline or not—CyINT is a requirement.

Building on this premise, the paper then scrutinises the process and observations derived during the
redevelopment of the NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) CTI course
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into a CyINT course. Developed from a multinational operations mindset, the process provides valuable
insight supporting the concept of applying current intelligence processes into the cyber realm. Differen-
tiating between CyINT and CTI, the course redevelopment reveals a common international requirement
for intelligence professionals to understand their tradecraft as it applies to the cyber domain. Finally, the
research considers these points as applied to research and development providing guidance on the way
forward and examples of current and future research intent.

GENERAL THREAT ENVIRONMENT

The cyber threat landscape is a complex and challenging environment; advances in critical and emerging
technologies offer both a bane and a boon in dealing with cyber threat. Advanced persistent threats (APT)
target government and military entities, critical infrastructure, and industry using ever more advanced
methodologies to conduct espionage, exert influence, disrupt, and interfere in pursuit of their goals. During
2024, national cyber security agencies released joint advisories highlighting state-sponsored cyber activi-
ties. These assessments advised that China is likely prepositioning for disruptive actions while maintaining
extant espionage activities, and that Russia is further developing sophisticated techniques with a particular
focus on cloud platforms.” Advancements in defensive threat technologies and awareness have seen adver-
saries increasingly use complex tactics, techniques, and procedures (T'TP) that allow them to move more
rapidly and remain undetected.®

At their core, a diversity of threats are consolidated into categories for the purpose of analysis. The prime
threat categories in the cyber environment are 1) ransomware, 2) malware, 3) social engineering, 4) threats
against data, 5) threats against availability, 6) information manipulation, and 7) supply chains.” According
to Google, ransomware, data theft extortion, and multifaceted extortion are major threats for 2025 and
have already affected more than 100 countries and every industry vertically. Infostealer malware to gather
credentials is expected to remain a primary threat vector, and while not a new threat, it has advanced in
sophistication.® These threats are consistent, with the result that the threats faced by the maritime industry
are similar regardless of geographical location; that is, in general the APTs and TTPs used by them are the
same if not similar in Europe, the Americas, and the Asia-Pacific region. Therefore, rather than addressing
the threat landscape from the perspective of specific APTs and TTPs, analysis and observations herein are
based on issues identified as relevant to CTT in the maritime environment and port facilities as they may

relate to critical infrastructure.

MARITIME THREAT ENVIRONMENT

Maritime infrastructure and its supporting information technology (IT) and operational technology (OT)
are vital for civil society and military operations. These networks face a multitude of dangers from APTs
that continuously develop TTPs to evade detection and overcome generic security measures. Rising in
frequency and complexity, response times to cyberattacks are decreasing, and boundaries of responsibility
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are no longer permanent.’ This development can be demonstrated by the discovery of ArcaneDoor in May
2024, which was reported to use custom malware leveraging known vulnerabilities to collect maritime and
financial intelligence. Consisting of significant I'T infrastructure, the campaign spread across coastal facili-
ties in numerous countries that were identified as strategically important.™

CURRENT STATUS OF DIGITALISATION IN MARITIME PORT FACILITIES

Carrying more than 90 percent of global trade and between 8 and 12 percent of global gross domestic
product (GDP), the maritime industry is the lifeblood of global trade. Digital technology’s integration
into the maritime industry has revolutionised port operations by enabling real-time tracking, and predic-
tive maintenance, and by automating cargo handling. The continued growth of maritime trade requires
evolution into smart, interconnected hubs to address operational bottlenecks and pave the way for ports to
become crucial nodes in the global supply chain. Conversely, these advancements also increase the threat

surface of exploitable vulnerabilities, which necessitate effective and resilient cybersecurity practices.!

Digitalisation efforts in maritime port facilities vary significantly across geographical regions reflecting
differing levels of technological adoption and investment. Key technologies shaping the digital landscape
of ports include:

Internet of Things (IoT): IoT is used extensively for real-time monitoring and management
of cargo, equipment, and environmental conditions. Sensors embedded in containers and port
infrastructure provide continuous data streams, enabling predictive maintenance and reducing
downtime; i.e., the Port of Hamburg, Germany, employs IoT to optimise traffic management and

environmental monitoring.

Blockchain: Blockchain technology is being used in port documentation and transaction processes
as a secure and immutable ledger to ensure transparency and traceability of cargo movements and
trade documents; i.e., the Port of Antwerp, Belgium, has implemented blockchain-based solutions
to streamline customs processes, reducing clearance times and enhancing security.

Digital Twins: Digital twins are virtual replicas of physical port assets, which enable real-time sim-
ulation and analysis. This technology provides port operators the ability to test scenarios, optimise
operations, and predict potential issues before they occur; i.e., the Port of Rotterdam, Netherlands,
is a pioneer in the use of digital twins, employing them to enhance asset management and opera-
tional efficiency.

Artificial Intelligence: Al-driven analytics and machine learning algorithms are increasingly being
adopted to optimise logistics, automate administrative tasks, and enhance decisionmaking; i.e.,
ports, such as Singapore’s PSA International, leverage Al to improve container-handling efficiency
and resource allocation.'?
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LESSONS LEARNED FROM THE MARITIME APT CASE ANALYSIS

The adoption of digital technologies in maritime port facilities offers numerous advantages—such as opera-
tion efficiency, cost reduction, transparency, and customer experience—along with security and sustainability.
Conversely, disadvantages include high initial investment costs, lack of standardisation, increased cybersecurity
risk, and job displacement. In the context of these advantages and disadvantages, analysis of APT cases targeting

the maritime sector has provided valuable lessons learnt for consideration in the maritime environment.

Case Study 1: Chinese APT Groups Targeting Maritime Shipping

Increasingly, Chinese APT groups target the maritime industry by installing malware on critical
port infrastructure, such as cranes," to disrupt operations and gather intelligence. This example
highlights the vulnerability of OT systems within port facilities and demonstrates a need for robust
security and assurance measures for OT systems, along with the requirement to share that knowl-

edge within the maritime community.'

Case Study 2: DONOT APT’s Attack on Maritime and Defence Manufacturing

The DONOT APT group, also known as APT-C-35, has targeted maritime and defence man-
ufacturing sectors in South Asia using malicious link (LNK) files disguised as ransomware task
force (RTF) documents. The files deployed and executed stager malware, an initial payload that
established persistence and communicated with command-and-control (C&C) servers aimed at
exfiltrating sensitive information and disrupting operations. This type of attack is significantly
negated by educating employees about social engineering and phishing attack vectors, and imple-
menting advanced threat detection and response mechanisms. The combination of education and
technological defence—that is, endpoint detection—can meaningfully mitigate these threats."

Case Study 3: APT Groups in India Targeting Geostrategic Zones

APT groups in India actively target geostrategic maritime infrastructure in countries such as Paki-
stan, Sri Lanka, and Bangladesh. Often involving cyber espionage and disruption of critical mari-
time operations, this activity appears to be escalating, which underscores the need for heightened
cybersecurity measures in the region. Collaboration and information sharing via joint exercise and
sharing threat intelligence can collectively enhance regional cybersecurity, particularly when com-

bined with regular system updates and security assessment to maintain resilience.'

Case Study 4: NotPetya Cyberattack on Maersk’s Global Operations

The 2017 NotPetya cyberattack exemplifies the risks associated with inadequate maritime cyberse-
curity via its disruption of Maersk’s global operations which cost the shipping company an estimated
US $300 million."” This attack leveraged a compromised third-party software update to exploit
unpatched vulnerabilities that allowed malware to spread rapidly through Maersk’s network. The flat
network employed by Maersk facilitated the malware’s lateral movement, demonstrating the value of
segmented networks in cyber security; fortunately, critical data were backed up allowing for an expe-
dited recovery, again demonstrating regular data backup as a best practice. Similarly, professional
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patch management would have greatly reduced the network’s vulnerability to exploitation, and regu-
lar employee awareness training would support a best-practice culture. The final lesson derived from
this case study is possibly the most topical; i.e., the threat originating from a third-party supply chain
identifies the need for stringent vetting and monitoring of vendor security practices.'®

CRITICAL INFRASTRUCTURE

In terms of critical infrastructure, 99 percent of digital communications transit the globe via submarine
cables that extend approximately 1.3 million kilometers." Additionally, submarine cables are now influenced
by more external factors, including large-scale cloud and content providers and the strategic actions of major
powers and minilateral groups. Cyber vulnerabilities within legacy and third-party I'T and OT cable landing
systems (CLS)—such as interconnecting terrestrial networks—require attention in conjunction with the
physical aspects. Disregarding natural disaster, submarine cables are vulnerable to physical tampering and—
when concentrated in chokepoints, such as the Luzon Strait and Malacca Strait, or in contested waters, such
as the South China Sea—are particularly vulnerable.” These vulnerabilities have been highlighted recently by
several incidents worldwide; i.e., Finland seized the alleged Russia-linked ship Eagle S, suspected of breaking
submarine cables in the Baltic Sea.?’ Sweden, Finland, and Lithuania also halted a Chinese-flagged commer-
cial ship over its possible involvement in similar activities in the Baltic, and Taiwan is investigating another
potentially China-linked vessel for damaging undersea cables connecting Taiwan to the internet.*?

MARITIME CYBER THREAT INTELLIGENCE

Use of CTT is growing within the public and private sectors, increasingly in conjunction with threat-
hunting and vulnerability management. Using CTT sources external to the enterprise, particularly open-
source intelligence (OSINT), has become a focus of consumers. In its current state, CTT technology can
collect and analyse large amounts of data easily, manage indicators of compromise (IoC) effectively, and
disseminate IoCs effortlessly. The negative impact of CTT’s use is losing sight of intelligence requirements
and stakeholder needs within the deluge of information. Therefore, in the constantly dynamic maritime
CTI environment, the cost-benefit calculus of tools-to-personnel ratios needs to be continually assessed,
knowledge management principles established, and processes developed to deliver an intelligence function

over a technological focus.”

To maintain a holistic threat picture inclusive of other intertwined domains, maritime CTT must endeav-
our to capture both the obvious and esoteric threats to the domain. This need is exemplified by analysis
from Microsoft identifying that China-based threat actors have targeted entities in the South China Sea,
with a particular focus on the Association of Southeast Asian Nations (ASEAN). One APT successfully
penetrated military and executive assets within both the Indonesian and Malaysian maritime systems prior
to naval exercises in June 2023. Separate analysis of global traffic at Akamai Technologies further identifies
a rise in distributed denial of service (DDoS) attacks targeting Europe. Second only to the United States,
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these DDoS attacks are trending toward domain name systems (DNS), indicating a need for protection via
mitigation controls, intimate system knowledge, and contemporary response plans. This research also found
that using hybrid platforms and environmental stress testing can build resilience.” Information from another
source demonstrates that, although GPS spoofing has been a prominent maritime threat for a few years,
the combined use of GPS jamming and spoofing appears to be an emerging trend.”® When directly related
to the maritime environment, example 1 appears to be peripheral, example 2 unconnected, and example
3 maritime-specific. In combination, however, they identify maritime intent, a likely attack vector, and a
potential threat outcome, demonstrating the need for a holistic hybrid CyINT function.

FUTURE CHALLENGES TO MARITIME CYINT

The major external challenges occurring in the cyberspace threat landscape are adversaries taking control
of unmanned assets and Al-enabled cyberattacks. Organisations also face, however, the internal challenge
of overcoming the reluctance to share information with partners and industry for a holistic threat picture.
Digitising legacy systems, collaborative combat, complex supply chains, and trustworthy Al are additional
challenges within an evolving threat landscape. Accenture has identified that Al is reshaping the threat
landscape via its use for disinformation campaigns, targeting and malware automation, honing social engi-
neering and deepfakes, and monitoring for insider threat activity. The offensive capability of APT actors is
increasing as Al has improved the efficiency of large-scale attacks and enhanced reconnaissance and intel-
ligence gathering. As an example, APTs attributed to China, Russia, and the DRPK all conducted cyber
espionage activities utilising Al in 2024, and hacktivism also saw the use of Al for vulnerability identifica-
tion and exploitation.”

As technology and process mature together, there is an opportunity to develop a truly integrated mari-
time cybersecurity community inclusive of government, academia, and industry. Extant examples exist,
such as the Nordic Maritime Cyber Resilience Centre (NORMA) that provides its members with threat
intelligence, incident response, and penetration testing services.”® In the United States, the National Mari-
time Intelligence-Integration Office (NMIO) has established the Global Maritime Community of Interest
(GMCOI), consisting of the Intelligence Community, other non-intelligence government departments of
all levels, academia, industry, and foreign partners.”” In 2018, the Regional Cooperation Agreement on
Combating Piracy and Armed Robbery against Ships in Asia (ReCAAP) was identified as an information-
sharing centre of excellence.”® Whether truly successful integration of maritime information has been
achieved is open to interpretation, however, as holistic information sharing was identified as a challenge as
recently as September and October 2024, and there is definitely room for improvement.

SHOULD CYINT BE DOMAIN SPECIFIC?

As the boundaries and responsibilities between national and international, and public and private entities

are blurred, maritime cybersecurity requires enhancement to ensure its safety. The maritime sector remains
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a high-risk cyber environment requiring a comprehensive understanding of the maritime IT and OT eco-
system.”’ Consequently, the hybrid nature of the maritime environment cannot be overlooked; specifically,
IT and OT underpin all land- and sea-based maritime operations. As an example, reports of suspicious
Russian vessels near critical infrastructure are numerous, and emerging technologies such as maritime
drones are being utilised effectively in Ukraine.”” Research also shows that China uses hybrid operations
including maritime aggression, cyber operations, economic coercion, and information operations.*> A pos-
itive example is the use of this technology to analyse Baltic Sea maritime traffic after damage to the Baltic
connector gas pipeline in Finland’s economic zone and to two submarine communications cables in Esto-
nia’s economic zone. The assessment determined the incidents were interconnected and identified a suspect
vessel under a Chinese flag.>* The interlinkages between the maritime and other domains highlight that
what happens in one domain will ultimately affect others, and that the information domain is generally the
domain most used to cause disruption.”” Essentially, the multitude of interactive services and requirements
utilised within the maritime environment establishes that it cannot protect itself in isolation.

This analysis of the maritime environment from a cyber intelligence perspective demonstrates that the
problems faced there are not distinctly maritime-related. The IoT, blockchain, Al, and their derivatives are
all widely known agents of change identified in almost every strategic assessment.*® Threats manifesting in
the maritime environment, both specific and general, are analogous to other industries and environments;
i.e., case study one (Chinese APT Groups) shares similarities with cyberattacks against automotive industry
OT, specifically air-powered torque wrenches called nutrunners,” and case study two (DONOT APT) fits
the profile of a myriad of other supply chain attacks.”® What is distinctly different is the physical environ-
ment in which the IT and OT are expected to operate and which by itself brings significant challenges.*
When analysed from the CyINT viewpoint, however, the cybersecurity risks, issues, and challenges are
inherently comparable to the majority of other operating environments.

The divergence and congruity within these examples demonstrate that the argument of CyINT as an indi-
vidual intelligence discipline is irrelevant because, either way, the intelligence profession must deal with
the cyber realm. This assertion has led to the redevelopment of the NATO CCDCOE CTI course as a
cyber for intelligence professionals course.”” Observations and discussions during the development of the
CyINT course generally support the argument that the intelligence process is applied to the cyber domain,
as opposed to any need to develop new cyber-related intelligence techniques.

CYBER THREAT INTELLIGENCE OR CYBER INTELLIGENCE

Research has identified that, although all domains use the cyber domain to conduct intelligence activities
to differing extents, the same intelligence processes are used across domain-specific assets and resources.
As an example, when conducting the intelligence process for intelligence, surveillance, and reconnaissance
(ISR) in any domain, cyber is used to facilitate the intelligence process and is rarely if ever the sole driver
for conducting it. Due to its technical nature, CTT is not in itself CyINT, but more a contributor to it.*!
Additionally, CyINT is not recognised as an intelligence discipline and, although similarities exist within
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friendly nations, no recognised or consistent taxonomy can be applied.”? Defining CyINT has evolved, but
no consensus exists; one definition posits that CyINT is based on analysis of data extracted from hostile
adversarial cyber domains, while another contradicts by stating that CyINT is an analytical discipline
derived from traditional intelligence.” As recently as 2023, Izzat Alsmadi, author of 7he NICE Cyber
Security Framework, stated that CyINT has evolved as a discipline; however, it deals with an elusive and
dynamic spectrum of intelligence that can pivot on a single piece of malware.* Consequently, there is a
requirement to differentiate between CyINT and CTI because, while not dissimilar, they differ in scope
and purpose.® Interestingly, despite the differing views on CyINT as an individual intelligence discipline,
all agree that the majority of intelligence disciplines overlap the cyber realm.

CYBER INTELLIGENCE COURSE DEVELOPMENT

Because the CCDCOE is a NATO-accredited training centre, the cyber intelligence course was devel-
oped in line with the systems approach to training (SAT) methodology.* Definitions of the SAT vary;
however, it is safe to say that SAT is a methodology for managing training programs and it uses orderly
and logical approaches for determining training requirements in relation to a particular job or profes-
sion.” While CCDCOE is a cyber-specific institution that provides research, education, and counsel
on conducting operations in the cyber realm, intelligence expertise still remains within the Intelligence
Community. Therefore, the Intelligence Community is best placed to identify what is needed to write
and maintain intelligence doctrine, with advice and guidance from subject matter experts (SME) such as
CCDCOE. The doctrine custodial perspective also identifies significant resources that are required when

writing and maintaining doctrine. Therefore, developing a CyINT process is nation-specific and should
be supported by SMEs.

The CCDCOE cyber for intelligence professionals course has its roots in both the Multinational Capability
Development Campaign (MCDC) and the CCDCOE. The MCDC is a group of 25 nations with a focus
on collaboratively developing and accessing concepts and capabilities to address the challenges associated
with conducting coalition and multinational operations.*® A combined effort saw intelligence and educa-
tion professionals from multiple nations unite for a set of working groups that developed the course control
documents (CCD) in line with the SAT process. During this process both intelligence and education SMEs
continually challenged the premise of CyINT as a discipline. Education specialists maintained directive
control, giving intelligence experts the freedom to continually challenge each other’s opinions. These delib-
erations ultimately resulted in consensus that delivering a product that guides and advises the intelligence
process into and through the cyber environment should be the goal. The process was further enhanced
by including specialists from multiple nations to provide the varied expertise needed to design a product
of use in many sectors. Because the MCDC is a conceptual entity, it was decided that the CCDCOE, an
organisation with both resources and expertise, would develop and deliver the product.

To ensure the integrity of the process and validate assumptions, the final product of the workshops and
coordinated feedback sessions—that is, the CCD III—required further socialisation. The CyINT CCD
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III was then disseminated to likeminded nations and academic SMEs with a request for feedback. All
feedback agreed that the premise of a CyINT course that overlays the extant intelligence process across the
cyber domain was correct, and that the intended course content aligned with extant national concepts. The
majority of feedback centred around process configuration, lexicon development, lesson expansion, and
effective knowledge delivery methodology.” The CyINT course development process and external feed-
back, therefore, further supports the assertion that whether CyINT is a discipline is irrelevant: there is a
requirement for intelligence application to the cyber domain, the current intelligence process applies, and
how practitioners gather and interpret the knowledge is crucial. This agreement has led the CCDCOE to
commit future resources for CyINT research and development.

RESEARCH AND DEVELOPMENT

CyINT is developing independently across the globe at varying rates dependent on national, industry, and
academic priorities. The US Cybersecurity and Infrastructure Security Agency (CISA) cites the following
objective in its Cybersecurity Strategic Plan for FY 2024-2026: Plan for, exercise, and execute joint cyber
defence operations and coordinate the response to significant cybersecurity incidents.”® This response
indicates improving the extant process and procedure rather than developing new ones. The Australian
2023-2030 Cyber Security Strategy demonstrates a shift from technical cyber to a whole-of-nation approach
with a focus on better support to civilians and industry.”' Both these documents have similarities with
intended outcomes—resilience, critical infrastructure, and societal partnerships’>—but the pathways to
achieving the outcomes appear to be somewhat divergent. The maturity of the different cyber landscapes
may play a role in differing approaches, particularly when resource and economic size are factored in the
strategy. A small country such as Estonia has economic limitations that the United States and Australia
do not have, yet a country’s smaller size can provide an advantageous agility when implementing new
technology or cultural change.”® As demonstrated in the context of CyINT, current research and opinion
agree that CyINT is a requirement, and the application and training to achieve effective CyINT requires
further analysis. As an example, a CISA-endorsed Cyber Intelligence Professional certification includes
intelligence, investigation, crime, and analysis modules that significantly rely on technical achievement,*
yet this would appear to be more CT1-relevant.

In developing the CyINT course described above, the CCDCOE has moved significantly down the path
toward developing a consistent taxonomy and consensus at the operational level. The first official course
scheduled for November 2025 will further these endeavours. Concurrently, CCDCOE is conducting
research into a CyINT framework with the intent of delivering a CyINT handbook in 2026-2027. The
MCDC will also be validating previous research and products during its 2025-2027 project cycle that will
inform CyINT operational research, particularly from a multinational perspective. Several nations have
recently developed parallel courses and some are in the process, while others await research results before
committing to a particular path. Applicable to strategic, operational, and tactical levels, CyINT is now a
required capability for all nations, and conducting CyINT in the best, most efficient manner should be a

research and development focus for all.
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CONCLUSION

This paper argues that whether CyINT is a distinct discipline does not matter in the grand scheme because
the intelligence profession must deal with the cyber realm. Our research identified that the difference
between the maritime cyber threat landscape and the general cyber threat is not significant. Examination
of cyber incidents has provided lessons that apply across all intelligence domains, including critical infra-
structure, and illustrated a requirement for a holistic and inclusive CyINT approach. The requirement
exists to practice intelligence skills within the cyber realm regardless of the domain; therefore, any CyINT
should facilitate the intelligence process using cyber methodologies. Operationally, this objective has been
recognised and has been, or is being, developed in multiple nations and by multinational organisations.
Although CyINT as a necessity has never been in dispute, a lack of clarity for application and definition
has retarded the ability to understand exactly what is needed. Producing a common lexicon across multi-
national boundaries inclusive of standardised training objectives will deliver the effective communication
required to deliver a holistic and inclusive CyINT capability to all intelligence domains.
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INTRODUCTION

The discipline of intelligence studies must evolve to address the shifting dynamics of national security,
private-sector collaboration, and global intelligence cooperation. This paper proposes redefining intelli-
gence studies by transforming the National Intelligence University (NIU) into a mega-university, modeled
after large-scale, technology-driven, globally networked educational institutions. In this vision, NIU would
serve as the nucleus of a global intelligence studies ecosystem, integrating business administration, political
science, international relations, security studies, and emerging technologies to create a comprehensive,
interdisciplinary, and future-ready discipline.

Mega-universities utilize cutting-edge digital infrastructure, global partnerships, and interdisciplinary col-
laboration to deliver accessible, high-impact, and innovation-driven education. By adopting this model,
NIU would transcend its traditional role, expanding intelligence education beyond physical and juris-
dictional boundaries. Through hybrid and online learning, strategic partnerships with public and private
institutions, and immersive, classified environments for hands-on intelligence training, this transforma-
tion would democratize access to high-level intelligence education, ensuring that intelligence profession-
als across the United States and allied nations can participate in a globally interconnected intelligence
studies ecosystem.

At the core of this transformation, business administration would equip intelligence professionals with
essential skills in strategic planning, organizational leadership, and financial management—facilitating
their seamless transition into both public and private sector roles. Political science, international relations,
and security studies provide expertise in geopolitical analysis, diplomacy, and security policy, ensuring
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graduates possess the analytical acumen needed for intelligence operations. Coupled with advancements
in artificial intelligence, big data analytics, and cybersecurity, this interdisciplinary approach strengthens

intelligence studies as a rigorous, market-relevant, and innovation-driven field.

By expanding NIU into a mega-university, this model transforms intelligence education into a glob-
ally networked, interdisciplinary, and technology-enhanced ecosystem. Leveraging its classified learning
environment and its unique position as the US Intelligence Community’s university, NIU would become
a hub for experiential learning, real-world problem-solving, and cross-sector collaboration. Through stra-
tegic partnerships with private enterprises, public institutions, and international allies, this new global
intelligence studies ecosystem fosters a pipeline of highly skilled intelligence professionals prepared to
address emerging security challenges. This transformation positions intelligence studies as a prestigious,
structured, and future-ready discipline, essential for safeguarding national and global security in the
21st century.

THE URGENT NEED TO REINVENT INTELLIGENCE STUDIES

In an era of fast organizational, technical, and geopolitical change, the field of intelligence studies needs
to be radically rethought to effectively serve national security and the public good. Lack of industrial
alignment, interdisciplinary integration, and standardization have long plagued intelligence education.
Although other academic disciplines—such as data science, cybersecurity, and business administration—
have developed to draw top talent and satisfy labor market demands, the field of intelligence studies is still
limited by inflexible academic frameworks and antiquated teaching methodologies that do not adequately
prepare professionals for actual security threats.'

Further evidence of this stagnation suggests that intelligence education needs to strike a balance between
root values—the philosophical and ethical tenets that underpin intelligence work—and roo# skills—practical
abilities such as cybersecurity, risk management, and analysis. However, intelligence programs frequently
overlook these crucial elements, which keeps students from gaining a thorough, multidisciplinary grasp of
their role in preserving national security.” This view is supported by other research that emphasizes the need
for multidisciplinary learning, technology integration, and professional relationships® to address real-world
security concerns and transcend theoretical discussions in intelligence education.

Moreover, national security is directly threatened by the inability to update intelligence studies.” In the
absence of an organized and innovation-driven educational paradigm, intelligence agencies, private sector
companies, and associated partners find it difficult to attract professionals with the technical, strategic, and
analytical capabilities needed to handle new security threats.

This study suggests a bold transformation of intelligence education to address these shortcomings by estab-

lishing a mega-university based on the expansive, globally connected establishments outlined in Bryan
Penprase’s and Noah Pickus’s 7he New Global Universities.” By combining business administration, political
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science, international relations, security studies, and emerging technologies into a disciplined, future-ready
academic field, this mega-university would act as the hub of a global intelligence studies ecosystem.

By implementing the mega-university model, intelligence education can transcend outdated paradigms
and concentrate on experiential learning, multidisciplinary cooperation, and strategic business connec-
tions. This change would create highly qualified professionals dedicated to preserving democratic prin-
ciples. They would be ethically sound and analytically strong, in addition to being technically proficient.
This redefining of intelligence studies is necessary to keep the discipline competitive, relevant, and ready to
handle security concerns in the 21st century in both domestic and international settings.

PILLAR 1: GENERATING PRESTIGE FOR INTELLIGENCE STUDIES

Forming intelligence studies into a reputable academic field that can draw elite faculty, students, and
international collaborations requires establishing its status. Institutional reputation is frequently used as a
stand-in for excellence in the status hierarchy that underpins both the US and international higher educa-
tion systems.® This structure is shaped by faculty research output, accreditation standards, and university
rankings that drive new universities to imitate more established ones. However, this conventional approach
frequently places more emphasis on research publications than on multidisciplinary education, creativity,
and direct assistance to intelligence professionals—all of which are critical components of modernizing
intelligence studies.

To redefine intelligence education within a mega-university framework, prestige generation must be stra-
tegically balanced with innovation. Conventional prestige in higher education is typically driven by invest-
ments in infrastructure, faculty recruitment, and global reputation.” For intelligence studies to thrive within
a globally networked, future-ready academic model, prestige must be built on academic and professional
impact, elite faculty recruitment, strategic global partnerships, and experiential learning—the key pillars of
a mega-university intelligence ecosystem.

Academic and Professional Impact: High-impact research, notable publications, and active industry par-
ticipation are necessary to establish intelligence studies as an elite field.® Intelligence research could grow
into an influential and reputable academic and professional discipline by coordinating with operational
intelligence requirements and national security policies. Instead of operating in a purely theoretical realm,
the mega-university model must guarantee that intelligence education makes a significant contribution to
the development of policies, technological breakthroughs, and strategic intelligence operations.

Elite Faculty Recruitment: Building institutional prestige depends primarily on hiring renowned aca-
demics and professionals.” Top-tier students are attracted to institutions with established leaders in secu-
rity studies, business administration, intelligence, and emerging technologies. Employing academics with
extensive business experience, outstanding research, and the capacity to connect academic theory with
practical intelligence practices should be a top priority for universities wishing to develop intelligence
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studies as a distinguished field. The mega-university idea, whereby professional intelligence groups and
academia work together to create training and scholarship that is operationally relevant, is reflected in this
transdisciplinary expertise.

Global Partnerships and Intelligence Networks: A globally connected intelligence education model
must create strategic partnerships across multiple sectors to enhance institutional standing and ensure
intelligence education remains aligned with industry trends." Collaborations with intelligence agencies
provide classified research opportunities, specialized training, and direct talent pipelines. Partnerships with
private-sector intelligence and risk management firms further reinforce the university’s role as a bridge
between academic theory and intelligence practice. Additionally, alliances with international organizations
and allied intelligence institutions foster cross-border intelligence cooperation, student exchange programs,
and joint research initiatives. These partnerships strengthen the university’s reputation as a leading provider
of intelligence education, ensuring students gain exposure to real-world intelligence challenges, applied
research projects, and career opportunities within global security networks.

Experiential and Applied Learning: An important factor in setting intelligence studies apart from
more conventional academic fields is experiential and applied learning, which goes beyond encouraging
collaboration and recruiting faculty."' In intelligence education, case-based learning, simulation-based
training, and field experiences must be given priority over traditional political science- and history-based
courses. The mega-university model places a strong emphasis on experiential, technologically advanced,
and internationally connected learning opportunities—all critical components of contemporary intelli-
gence education.

PILLAR 2: CREATING A SUSTAINABLE BUSINESS MODEL

Even when a start-up university inherits or establishes prestige, it cannot achieve long-term success
without a solid and sustainable business model. The financial viability of an institution is critical for
maintaining high-quality education, ensuring operational stability, and expanding its global impact.'
A mega-university—particularly one designed to serve the evolving intelligence landscape—must secure
robust initial funding while simultaneously developing a long-term financial strategy that fosters inde-
pendence, flexibility, and resilience. Achieving this requires diversifying funding sources across public,
private, and philanthropic sectors, building strategic partnerships that align financial sustainability with
institutional mission, and leveraging innovative revenue-generating programs without compromising

academic excellence.

Addressing the Financial Challenges of a New Intelligence Mega-University: A primary challenge that
new academic institutions face is the high cost of providing top-tier education—especially without the
longstanding alumni networks, endowments, and financial backing that established universities enjoy. Tra-
ditional universities benefit from legacy funding mechanisms, while new institutions must adopt innovative

financial strategies to ensure sustainability from inception." To navigate this challenge, a mega-university
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for intelligence studies must move beyond standard tuition-based models by integrating multiple revenue
streams, public-private collaborations, and industry-aligned education initiatives. This not only ensures
financial stability but also enhances the university’s relevance in the intelligence and security sectors.

A Hybrid Funding Model for an Intelligence Mega-University: A hybrid finance strategy functions
effectively for an intelligence education paradigm that is internationally networked. The university’s
position as a strategic national asset would be strengthened by government funding, which would be
essential for supporting intelligence training programs, classified research, and national security projects.
Diversifying financial sources is crucial because relying only on government support could result in reg-
ulatory restrictions.

The university’s financial sustainability would be greatly strengthened by private sector investment, espe-
cially through collaborations with corporations, defense firms, critical infrastructure and utility provid-
ers, cybersecurity firms, and financial institutions that would, in turn, gain access to talent pipelines
and intelligence-driven insights. These partnerships guarantee that the curriculum remains in line with
industry needs. Additionally, philanthropic contributions and endowments from foundations, indus-
try leaders, and intelligence community veterans can establish scholarships, research grants, and faculty
development funds, further strengthening financial stability while expanding access to students from
diverse backgrounds.

Tuition-based revenue must also be strategically structured to ensure affordability while maintaining finan-
cial health. A flexible pricing model, including executive education, professional certification programs,
and digital learning platforms, can generate continuous income while expanding access to intelligence edu-
cation on a global scale. By adopting this multifaceted funding approach, the mega-university can balance

financial resilience with academic independence, ensuring that it remains adaptable and mission driven.

Expanding Revenue Streams Through Intelligence Education Innovation: Beyond traditional funding
mechanisms, an intelligence mega-university must make use of innovative educational models to create
sustainable revenue streams while increasing its global reach.' Executive education and certification pro-
grams tailored to government agencies, corporations, and security professionals provide an opportunity
for recurring revenue while enhancing professional training in intelligence disciplines. Additionally, the
integration of Al-driven, online-learning platforms, hybrid intelligence programs, and global intelligence
studies networks would allow the university to scale its offerings beyond physical classrooms, increasing
both financial sustainability and accessibility.

Significant financial support could also be obtained through strategic partnerships on government and
industry research projects. The university could establish itself as a preeminent research center and obtain
steady funding sources by collaborating with public and private organizations on classified and open-source
intelligence research initiatives. Additionally, the establishment of think tanks and endowed research insti-
tutes devoted to cybersecurity, geopolitical intelligence, and future security threats would boost institu-
tional credibility and draw in ongoing research grants and donor funding.
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Balancing Financial Prudence with Academic Excellence: Financial sustainability must align with the
institution’s mission to deliver world-class intelligence education while serving national and global security
needs. Ensuring long-term financial health requires a careful balance between securing diversified fund-
ing sources, strategically managing tuition models, and leveraging public-private partnerships to enhance

research, training, and professional development.

PILLAR 3: REBUILDING AND RELAUNCHING

Once the initial vision, prestige generation, and financial strategies are in place, the rebuild-and-relaunch
phase marks a crucial step in establishing a new intelligence education model. The early years of a new
institution are critical in shaping its long-term trajectory, requiring carefully planned strategies to ensure a
strong and sustainable foundation. Approaches such as incubation periods, structured codesign processes,
and phased launches allow the institution to refine its identity, academic framework, and operational struc-
ture before fully opening as a globally recognized university."

Incubation Phase To Refine the Academic and Institutional Model: An incubation phase serves as an
internal development period, allowing for iterative refinement of curriculum design, faculty recruitment, and
administrative structures. Institutions that invest in incubating their programs before a full-scale launch tend
to establish a more coherent academic culture and institutional identity.'® This approach enables the univer-
sity to test methodologies, gather feedback from early participants, and ensure alignment with the needs of
future students and intelligence professionals. A well-executed incubation phase can mitigate early opera-

tional risks, optimize resource allocation, and refine strategic partnerships before the university opens at scale.

Using a Codesign Process To Build a Collaborative and Adaptive Institution: Another effective strat-
egy is a structured codesign phase, where collaboration with faculty, students, and external stakeholders
helps shape the institution’s educational and operational models.'” This process fosters a student-centered
learning environment, promoting innovation and adaptability in response to emerging trends in intelli-
gence education and practice. However, a successful codesign requires a well-defined governance structure,
ensuring that decisionmaking remains clear, consistent, and aligned with institutional goals. Without a
structured approach, the institution risks developing an undefined or fragmented academic culture, which
could undermine long-term credibility and effectiveness.'®

A Phased Launch To Scale Up with Strategic Precision: A phased launch offers strategic advantages by
delaying full-scale operations until key institutional elements are fully optimized. A gradual rollout allows
the university to identify gaps in its business model, refine its approach, and secure additional funding
before committing to full-scale academic operations. Additionally, staggered program implementation
enables targeted faculty recruitment, ensuring that the institution attracts elite educators, intelligence prac-
titioners, and thought leaders who bring the expertise needed to guide its academic mission. This approach
also provides time for the mega-university to solidify industry and government partnerships, enhancing its
reputation before fully expanding.
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Establishing a Strong Institutional Launch: An intelligence-focused mega-university’s founding needs to
be managed carefully to establish it as a prestigious establishment that strikes a balance between academic
brilliance and real-world, applied learning. This phase will lay the groundwork for long-term success by
giving priority to strategic planning, a methodical incubation process, and solid collaborations with the
government and industry.

PILLAR 4: RECRUITING THE FACULTY

Recruiting top-tier faculty is a critical component of the build-and-launch phase for any new university,
particularly one focused on intelligence studies.”” At NIU, faculty members play a crucial role in shaping
institutional culture, driving research excellence, and delivering high-quality education that meets the needs
of both the US Intelligence Community and its allied partners. Attracting world-class educators and prac-
titioners requires a combination of strategic incentives, institutional vision, and competitive employment

conditions that align with NIU’s mission of national security service and interdisciplinary excellence.*

Competitive Career Paths for Intelligence Faculty: One of the key factors in faculty recruitment is
the ability to offer attractive and sustainable career paths that balance academic scholarship with opera-
tional intelligence expertise. Established universities often recruit faculty through the tenure-track system,
which provides long-term job security and academic freedom. However, for NIU, which operates in a
classified and specialized environment, tenure may not be the primary incentive. Instead, alternative
career pathways can be developed, such as long-term contracts, professional development opportunities
in national security, government-sponsored research funding, sabbaticals within intelligence agencies, and
structured transitions between academia and government service. Faculty members who perceive insti-
tutional stability, growth opportunities, and avenues for real-world impact are more likely to commit to
NIU’s long-term mission.

Security-Centered and Mission-Aligned Recruitment: The faculty recruitment process must be care-
fully structured to ensure an alignment between faculty expertise and NIU’s interdisciplinary and applied
intelligence focus.*! Traditional hiring models involve campus visits, research presentations, and structured
interviews, but NIU may need to adopt specialized recruitment approaches suited to its unique classified
learning environment. For example, classified recruitment channels, security-vetted selection processes,
and targeted faculty onboarding procedures may be needed to ensure that faculty members can seamlessly
integrate into the Intelligence Community’s ecosystem. Additionally, NIU’s classified setting may limit its
ability to attract international faculty, particularly if intelligence studies at NIU diverge significantly from
conventional higher education models. As a result, recruitment may need to give priority to professionals
with security clearances, government service experience, or prior military and intelligence backgrounds to
maintain the university’s operational integrity.

Attracting Institutional Pioneers and Managing Faculty Growth: Start-up universities often benefit
from the excitement of building a new institution. At NIU, early faculty members may see themselves

Intelligence Studies Redefined: Designing an Attractive, Structured, and Future-Ready Discipline in Service to the Nation 77



as institutional pioneers, contributing to the redefinition of intelligence education and the strategic evo-
lution of intelligence studies as an academic discipline. This sense of purpose can serve as a powerful
recruiting tool, motivating faculty members to shape the university’s long-term impact. However, this
also introduces challenges, particularly in blending faculty cohorts recruited at different stages of institu-
tional growth. To preserve a cohesive academic culture, faculty recruitment tactics need to adapt if NIU
broadens its scope, incorporates private-sector intelligence partnerships, or evolves toward a mega-uni-
versity model. These risks can be reduced—and faculty skills, research agendas, and national security
goals can be aligned—by establishing an early faculty governance model with defined academic and
operational expectations.

Enhancing Regional and Global Appeal: A globally connected intelligence education institution must
leverage regional and international expertise to enhance its institutional standing. NIU’s unique position
as the US IC’s university gives it access to a global network of intelligence professionals, strategic partners,
and industry specialists. Institutions seeking to revolutionize intelligence education may attract expatriate
faculty, senior intelligence analysts, and industry professionals who bring international perspectives and
specialized operational knowledge. These individuals can enhance NIU’s credibility and effectiveness by
incorporating global intelligence frameworks, comparative intelligence methodologies, and cross-national
security perspectives into the curriculum. A globally diverse faculty ensures that NIU remains at the fore-
front of intelligence education innovation, equipping students with multidimensional analytical skills for
an increasingly interconnected security environment.

Positioning NIU as a Competitive Institution for Faculty Recruitment: Faculty recruitment must be
approached as a competitive process in which NIU strategically positions itself as the leading institution for
intelligence education. To attract and retain top-tier faculty, the university must provide compelling career
prospects, a dynamic institutional culture, and meaningful opportunities for national service. Establishing
structured career advancement pathways, offering competitive contracts, and integrating faculty members
into the national security ecosystem will be crucial for attracting the best talent. Additionally, fostering
an institutional culture that gives priority to interdisciplinary research, applied intelligence education,
and government-industry collaboration will ensure that NIU remains an attractive destination for leading
scholars and intelligence professionals.

PILLAR 5: CURRICULUM AND ACCREDITATION

One of the greatest advantages of establishing a new intelligence education model is the ability to design an
innovative curriculum from the ground up. Unlike traditional universities that are often constrained by his-
torical precedents and rigid disciplinary structures, a reimagined National Intelligence University can adopt
a forward-thinking approach that integrates intelligence studies with business, technology, and experiential
learning. This opportunity allows NIU to move beyond conventional models and develop a curriculum
that aligns with the demands of modern intelligence operations, equipping graduates with interdisciplinary
expertise and practical skills.?
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Building an Interdisciplinary Intelligence Curriculum: The core curriculum must give priority to inter-
disciplinary integration, ensuring that students develop competencies in intelligence analysis, strategic risk
management, business leadership, and cybersecurity. Intelligence professionals must be able to navigate
complex global security challenges, understand financial and corporate risk, and embrace technological
advancements such as artificial intelligence (AI) and big data analytics. A well-designed intelligence cur-
riculum should break free from the traditional focus on political science and history, instead emphasizing
a structured approach to intelligence as a strategic discipline that intersects with national security, interna-
tional affairs, and business operations.

To achieve this, NIU must incorporate courses that blend intelligence studies with emerging technologies,
business strategy, and geopolitical analysis. These courses should address areas such as corporate espionage,
cybersecurity risk assessment, intelligence-driven decisionmaking, and the application of Al to intelligence
collection and analysis. By integrating technological fluency, financial literacy, and strategic leadership
training, NIU can produce intelligence professionals who are equipped to operate effectively in both gov-
ernment and private-sector intelligence roles.

Enhancing Learning Through Experiential Education: Experiential learning is essential to making intel-
ligence education both relevant and impactful. Traditional lecture-based approaches must be supplemented
with hands-on training, real-world case studies, simulations, internships, and fieldwork in collaboration
with intelligence agencies and private-sector partners. These practical learning opportunities ensure that
graduates do not just develop theoretical knowledge, but also gain applied experience in intelligence collec-
tion, analysis, and decisionmaking processes.

To implement this, NIU must establish state-of-the-art intelligence simulation labs, partnerships with clas-
sified intelligence agencies, and immersive training environments where students can engage in real-world
intelligence exercises. Joint projects with cybersecurity firms, financial intelligence units, and multina-
tional corporations can further enrich the learning experience by exposing students to diverse intelligence
challenges beyond traditional governmental roles. By embedding experiential learning elements into the
curriculum, NIU can provide a unique and competitive educational experience that prepares students for
intelligence careers across both public and private sectors.

Establishing a Strategic Accreditation Framework: An essential part of ensuring NIU’s credibility and
long-term success is the accreditation process. In higher education, accreditation organizations act as gate-
keepers by evaluating the caliber, legitimacy, and academic rigor of degree programs. However, creative
institutions looking to modernize intelligence education face difficulties because traditional certification
processes frequently favor traditional disciplines and established curricular structures. To overcome this
obstacle, NIU must put forward the initiative of developing programs that not only satisfy accreditation
requirements but also highlight the benefits of a contemporary approach to intelligence education. This
involves collaborating with industry stakeholders, interacting with accrediting bodies early on, and creat-
ing stringent evaluation procedures that confirm the efficacy of NIU’s training programs and curriculum.
NIU can guarantee that its programs continue to be both academically demanding and professionally

Intelligence Studies Redefined: Designing an Attractive, Structured, and Future-Ready Discipline in Service to the Nation 79



relevant by including industry-aligned certifications, competency-based learning outcomes, and interdis-
ciplinary coursework.

Leveraging Accreditation To Enhance Institutional Prestige: Accreditation should not be viewed merely
as a compliance exercise, but rather as an opportunity to position NIU as a global leader in intelligence
education. By establishing industry-recognized certifications in intelligence analysis, cybersecurity, risk
management, and financial intelligence, NIU can enhance its reputation and provide students with tan-
gible credentials that improve their employability. These certifications, combined with a strong academic
foundation, will allow graduates to seamlessly transition into roles within government agencies, multina-
tional corporations, and global security firms.

Additionally, NIU must seek global accreditation partnerships to ensure that its degrees and certifications
hold international value. Establishing alliances with security studies institutions, think tanks, and pri-
vate-sector intelligence firms will reinforce NIUs role as a leading provider of intelligence education. This
approach ensures that NIU’s graduates remain competitive in the global intelligence workforce and that its
educational model gains widespread academic and professional recognition.

Balancing Innovation with Academic Credibility: The curriculum and accreditation strategy at NIU
must strike a delicate balance between innovation and credibility. Although NIU must challenge tradi-
tional academic structures to create a future-ready intelligence education model, it must also ensure that its
degrees and certifications retain value in the broader educational and professional landscape.

PILLAR 6: CAMPUS AND VIRTUAL ENVIRONMENT

A university’s physical campus has long been a key component of its reputation and identity. The function
of conventional brick-and-mortar campuses is being reexamined, however, as education becomes more
digital. Some argue physical campuses are no longer required because online learning has proven so flexi-
ble and affordable. Others argue that face-to-face learning settings are still crucial for encouraging critical
thinking, teamwork, and casual conversations that support a well-rounded education. To establish an ideal
learning environment that strikes a balance between the advantages of both physical and virtual environ-
ments, NIU, as a forward-thinking university, must manage these conflicting viewpoints.

Designing a Campus for Collaboration and Innovation: Community, multidisciplinary cooperation,
and practical intelligence training are all enhanced by a carefully designed physical campus. A university’s
physical design and layout have a direct impact on how teachers and students interact, facilitating chance
meetings that encourage creativity and multidisciplinary problem-solving. To encourage cross-disciplinary
interaction and expose intelligence personnel to a range of viewpoints from business, technology, and
security studies, a physical NIU campus needs to be redesigned. For students and professors to effectively
collaborate on intelligence problem-solving, common areas, research laboratories, and classified facilities
should be organized to support both structured learning and unplanned conversations.
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Furthermore, a real campus can function as a safe setting for training in classified intelligence. In-person
instruction is required for some components of intelligence education, including simulations, secret
research, and experiential training in safe settings. Through highly specialized, experiential learning that
cannot be duplicated online, a well-designed physical NIU campus may serve as a center for secure intel-

ligence education.

Expanding Access Through Virtual and Hybrid Learning: A real campus encourages community and
collaboration, while virtual learning provides unmatched cost-effectiveness, scalability, and accessibility.
Online classrooms, digital platforms, and Al-powered learning tools allow NIU to extend its reach beyond
geographical constraints, ensuring that intelligence professionals worldwide can access top-tier education.
Moreover, a hybrid paradigm can optimize flexibility while maintaining the advantages of in-person con-
nection by combining online courses with sporadic in-person residencies or regional learning hubs. This
approach allows students to complete coursework remotely, while still experiencing the networking, men-
torship, and hands-on training opportunities provided by onsite learning sessions.

Through Al-driven adaptive learning environments, real-time intelligence cooperation activities, and
interactive digital simulations, NIU may further improve virtual intelligence education. By leveraging
cutting-edge technology, NIU can expand its impact and ensure that intelligence professionals—regardless

of location—receive rigorous, engaging, and career-relevant education.

Ensuring Security in Physical and Digital Spaces: Both the physical campus of NIU and the online
learning environments are designed with security as a top priority. NIU must set in place extremely secure
digital tools that permit open-source and classified learning without jeopardizing national security since
intelligence education is a delicate subject. To achieve this, NIU must invest in cutting-edge cybersecurity
measures, including encrypted communication systems, restricted-access digital classrooms, and advanced
authentication protocols for classified coursework. A secure virtual learning environment will also be nec-
essary to guarantee that intelligence professionals, instructors, and students can collaborate on research
projects, analyze data, and have private conversations without worrying about online threats. For its phys-
ical campus, NIU must incorporate secure research labs, classified intelligence training spaces, and high-
security operational centers that allow students to train in realistic intelligence environments. These secure
spaces will be critical to preparing students for intelligence operations, where classified information and
real-time decisionmaking are integral to their professional responsibilities.

Integrating Emerging Technologies in Intelligence Education: Institutions such as NIU must lead
their peers in incorporating cutting-edge technologies into their classrooms as hybrid education becomes
more popular. Al-powered intelligence simulations, digital collaboration tools, and virtual reality (VR) can
greatly improve both in-person and virtual learning environments. For instance, Al-driven analytic tools
can offer real-time intelligence scenario modeling, and VR-based intelligence simulations can let students
participate in immersive information-gathering activities. Additionally, by allowing students to collaborate
on intelligence challenges with experts and peers worldwide in real time, secure digital collaboration plat-
forms can help close the gap between professional intelligence practice and academic learning.

Intelligence Studies Redefined: Designing an Attractive, Structured, and Future-Ready Discipline in Service to the Nation 81



Establishing NIU as a Global Leader in Hybrid Intelligence Education: Looking ahead, the future of
intelligence education is likely to incorporate elements from both traditional and online models. NIU must
take the lead in developing an intelligence education ecosystem that seamlessly integrates physical and vir-
tual learning spaces to ensure accessibility, security, and academic excellence.

PILLAR 7: SHARED GOVERNANCE

Establishing a system of shared governance is essential to balancing institutional autonomy, academic
freedom, and responsiveness to the evolving needs of intelligence education. NIU must navigate the
complexities of governance by integrating the perspectives of faculty, administrative leaders, government
stakeholders, and private-sector partners. A well-structured governance framework will ensure that deci-
sionmaking processes remain transparent, adaptive, and aligned with NIU’s mission to serve national secu-
rity and global intelligence cooperation.

Rethinking Shared Governance for Intelligence Education: The traditional shared governance model in
US higher education has long been both a source of strength and a challenge to innovation. Authority is
typically distributed among faculty, administrators, and board members, with faculty often holding signif-
icant influence over curriculum and pedagogy. Although this structure fortifies academic independence,
it can also create institutional inertia, making it difficult to implement necessary reforms in response to
national security priorities and intelligence challenges. NIU must develop a governance model that retains
academic integrity while fostering agility in adapting to emerging threats, technological advancements, and
intelligence workforce demands. The university must strike a balance between academic self-governance
and external oversight, ensuring that faculty expertise shapes intelligence education while government and

industry partnerships contribute to real-world relevance.

Navigating Institutional Culture and Decisionmaking: Managing the interaction between official deci-
sionmaking processes and the unofficial institutional culture that develops over time is one of the main
issues in shared governance. Universities frequently must balance the interests of private sector stakeholders
looking for innovation and workforce preparedness, academics promoting academic traditions, and legis-
lators focused on national security imperatives. If governance structures are too rigid, they risk stifling nec-
essary reforms; if they are too flexible, they may undermine institutional stability and credibility. To ensure
ongoing innovation and preserve academic credibility, NIU needs to form a hybrid strategy that permits

strategic decisionmaking without undue bureaucracy.

Integrating Academic and Industry Collaboration: To address these governance issues, NIU must set
in place a collaborative governance framework that unites stakeholders from government, business, and
academia. Advisory boards made up of business executives, legislators, and intelligence specialists can offer
strategic direction, guaranteeing that research projects and curricula are in line with actual intelligence
requirements. Faculty governance organizations should be set up to support multidisciplinary cooperation,
curriculum development flexibility, and responsiveness to new security risks. NIU will be able to uphold its
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dual commitment to academic achievement and national service by forming working groups that connect
academic fields with Intelligence Community needs.

Balancing Research and Teaching Priorities: A critical aspect of governance at NIU is maintaining equi-
librium between research and teaching priorities. Many traditional universities emphasize research as the
primary metric of academic success, often at the expense of teaching excellence. NIU must uphold a dual
focus, however, ensuring that faculty contributions to intelligence education remain both intellectually
rigorous and practically relevant. This requires a faculty evaluation system that recognizes contributions to
applied intelligence research, experiential learning initiatives, and national security service. Performance
metrics should reward faculty engagement in real-world intelligence problems, rather than relying solely
on traditional academic publishing models.

Institutional Growth and Leadership Continuity: As NIU evolves, it must also be prepared to address
governance challenges associated with institutional growth and leadership transitions. Many start-up uni-
versities have encountered difficulties when early visionary leaders step aside, leading to shifts in institu-
tional priorities and internal conflicts over governance structures. To mitigate these risks, NIU should
establish clear policies for leadership succession, institutional mission continuity, and the long-term role of
founding members in shaping its trajectory. Strategic leadership planning must ensure that NIU remains
mission-driven, resilient to political and organizational shifts, and continuously forward-looking in its

governance approach.

Establishing a Governance Model that Balances Stability and Innovation: Innovation and institutional
stability must be balanced in NIU’s governance approach. NIU could establish a governance framework
that supports its mission as the leading intelligence education institution by encouraging cooperation
among academia, government, and industry, guaranteeing open decisionmaking, and upholding a dedica-

tion to academic excellence and national security service.

CONCLUSION

The transformation of intelligence studies into a dynamic, interdisciplinary, and globally connected disci-
pline is no longer optional, it is essential. The security challenges of the 21st century demand intelligence
professionals who transcend traditional academic silos, integrating expertise from business administration,
cybersecurity, emerging technologies, political science, strategic leadership, and international relations.
By redefining intelligence education, NIU can position itself at the forefront of intelligence innovation,
serving both national security and private-sector intelligence functions with unparalleled academic and

professional rigor.
By expanding NIU into a mega-university, intelligence studies can adopt cutting-edge educational mod-

els, ensuring that students and faculty engage with real-world intelligence challenges through expe-
riential learning, digital innovation, and global partnerships. The mega-university model facilitates a
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structured, future-ready approach, balancing academic excellence with practical intelligence training.
Through strategic governance, financial sustainability, and interdisciplinary collaboration, NIU can
establish itself as the premier institution for intelligence education, fostering a new generation of intel-
ligence professionals capable of navigating complex geopolitical landscapes, emerging security threats,
and intelligence-driven decisionmaking.

Eventually, intelligence education must evolve to embrace both traditional and open intelligence method-
ologies, ensuring accessibility while maintaining national security imperatives. A hybrid campus and digital
learning model will enhance accessibility, security, and collaboration, ensuring that intelligence profession-
als worldwide benefit from world-class education, research, and training.

The success of this transformation hinges on a governance model that balances institutional stability with
innovation, securing long-term academic prestige, financial sustainability, and global influence. NIU’s
transition into a mega-university will not only elevate intelligence studies as a prestigious and indispens-
able field but also serve national security, public service, and global intelligence cooperation in an era of
unprecedented challenges and opportunities.
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GLOBAL PERSPECTIVES IN INTELLIGENCE STUDIES: SELECT PAPER

A DEEPER SHADE OF RED
Robert Levine, Ph.D.

A common experience in the United States defense and intelligence world involves civilians or military ofhi-
cers play-acting the roles of foreign national leaders, making decisions in a crisis- or war-game with hardly
anything distinguishing their actions as “foreign.” Many of us have heard these officers explain their deci-
sions simply and honestly as, “Well, that’s what I would do if I were in that position.” Similarly, it is hard
to keep track of the number of papers drafted as fictional “For the Prime Minister’s Eyes Only” or “Letters
from an Afghanistan Cave” that barely reflect the culture, ideology, history, perceptions, or intentions of
foreign actors. What distinguishes these flawed attempts at Red Teaming from others in which officers and
analysts appear to have a real grasp of foreign thinking and decisionmaking? Just as importantly, how do we
prepare officers and civilians to develop “a deeper shade of red?”

This paper explores a handful of key investments that contribute to the “dyeing” process. No magic bullet
or short cut exists. Winston Churchill famously characterized the Soviet Union, in October 1939, as “ ... a
riddle wrapped in a mystery inside an enigma.” He went on to say, “ ... but perhaps there is a key. That key
is Russian national interest.” I am not going to gainsay Churchill, but it is fair to ask: How are we to predict
Russian national interests? Moreover, even where national interests are transparent, do they map one-to-

one with foreign initiatives or responses, with no contradictions, inconsistencies, or trade-offs? Hardly.

From my observations of intelligence analysts, almost all of whom fulfill the role of Red Teamers, four gen-
eral realms of information define their success or lack of success. We can picture these as concentric rings.
As we discuss these rings, two features will become apparent. The outer rings are broader and less bounded.
As we look at the inner rings, the information is more narrowly defined and far more closely held.”

RED TEAM AS A SPECIFIC ACTOR

In this paper, the term Red Team is used to identify a group assigned to play the role of a specific for-
eign entity. The group’s actions, such as in a crisis- or war-game, should reflect the best estimate of how

* Examples from the Cold War are used throughout this paper because essential elements and specific experiences have
been declassified and can be cited. The concepts illustrated by the examples apply widely today. Red Teams from the Intelli-
gence Community regularly participate in wargames and military exercises playing the roles of different, specific adversaries.
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the foreign actor would perceive a situation, weigh options, and make choices. Its considerations are thus
a combination of perceptions, intentions, and assessed capabilities. An excellent example of this kind of
Red Team was the early incarnation of PROJECT CHECKMATE, a group that was formed within United
States Air Force planning in the 1970s to study in detail Soviet air operations and develop effective counter-
actions. That small, professional cell had access to detailed, classified information about Soviet equipment,
organization, doctrine, training, operations, logistics, and all the other major components that went into
shaping how the Soviets and their allies might have operated in a war.

Other forms of Red Teaming have had significant successes in challenging military plans and approaches.
A number of these exploit Blue vulnerabilities and operate as adversaries in ways that could prove highly
effective. Their actions, however, are not consistent with the way specific foreign powers appear to behave.
For example, years ago several RAND analysts created a scenario for a secret, no-warning Warsaw Pact
attack in Central Europe. Clever as it was, it violated virtually everything we knew about how the Pact
organized, planned for, prepared for, and was likely to fight a campaign.

Red Teaming as described in this paper is not intended to pose the greatest possible threat or worst case.
The Red Team might, in fact, reveal its own vulnerabilities that Blue planners might choose to exploit in
real world planning.

THE FOURTH (OUTERMOST) RING: CULTURE, IDEOLOGY, HISTORY,
AND THE CONTOURS OF SOCIETY

New intelligence analysts, like all Red Teamers, face the daunting task of getting to know the general subject
of their work. Individuals raised in any country acquire a vast array of explicit as well as tacit knowledge that
provides the essential backdrop to understanding situations, events, and trends. (Those of us with immi-
grant parents or spouses can recount any number of stories that demonstrate this fact by its absence.) The
value placed on foreign regional expertise and language skills in the Intelligence Community hiring process
is a recognition of the necessary and substantial investment in time and effort to acquire such knowledge—
and the difficulty of doing so after an analyst is assigned an account. Short survey courses (“Middle East
Realities” is one of a series that has been offered for decades at the CIA) and orientation visits have their
place, but no one thinks they are paths to profound understanding. (See Annex, “Exploring Cultures.”)

Red Teamers should be encouraged to view any assignment as a long-term commitment that requires their
continuous personal investment to develop a feel for the foreign entity. The process and gains from learn-
ing in breadth and depth about the country or society will seldom, if ever, result in an immediate payoff.
Rather, just as studying art history, painting techniques, and the influence of one artist on another allows
one to look at a single painting and extract more from it, regional knowledge leads to analytic insights
about particular activities. It helps us gain and offer perspective—the single most important contribution

that any analyst can provide to senior policymakers.!
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The negative side to this issue is equally important. Analysts working on South Asia, for example, who had
but a sketchy sense of the history of the region, the roles and policies of colonial powers, and the area’s
geographical and ethnic diversity (among other dimensions) could hardly be in a position to interpret the
motivations and durability of local insurgencies. Even the most recent follower of Middle Eastern affairs
knows, for example, that they must study and understand the background and nature of the Sunni-Shia
divide. A quick Google search and Wikipedia helps, but is no substitute for sustained study.

I saw a telling instance of the importance of a general sense of how a country works in the months following
the collapse of the Soviet Union. As nations such as Ukraine, Lithuania, Latvia, and Estonia asserted their
independence and resolve to distance themselves from Moscow, some pundits (and analysts in the Intelli-
gence Community) postulated that whole chunks of Russia—such as Siberia and the Far East—would spin
off centrifugally. One of my colleagues who had spent years in the USSR, spoke Russian fluently, and was
immersed in its political culture summed up the pundits’ claims pithily: “Understanding that some areas
like the Baltics will leave shows a grasp of the basics. Thinking this means Siberia is lost shows a failure to
understand the core features of the country.”

As important as it is to develop a broad perspective about a foreign entity, Red Teamers run the risk of
viewing foreign actors as stereotypes or caricatures. All of us have bristled at some point or another when
a foreign commentator refers, for example, to “the typical American trait of impatience.” We might hope
that American analysts will not repeat the insulting and misleading characterizations of the Japanese before
1941 that influenced our inadequate pre-war military preparations. As the Joint Intelligence Center, Pacific
Ocean Areas (JICPOA) explained in February 1943: “[W]ith more than a year of war behind us and with
experience gained in fighting ... we can begin to see how much we have misunderstood the [Japanese].” My
observations of, and experiences in, the Intelligence Community suggest the distance from such prejudices

to more recent times may not be as great as we would like.

This first, outer ring is hard to pin down because its foci are so diverse, unbounded, and multidisciplinary
in nature. One final point, however, deserves a quick stopover. The British historian, Christopher Andrew,
has spoken and written frequently about what he refers to as “Historical Attention Span Deficit Disorder.”
Andrew argues convincingly that historical awareness is often lacking in Western analysis. Conversely,
when analysts or Red Teamers provide historical perspective, it establishes credibility and lays a founda-
tion for explaining an ongoing situation and suggesting where things might lead. Several years ago when I
presented analysis on potential tensions between China and India, for example, it seemed that none of the
policymakers briefed had a good sense of their 1962 conflict, if they even knew it had occurred. By display-
ing the course and scale of the conflict, and each country’s post-conflict reactions, more recent flare-ups and
activities could be discussed in context, not ahistorically.

T Parallels can be striking, and legacies long lasting. As William Faulkner put it, “The past is never dead. It’s not even past.”
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THE THIRD RING: THE ETHOS OF THE DISCIPLINE

Specialization occurs as we move from the fourth to the third ring. Whereas the fourth ring is multidisci-
plinary and open-ended, in the third ring Red Teamers develop an understanding of a particular culture
within a discipline, such as a foreign entity’s politics, society, economics, science and technology, or mili-
tary. We will take the last as our example.

Anyone aspiring to act as a military representative in a Red Team needs to be comfortable seeing situations
and events as would a foreign officer who has been molded by the military culture of the country. Of
course, there are shared perspectives held by all pilots or tank commanders, no matter their background
and uniform. But an immersion into a foreign military’s history, geography, past behavior, composition,
and place in society—just to mention a few facets—yields insights that go much further.*

The importance of this third ring should be easily grasped. Consider the differences, for example, between
the general sense that American military officers have of geography, distance, and time from many (perhaps
all) of our allies or potential opponents. Americans are used to projecting force thousands of miles, and
as General Pagonis titled his book about logistics in the Gulf War, moving mountains to support them.
Our home front traditionally has been largely free of direct threat.’ Our preference traditionally has been
to respond to threats after they have asserted themselves on the battlefield, coming to the aid of allies who
bear the initial blow.

Other countries face military threats only minutes of flying time and hours of driving time from their
borders, their primary bases, their leaders, and their families. It is inconceivable that such countries
would share with us identical views of readiness, mobilization, or a willingness to forego preemptive

military actions.

Though bounded, this third realm of knowledge is large and rich, and for the most part relatively accessible.
Countries do not try to hide the basic facts of their military geography, history, and structure. One of the
arguments made in the past was that open-source publications (including histories) published in closed
societies were intended primarily to deceive Western audiences. Our experiences with Soviet and Warsaw

} Former US military officers who became intelligence analysts often had a difficult time accepting what they judged to
be ineflicient, even ineffective, foreign military approaches. Economists, scientists, and others sometimes fell into this
same difficulty. A number of us who worked on foreign Weapons of Mass Destruction programs used a phrase to capture
(some of) the tension between technical and regional experts. Science is science, but engineering has a lot of wiggle room.
For example, a nuclear weapon requires a critical mass of fissionable material. You can’t cheat Mother Nature. But its
manufacture presents many options in terms of speed, cost, safety, willingness to violate international agreements, desir-

ability of testing to establish confidence, etc.

§ The advent of Soviet nuclear-armed bombers and nuclear-tipped missiles changed all that, of course, for a certain class
of conflict. Nevertheless, the United States fought wars in Korea, Vietnam, the Balkans, and the Persian Gulf (not to
mention smaller conflicts) with no real threat to the homeland. The emergence of cyberweapons almost certainly will

change US concerns.
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Pact publications suggest that fear was largely unwarranted. We found classified descriptions that tracked
closely with articles that appeared in the Moscow-published Military History Journal (Voyenno-Istoricheskiy
Zhurnal) and other unclassified and widely disseminated Soviet periodicals. As any serving officer will tell
you, the cost of sowing confusion in one’s own forces—as the “it’s all deception” argument implies—would
overwhelm any possible gain.

One of the first places to turn is the military history of the country as written by their historians, and con-
trast that with the history as written by opponents and outsiders. Wars and campaigns described by natives
of a country capture not only the events, but the stories and myths that help shape a country’s military
culture. Reading into a country’s military history can yield the terms, analogies, and reference points that
that country’s officers are likely to apply to future situations. For a senior Russian officer, the implications
of June 22, 1941* are as readily available (or even more salient) as the implications of December 7, 1941
for an American. It is hard to imagine a senior Israeli officer who does not have a visceral reaction to the
“conceptziya’ (concept) that influenced Israel Defense Force planning before October 1973, leading to
shocking early setbacks in that war.

While unclassified and easily accessible sources can enrich one’s understanding of a foreign military culture,
there is an additional resource that frequently requires security clearances to access. Emigres and defectors
who have served in a foreign country’s armed forces can reveal, through interviews, ground truth about an
organization’s workings. As an intelligence officer, few of my professional investments of time and effort
paid off as handsomely as multiple debriefings I conducted of Soviet and Warsaw Pact intelligence and
military officers who had emigrated or were secreted out of their countries. Reading classified minutes of
Pact intelligence officers or collection tasking was enlightening. But sitting down with former opponents
over tea, coffee, or a beer and hearing firsthand about procedures, personnel, incentives, and disincentives,
etc. made the documents come alive.

Defectors and emigres who have been thoroughly debriefed may not be able to offer additional intelligence
information with immediate impact. In the context we are discussing, their knowledge and experiences
have a much longer half-life—one measured in years. Organizational cultures are slow to form and equally
slow to change. For that reason, CIA quietly arranged for former Pact military officers to address US com-
mands and engage with them.

THE SECOND RING: THE NUTS AND BOLTS OF HOW THEY OPERATE

Shortly after I joined the CIA in 1985 my immediate branch chief brought me into his office and asked

me to close the door. He told me that we possessed a body of material that was especially sensitive because

€ Many of us read A. M. Nekrich’s book alongside German accounts and later British and American histories to learn the

Soviet perspective and compare it to others.
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it was acquired through the human espionage of a number of agents operating in the Soviet Union and
Warsaw Pact countries over a span of years. Protecting the sources meant protecting the lives of coura-
geous people who had agreed to work with us. We walked over to a small, nondescript room with its
own cipher lock (this room was inside a vault in which we worked—the equivalent of a safe inside a
safe, inside one of the most secure buildings in the country). This room, perhaps twelve by ten feet, was
chockfull of locked file cabinets and safes. Inside these were tens of thousands of pages of documents
that had borne our opponent’s classifications of SECRET and TOP SECRET, and now had our highly

restrictive classifications.”

The documents laid out, in detail, how the Warsaw Pact was organized and how it functioned. We could
read the minutes of many of the most sensitive negotiations and agreements, and look at weapons pur-
chases, command relationships, and information exchanges.” Most remarkably, we could read notes, man-
uals, and other materials from the Soviet’s Voroshilov General Staff Academy—the seniormost educational
component of the Soviet and Warsaw Pact militaries.* It was a treasure trove, paid for at incredible risk
and, indeed, in lives. I spent months in that little room, reading and taking notes that themselves became
part of the repository.

Acquiring such a repository is an expensive, risky, long-term collective work. Using it well demands that
a Red Teamer accept the need for an entire re-education. Mining such treasures requires new vocabularies
and new understandings. The time and effort spent on this can change how one reads unclassified works
and interprets activities detected by other means. This can be illustrated with a declassified example.

For decades NATO was confronted by forces it assessed, rightly, as substantially greater in number than
its own. At the same time, NATO funding for ammunition and the resulting stockpile was deemed inad-
equate. In the depths of the Cold War, it could be assumed that a conflict could lead to nuclear escalation
because our forces and their inadequate sustainability would crack under the weight of a Pact attack.

The highly classified documents we possessed allowed us to track an evolution in Pact perceptions. As NATO
forces increased in size and quality in the 1980s, an attack from the east no longer looked (from the Soviet
perspective) like a quick breakthrough and rapid pursuit, but rather a grinding, highly destructive assault that
might well fail to break NATO defenses. Anticipated higher attrition rates called for larger Pact assault forces.
Those forces would take time to mobilize and deploy in a crisis and would demand substantial increases in
sustainment (ammunition, fuel, maintenance capability, etc.).” From the Pact perspective, what had been a

** Dozens if not hundreds of these documents can now be accessed through the CIA Freedom of Information Act
(FOIA) website: https://www.cia.gov/readingroom/.

11 There is a wealth of information, for example, on the negotiations concerning the “Wartime Statute of the Combined
Armed Forces,” a highly contentious agreement about how the Soviets would control their Pact allies in a war. The Pol-
ish pushback is detailed in a lengthy Polish General Staff Memorandum, which was originally classified by the Poles as
SECRET OF SPECIAL IMPORTANCE. (Source: “Wartime Statute of the Combined Armed Forces, ” Intelligence Infor-
mation Special Report, November 28, 1979, https://www.cia.gov/readingroom/docs/1979-11-28.pdf.)
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decisive advantage in sustainment slipped to a serious vulnerability. NATO would have more time to mobi-
lize as greater Pact forces mobilized, exacerbating the very problem that handed NATO more time.*

If someone looked at Pact activities from the outside, its increases in forces and its preparations for a
more intense conflict might look like increased hostile intentions and greater confidence. Our access into
Pact perceptions, plans, and calculations told a story almost diametrically opposite. Their confidence had
faded, and they saw no viable path to restoring their conventional military dominance in a potential war
in Central and Western Europe. Whether the CIA saw the coming collapse of the Soviet Union, we wrote
and briefed about a growing Soviet pessimism for years before the December 1991 disappearance of our
military and ideological rival.¢

THE FIRST (INNERMOST) RING: STUDYING OURSELVES
TO STUDY OTHERS

Quite a number of years ago I was asked to drive over to the Pentagon to brief a senior Defense Depart-
ment official on Soviet perceptions of the military balance. My work at the Central Intelligence Agency
had focused on Soviet and Warsaw Pact military perceptions, as discussed above. A small group of us were
developing what we felt was a nuanced sense for how Soviet and Pact planners viewed the challenges they
faced in peacetime and would face in a crisis and war.

The briefing went wonderfully for some time. Because of the official’s high security clearance, I could cite
specific examples and describe the nature of our sources and how confident we were in our judgments. As I
warmed to my subject, the topic turned to potential weaknesses the Soviets appeared to have in a sensitive
area, as demonstrated by specific, highly classified materials we had acquired. I described Soviet concerns
and how those concerns led to preparations and investments. At one point—after outlining what I consid-
ered a particularly fretful Soviet apprehension—I said something like, “Frankly, as much as I hate to use
the word, it is difficult to view Soviet fears about potential, specific American actions against this target set
as anything short of paranoid.”

The senior DOD official, who had been very engaged and forthcoming up to this point, more-or-less froze,
staring at me without saying a word. I looked at him and the proverbial lightbulb went off. I said, “My
God. It’s real. That’s what we are planning.”

I do not really remember how the rest of the briefing went. What I had seen was something that would reoccur,
somewhat disturbingly, throughout my career. The Soviets, or some other foreign actor, would have a better
idea of what the United States was up to than did my colleagues and I in the US Intelligence Community.

1+ Moreover, the emerging Pact vulnerability suggested NATO targeting options that would compound Pact problems

in a war.
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Feeding Soviet Concerns about
German Revanchism

Soviet writings portrayed West Germany as a
potential threat in part because of its unsettled
borders. Western analysts largely discounted
Soviet fears and were not attuned to how they
might be fueled. Germany may have inadver-
tently fed such fears.

“Deutschland uber Alles?”

West Germany substituted the third verse as the
official words of the national anthem in 1952.
In the late 1980s, however, the first verse was
being taught in schools in Baden-Wurttember:

Germany, Germany above all,
Above all in the world,

When, for protection and defense,
It always stands brotherly together.
From the Meuse to the Memel,
From the Adige to the Belt,
Germany, Germany above all,
Above all in the world!

The German anthem appeared to claim territory in more than half-a-dozen countries, including
the USSR.

Moreover, all German official documents were required to display the 1938 German borders.
Imagine how Soviet officials might view clandestinely acquired, classified German documents that
appeared to lay claim to extensive territories in Poland and in the USSR.

The original version of this material appeared in CIA Directorate of Intelligence Research Paper, The Nature of Soviet Military Doctrine,
SOV 89-10037CX, April 1989, declassified and released in 2000, https://www.cia.gov/readingroom/docs/DOC_0000499601.pdf.

LOOKING ON BOTH SIDES OF THE HILL

The Duke of Wellington famously stated, “The whole art of war consists of guessing at what is on the other
side of the hill.” There is an assumption built into that claim that my experience suggests is not justified. It
assumes that we know what is happening on our side of the hill. Moreover, it slights the critical interaction
of commanders’ (on both sides) perceptions of what is going on. My rather clumsy Pentagon interaction

was all too convincing.
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The innermost ring focuses on the need to dig even deeper into foreign perceptions than initial gleanings
may suggest. Those highly classified Pact documents described above hinted what we needed to do, but
there was a second step.

Our potential military opponents had conducted detailed studies of the United States’ and NATO’s
strengths and weaknesses. They were not just glancing “on the other side of the hill” (that is, our side of the
hill). They were staring at us and examining us with a professionalism that I could not help but admire. We
learned over time how they acquired detailed information—through vast signals intelligence interception
operations, overhead imagery collection, and a network of agents that included people who compromised
our most sensitive capabilities and plans. s In brief, it was obvious that the Soviets had their own little
rooms filled with purloined NATO materials.

The first-order exploitation of this material was a matter of piecing together Pact perceptions about issues
critical to deterrence and war planning. My first foray®® was a study that has not been declassified, but
whose title has been: Warsaw Pact Military Perceptions of NATO Nuclear Escalation. Soviet and Pact doc-
uments revealed that they were convinced that a war could escalate to nuclear use because NATO would
feel compelled to initiate nuclear use in a conflict. The Pact’s conventional military superiority (before it
started to fade, as described above) would allow them to take the offensive (even if they believed a war
might start with a NATO attack) and threaten NATO’s cohesion and existence in Western Europe. The
NATO alliance’s official declaratory position—reinforced by our preparations and capabilities—was that
we reserved the right to respond to Pact aggression with nuclear weapons. The Pact leadership needed to
consider how, when, where, and why (in what circumstances) NATO might initiate nuclear use and esca-
late beyond that first use. Our understanding of their perceptions could bolster deterrence in a crisis or war,
and potentially prevent the unintended escalation that could result from unintended and false signaling of
imminent nuclear use.

When I briefed my paper to a four-star general at Supreme Headquarters Allied Powers Europe (SHAPE)
in Mons, Belgium, the general asked a simple question: “You tell me they see these things in our exer-
cises and plans. I believe you. Are they right?” That opened the door to a yearlong study of exactly what
messages we were sending—intentionally or not, knowingly or not—to listening Pact ears about our
capabilities and intentions.

§S§ Years later I came across a case that shocked me, after I thought I was thoroughly jaded. An East German agent,
Rainer Rupp, codenamed Topaz, had handed over virtually every sensitive document from NATO headquarters. When
I found gaps earlier in SHAPE's archive, | had proposed in jest that perhaps we could ask the Soviets for their copies of
missing documents. It turns out the Soviets really did have copies.

€9 | was not by any means the first to see the analytic opportunities in exploiting Pact perceptions. See, for example,
a contemporaneous document: CIA, “Soviet Perceptions of US Naval Strategy,” Research Paper SOV 86-1009D, July
1986, https://www.cia.gov/readingroom/docs/DOC_0000500708.pdf. Most analyses, however, included Pact percep-
tions as an explanation for their programs and policies. Almost no analyses compared Soviet or Pact perceptions to the
reality of our capabilities or activities.
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Again, the paper and results remain classified. Suffice it to say that our seniormost NATO officers had no
idea what basic messages we had been sending for over 20 years. Soviet perceptions that had made no sense
in the past suddenly revealed their origins.

It was becoming apparent that a key to understanding our opponents’ actions was to enter the analytic
wilderness of mirrors—to study what we (the United States and NATO) did, how the Pact and Soviets
perceived our activities, and what their reactions were. Looking at the problem strictly from what we knew
that they knew was simply not enough—it would always leave us with a terribly incomplete picture.™

One critical piece of my two studies has been almost entirely declassified,” and it could not be a clearer
example of the need to study both sides of the hill. Starting in the early 1980s the Soviet Union initiated an
intelligence collection and analysis surge—the largest since the Cuban Missile crisis—that has come to be
known as the War Scare. Soviet authorities came to believe, for a number of reasons, that the United States
was contemplating a sudden nuclear attack. Soviet fears were fueled by a combination of such activities as
confrontational, even aggressive presidential rhetoric (for example, President Reagan’s “ash heap of history”
speech, accusations over the shootdown of the Korean airliner in 1983); a large budgetary increase and subse-
quent nuclear and conventional military buildup; the Strategic Defense Initiative; fielding of nuclear-tipped
Pershing II missiles in Europe with short flight times to Moscow; and aggressive air and sea exercises.

There are two critical points about the War Scare for our purposes:

1. We were largely blind to it for the first several years. A Special National Intelligence Estimate
(SNIE) on the issue published in May 1984—three years after the War Scare started—essen-
tially dismissed the notion that the Soviets were scared.® " The first major (classified) published
acknowledgment of the War Scare occurred in May 1986.

2. No one was charged with connecting our activities to opponents’ perceptions. Moreover, no allow-
ance was made to “read people into” the most sensitive activities of the United States Government
so they could look for connections.**

*** 1 wrestled with describing this simply at the time and never reached a satisfactory solution. At one time I displayed
an iceberg and said the visible part above the waterline represents what we know they know about our activities. Under-
neath, that unseen mass represents all the things they know that we do not know they know. If we wait to collect what
they know, we will always lag in the action-perception-reaction cycle. A recent history of World War II provides another
analogy. Our collection of opponents’ perceptions and reactions is like a peephole in a shut door to a large room. Most
of what happens in that room is at the wrong angle to spot through the peephole. (Source: Gershom Gorenberg, War of
Shadows (Public Affairs, 2021), 287).

11+ One aspect of the SNIE is especially ironic. It is one of the few papers that discussed Soviet perceptions in light of real-
world US and NATO activities. The SNIE, however, omitted several of the most critical occurrences of the time, including

the Strategic Defense Initiative, the Korean Airliner downing, and the provocative rhetoric of President Reagan.

11t The United States and its allies have a mixed history in this field. In the Second World War, deception operations
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Former Director of Central Intelligence Robert Gates used to say that the only country that CIA analysts
do not understand is their own country. It is worse. We frequently do not understand our country or
know its actions,’ and do not recognize (much less study) their impact. **¥ Red Teamers cannot afford to
fall into that trap.

AN EDUCATION PROGRAM FOR RED TEAMERS

Readers might look over the four rings or realms of knowledge sketched out in this paper and shake their
heads in disbelief: how can that much be asked of Red Teamers? Even if the general direction makes sense,
how can such an ambitious agenda be tackled? The answer is, through a combination of individual, group,
and bureaucratic efforts.

Individuals charged with becoming Red Teamers need to develop “professional empathy” for the foreign
entity. They do not need to be fond of, or endorse, that entity’s politics, economics, societal norms, etc. (the
derogatory term used to describe that crossing over is “going native”). Their long-term investments will lead
to intuitive or instinctive awareness of how a situation looks from the other side of the hill.

Scattershot reading can be terribly inefficient, but there is no reason to follow the principle of “ready,
fire, aim.” Rather, from their first days Red Teamers should reach out to the wide variety of experts in
academia, think tanks, NGOs, and all parts of the government to help guide their education. Most
experts are willing and enthusiastic promoters of awareness of their region of study. Red Teamers should
not hesitate to ask experts for their reccommendations for the best materials, but should also probe to find

such as those preceding the Normandy invasion examined what the Allies were doing and how our activities would be
perceived. We took carefully crafted actions to plant misleading information to influence German force dispositions and
reactions and monitored the effect of the misinformation.

§§S There is also a risk in defining “our country’s actions” too narrowly, for example, by looking only at Executive
Branch activities. After the Indian and Pakistani nuclear tests in 1998, creative South Asian lobbying in Congress
(involving a threat to forego purchases of American wheat) changed the course of US diplomacy. (Source: Robert M.
Hathaway, “Confrontation and Retreat: The US Congress and the South Asian Nuclear Tests,” Arms Control Today
30, no. 1 (January/February 2000): 7-14) And it is not only parts of the US Government that deserve our attention.
KGB instructions sent to its Residents in NATO countries suggested that church leaders and senior bank authorities
might have been brought into the process of preparing for a NATO nuclear strike on the USSR. We are dealing with
perceptions here, not necessarily reality. (Source: Christopher Andrew and Oleg Gordievsky, Comrade Kryuchkov’s
Instructions: Top Secret Files on KGB Foreign Operations, 1975-1985 (Stanford University Press, 1993), 73.) Finally,
does anyone doubt that a Florida pastor’s burning of Korans in 2012 had an impact among jihadists? Recall how the
2005 publication in a Danish newspaper of editorial cartoons depicting Muhammed led to violent demonstrations
and protests in some Muslim countries.

€99 Several years later I discovered that a remarkably close-hold US covert action probably triggered a Soviet
reaction that was frightening in its potential consequences. No one had been in a position to connect the actions
and reactions.
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contentious issues and different schools of thought. They need to find and pursue not just the points of
consensus, but the fissures.

At the group or team level we can find several opportunities for greater efficiencies. Ideally an organi-
zation should create Red Teams, not just Red Teamers. Leaders need to provide time, access, resources
(including funding), and encouragement for a critical mass of Red Teamers. When team members can
build on each other’s knowledge, and gain from specialization while sharing common findings, the results
conform to the tried (and tired) saying that the whole is more than the sum of the parts. A number of
us working on the Soviet military, taking different facets—Soviet perceptions and capabilities tied to
ground and air readiness, ammunition sustainability, breakthrough and pursuit operations, air opera-
tions, and force requirements—found connections and a bigger picture that none of us saw, or likely
would have seen, individually.

Teams could also be encouraged to learn principles of understanding foreign military cultures by explor-
ing cases together. A structured study of how a particular foreign power operated in the past can yield

fruitful analogies. A number of readily available, well-crafted books can be used for such an effort (see
the Annex).

Bureaucratic clout and sustained efforts are required as well. Gaining knowledge in the second ring means
fighting for access to highly classified materials and developing handling and storage procedures that are
anything but easy. Nevertheless, those demands are more easily met than the ones linked to the innermost
first ring. Senior military officers, for example, often are not inclined to share the closely guarded details of
their activities and capabilities (or to approve using the limited billets required for access). Senior intelli-
gence officers in the past have looked askance at officers trying to match up Blue actions and Red percep-
tions and reactions. (One senior intelligence manager said, “You want to spy on the United States! That’s
not our job!”) It will take a coordinated, persistent effort to crack this challenge. Without it, we will always
be lagging real-world developments.

LIMITATIONS

We have already mentioned a potential limitation in the event Red Teamers believe they have a firmer
grasp of the target culture than they actually have. This can lead to missing or misinterpreting likely for-
eign perceptions, and suggesting foreign actions that are based on an overly selective, skewed body of evi-
dence. At worst, this kind of behavior may appear as stereotypes or caricatures. Professionals committed
to learning foreign cultures and history are unlikely to fall into this trap. The other limitations, however,
are more serious.

A Red Teamer with a well-developed understanding of a target country and organization will face situations

in which she is asked to project potential foreign perceptions and reactions beyond anything that has
happened in the past. When anyone extrapolates beyond the bounds of experience the odds of picking an
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“incorrect” perception or response increases. Thus, someone steeped in the culture, history, organization,
and operations of a foreign entity that suddenly is presented with a capability unlike any that entity had in
the past may have little to build upon. The proliferation of offensive cyber capabilities is likely to present
hundreds of sovereign foreign entities with just such a new capability—perhaps with little notion of how
to absorb and use it.

Depending on the structure of the foreign entity being red-teamed, the importance of multiple sources
of foreign perception and complex decisionmaking increases. Outcomes result from a complex mixture
of individual choices, bureaucratic bargaining that generates a decision, and standard operating
procedures that channel implementation. It is hard to prepare Red Teamers to develop an understand-
ing of a particular subculture in a foreign entity as well as an all-encompassing grasp of the processes that
go into producing and executing a foreign initiative or response. Even then, in our own country we have
seen initiatives and responses that little resemble the individual inputs or intentions from a number of

diverse actors.

The final limitation harks back to one of the most important and prominent cognitive biases—the funda-
mental attribution error. In brief, people overemphasize the importance of other actors’ personalities or
dispositions, relegating those actors’ circumstances or situation to secondary status. That is, people ascribe
foreign actions to “who those foreign actors are” rather than the positions in which the foreign actors
find themselves. The irony of the fundamental attribution error is that people do the exact opposite when
considering their own actions—ceding primacy to the situation rather than their own dispositions. Red

Teamers and the whole red team approach may be particularly vulnerable to this error.

None of these limitations invalidate the usefulness of red teaming, and especially the value of an investment
in learning a foreign entity’s culture, history, geography, organizational culture, etc. They do suggest where

those using red teams must beware and remain cautious.

ANNEX: EXPLORING CULTURES

There is a tendency for some Red Teamers, like some military analysts, to focus on the concrete and
measurable dimensions of foreign military capabilities: weapon characteristics, numbers, and order
of battle. This needs to be balanced by a long-term, persistent exploration of the cultures™ that
strongly influence all the preparations and conduct of war—strategies, operations, tactics, organizations,

**** Anthropologists, and in particular ethnographers, have played an increasingly important role in US military oper-
ations, as well as in US corporations. “Ethnography is the branch of anthropology that involves trying to understand
how people live their lives. ... Ethnography has proved so valuable at Intel that the company now employs two dozen
anthropologists and other trained ethnographers, probably the biggest such corporate staff in the world.” (Source: Ken
Anderson, “Ethnographic Research: A Key to Strategy,” Harvard Business Review 87, no. 3 (March 2009): 24, hteps://hbr.
org/2009/03/ethnographic-research-a-key-to-strategy).
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doctrines, personnel policies, training, etc. As two authorities on the subject put it, “Everything that
military organizations must perform in the pursuit of national security objectives ultimately rests on their

cultural foundations.”™

There are many definitions of culture. We can combine them to offer the following:

A culture is the collection of beliefs, values, ideas, attitudes, assumptions, norms, and
learned behavior of a group of people—expressed or reflected in symbols, rituals, myths,
and practices—that shape how that group functions and adapts to external stimuli. Cul-

ture gives sense and meaning to members of a group.'’

In studying any foreign entity—for example, the ground forces of a country—we must recognize and
understand a cascade of cultures: the general societal culture, the strategic culture,”™ the military
organizational culture, and the subcultures (not only the services, but specialties within the services,
such as armored or airborne forces within the army). At all levels, cultures share a number of critical
characteristics:

1. 'They change slowly.

2. 'They are hard to change.

3. 'They can have both positive and negative consequences (e.g., on military effectiveness).

4. 'They are generally hidden beneath more obvious symbols, structures, and official doctrine.

5. 'They create identities through specific attributes.

6. 'They influence how members will behave, and are expected to behave.

7. 'They influence how organizations function.
No one should assume that developing an understanding of a foreign military culture will be a quick or easy
matter. For example, many of the overt, observable facets of a culture (its artifacts)—such as its weaponry

. . . « . . b} .
and command relationships—may reflect aspects of its true nature, but, “An organization’s culture ... is

reflected more in what leaders demonstrate through their behavior than what is written down or inferred

from visible structures, systems, rituals, stories, or published doctrine.”"!

1111 Enduring geographic, economic, social, and demographic circumstances along with its historical experiences
shape a nation’s strategic culture. That strategic culture defines how the nation perceives and uses all of the elements of
national power—including how it defines war and uses force.
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The Red Teamer who hopes to think red has to understand an organization’s beliefs and values (the features
that provide guidance and reveal motivations and rationale), and its basic assumptions (the unseen and
unconscious beliefs that guide actions and perceptions).

There is no cookbook approach to attack this challenging task. Two techniques have proven useful and are
recommended:

1. Study the well-documented military culture of a country from the past. Look at how the Ger-
mans, French, or British created their military cultures in the 19th and first half of the 20th cen-
turies, and how those cultures manifested themselves in the preparation and conduct of war at the

tactical, operational, and strategic levels.'?

2. Study one of the subcultures of our own military. This is not to encourage mirror-imaging, but
rather to learn the skills of teasing out embedded beliefs, values, etc. and to see how they affect

behaviors and decisions. An excellent case study of the US Army’s way of war is explained in Brian
McAllister Linn, 7he Echo of Battle: The Armys Way of War (Harvard University Press, 2007).%#

Robert Levine, Ph.D., is a lecturer at Johns Hopkins University. After a 33-year
career, Dr. Levine retired from the Central Intelligence Agency (CIA), where he
served as a senior military analyst and ran the internal analytic quality evalua-
tion program for the Directorate of Analysis. He taught intelligence and national

security policy at the National War College, CIA, within the Intelligence Commu-
nity, and at Mercyhurst College. Dr. Levine has published in Studies in Intelli-
gence and Intelligence and National Security and co-edited The CIA Intelligence
Analyst: Views from the Inside (Georgetown University Press, 2024). He holds a
Ph.D. from the RAND Graduate Institute.

$++F Linn argues in his book, ... the [US] army’s way of war has been shaped as much or more by its peacetime
intellectual debate as by its wartime service.” During peacetime military intellectuals can reference their own and other
countries’ histories to draw lessons, and can consider new weapon systems, tactics, operations, strategies, organizations,
structures, opponents, and locations—all components of a service’s or nation’s way of war. Linn’s identification of three
distinct US Army schools of thought and their evolution, arguments, and influences provides a rich example of military
culture at work. Future Red Teamers could profitably compare Linn’s findings with Carl H. Builder, 7he Masks of War:
American Military Styles in Strategy and Analysis (Johns Hopkins University Press, 1989), as well as chapters on the US

armed services in Mansoor and Murray.
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September 1997, https://www.cia.gov/readingroom/docs/19970901.pdf.

CIA, “Implications of Recent Soviet Military-Political Activities,” Special National Intelligence Estimate
(SNIE) 11-10-84/JX, May 18, 1084, https://www.cia.gov/readingroom/docs/DOC_0000278546.pdf.
Peter R. Mansoor and Williamson Murray, eds., 7he Culture of Military Organizations (Cambridge
University Press, 2019), 14. Red Teamers will profit from the introductory and concluding chapters
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and theoretical frameworks (by the editors and contributors Leonard Wong, Stephen J. Gerras, and
David Kilcullen), as well as the specific cases.

10. Mansoor and Murray, The Culture of Military Organizations, 19.

11. Mansoor and Murray, The Culture of Military Organizations, 31.

12. Eugenia C. Kiesling, Arming Against Hitler: France and the Limits of Military Planning (University
Press of Kansas, 1996), and translations of French classified discussions and French exercise critiques
from the 1920s and 1930s, provide grist for discussions on French defense planning in a Johns Hop-
kins University graduate course. Two excellent examples of examining strategic geography are Robert
J. Young, “Land, Resources, and Strategic Planning,” in n Command of France: French Foreign Policy
and Military Planning, 1933-1940 (Harvard University Press, 1978), 13-32 (endnotes on 264—67);
and A. W. Mitchell, 7he Grand Strategy of the Habsburg Empire (Princeton University Press, 2018),
21-51. Rich cases for other nations can be found in P. R. Mansoor and W. Murray, eds., 7he Culture
of Military Organizations (Cambridge University Press, 2019); Kenneth M. Pollack, Armies of Sand:
The Past, Present, and Future of Arab Military Effectiveness (Oxford University Press, 2019); Williamson
Murray, Alvin Bernstein, and MacGregor Knox, eds., The Making of Strategy: Rulers, States, and War
(Cambridge University Press, 1996); and Allan R. Millett and Williamson Murray, eds., Military Effec-
tiveness, Volume 2: The Interwar Period, 2nd Ed. (Cambridge University Press).

A Deeper Shade of Red 103









https://www.ni-u.edu

https://www.linkedin.com/school/nationalintelu

https://www.facebook.com/NationlintelU

NIU_Engagement@niu.odni.gov




	Front Cover Page
	Inside Front Cover Page
	Title Page
	Contents 
	Reflections on the Intelligence Studies Summit by NIU President John R. Ballard
	Summit Panels and Presentation Abstracts
	Plenary Panel: The Concept and Future of Intelligence Studies 
	Plenary Panel: Organizational Roles and Perspectives on Intelligence Studies 
	Analytic Methods and Cultures  
	AI and Intelligence 
	Technology in Intelligence and Intelligence Education 
	Intelligence Beyond Governments 
	Measuring Intelligence Effectiveness  
	Intelligence as Knowledge Production 
	Intelligence Studies as a Professional  and Academic Discipline 
	Intelligence Studies and the Cyber Domain 
	Educating Future Intelligence Professionals 
	International Perspectives and Partnerships 
	Intelligence and Future Warfare 

	Stop Telling God What To Do: Enriching Intelligence Studies with Philosophy Curriculum 
	Endnotes 

	Do Memory Techniques Have a Place in the Analyst’s Toolkit? 
	Theory 
	Data Collection 
	Participants 
	Test Procedure 
	Scoring 
	Memory Training Group 
	Mental Imagery and Elaborative Encoding 
	Major System 
	Memory Palace 
	Findings 
	Statistical Significance 
	Impact of Moderating Variables 
	Unexpected Findings 
	Limitations and Future Research 
	Recommendations 
	Conclusion 
	Endnotes 

	Making the Case for Intelligence Studies as a Discipline: Praxis, Discipline, and the Challenge of
	Framing the Debate 
	Imagining Intelligence: Defining a Contested Profession 
	From Knowledge to Action: Intelligence as Praxis 
	The Anatomy of an Academic Discipline 
	Intelligence Studies and the Question of Disciplinary Legitimacy
	The Intellectual Architecture of Intelligence Studies 
	Resolving the Discipline Debate: A Dialectical Framework for Intelligence Studies
	Scaffolding a Discipline: Programs and Networks in Intelligence Studies
	Toward a Culture of Intellectual Debate in Intelligence Studies
	Unity and Identity: Building Collective Efficacy in Intelligence Studies
	Consolidating Intelligence Studies: Pathways to Disciplinary Maturity
	Endnotes 

	Exploring the Evolution of Cyber Intelligence (CyINT): A Disciplinary Debate and Practical
	Introduction  
	General Threat Environment  
	Maritime Threat Environment   
	Current Status of Digitalisation in Maritime Port Facilities  
	Lessons Learned from the Maritime APT Case Analysis  
	Critical Infrastructure  
	Maritime Cyber Threat Intelligence   
	Future Challenges to Maritime CyINT  
	Should CyINT Be Domain Specific?   
	Cyber Threat Intelligence or Cyber Intelligence  
	Cyber Intelligence Course Development  
	Research and Development   
	Conclusion   
	Endnotes 

	Intelligence Studies Redefined: Designing an Attractive, Structured, and Future-Ready Discipline in 
	Introduction   
	The Urgent Need To Reinvent Intelligence Studies  
	Pillar 1: Generating Prestige for Intelligence Studies  
	Pillar 2: Creating a Sustainable Business Model  
	Pillar 3: Rebuilding and Relaunching  
	Pillar 4: Recruiting the Faculty  
	Pillar 5: Curriculum and Accreditation  
	Pillar 6: Campus and Virtual Environment  
	Pillar 7: Shared Governance  
	Conclusion  
	Endnotes 

	A Deeper Shade of Red 
	Red Team as a Specific Actor 
	The Fourth (Outermost) Ring: Culture, Ideology, History, and the Contours of Society 
	The Third Ring: The Ethos of the Discipline 
	The Second Ring: The Nuts and Bolts of How They Operate 
	The First (Innermost) Ring: Studying Ourselves To Study Others
	Looking on Both Sides of the Hill
	An Education Program for Red Teamers
	Limitations 
	Annex: Exploring Cultures 
	Endnotes 

	Inside Back Cover Page
	Back Cover Page



