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Foreword

The study of complex systems has long been constrained by the limita-
tions of conventional network analysis in which interactions are repre-
sented as pairwise connections, because real-world systems—ranging
from geopolitical alliances and cyber networks to scientific collaborations
and social influence networks—are rarely reducible to such dyadic struc-
tures. This book addresses this shortfall by exploring the growing field
of higher-order network analysis, encompassing methodologies that can
provide richer, more nuanced considerations of complex interactions by
explicitly modeling and investigating multiway interactions and relation-
ships. Using hypergraphs, simplicial complexes, and related techniques
to capture higher-order relationships unlocks novel analytical insights
essential for intelligence applications.

The chapters that follow collectively advance the state of the art in
hypernetwork science, each offering a distinct contribution to our under-
standing of complex systems.

Chapter 1: Higher-Order Networks: A Primer, by Matthew J. Hasen-
jager, Mark M. Bailey, and Nina H. Fefferman, provides a foundational
introduction to the theory of hypergraphs and related approaches, empha-
sizing why traditional dyadic, graph-based networks fail to fully encap-
sulate the complexity of real-world systems. The authors frame hypergraphs
as an indispensable tool for intelligence analysis that can advance under-
standing of emergent properties in diverse contexts, including cyber-
physical networks, social contagion, and strategic interactions.
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Chapter 2: From Logs to Dynamic Hypergraphs: Identifying and
Interpreting Anomalous Cyber Activity, by Emilie Purvine and Helen
Jenne, shifts the focus to cyber security. The authors demonstrate how
hypergraphs can model multiway relationships in cyber logs to capture
structures that evade detection in conventional network representations.
By applying dynamic hypergraphs and topological data analysis to the
Operationally Transparent Cyber dataset, they illustrate how evolving
hypernetwork structures can reveal anomalous activities indicative of
cyber threats.

Chapter 3: An Invitation to Hypergraph Motifs for Practitioners,
by Sinan Aksoy, addresses a fundamental challenge in hypernetwork
analysis: the identification of significant structural patterns that exist
only in higher-order networks. This chapter introduces hypergraph
motifs—recurring higher-order interaction patterns—to distinguish
meaningful structures in intelligence and security contexts. Motifs
provide a lens through which covert coordination and influence net-
works can be detected and the relevance of their structure and organi-
zation can be explored.

Chapter 4: Higher-Order Interactions at Scientific Conferences Influ-
ence Team Formation, by Emma Zajdela and Nicholas Landry, extends
hypergraph analysis to collaboration networks. By studying interdisci-
plinary scientific conferences, they show how hypergraphs better capture
the multiway interactions that drive team formation—providing direct
insights to intelligence organizations seeking to optimize collaborative
networks for information sharing, innovation, and modeling real-world
social networks.

Chapter 5: Evaluating Node Influence Using Higher-Order Central-
ity, by Matthew J. Hasenjager, Mark M. Bailey, and Nina H. Fefferman,
examines how hypernetwork centrality metrics extend beyond traditional
dyadic measures to identify influential nodes and hyperedges. Using s-line
graphs, the authors introduce a method for quantifying node influence
within hypernetworks and demonstrate its utility through simulations on
real-world social network data, comparing its effectiveness in modeling
contagion dynamics, information spread, and resilience in complex sys-
tems. This work underscores the need for higher-order centrality metrics
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for intelligence applications, where understanding the true structure of
influence and interaction is critical.

Chapter 6: Cracking the Paradigm: Hypergraph Signatures of Inter-
national Conflict, by Thomas Pike, presents a groundbreaking applica-
tion of hypergraphs to strategic intelligence. Using event data from
conflicts in Ukraine and the Middle East, Dr. Pike constructs hypergraph
signatures of state and nonstate actors’ behaviors that offer a new frame-
work for detecting shifts in conflict dynamics, strategic alliances, and
emergent threats.

Chapter 7: A Scenario Discovery Approach Integrating Hypergraph
Representations and Generative Al, by Kyle A. Kilian, explores using
hypergraphs to model complex, alternative futures—allowing intelligence
analysts to visualize and interrogate how different conditions and events
intersect. He introduces a scenario discovery approach that integrates
computational modeling with generative Al to identify high-risk futures.
Using Monte Carlo simulations and large language models, this method
uncovers crucial scenario pathways and interdependencies to provide
deeper insight into emerging threats and decisionmaking strategies.

Chapter 8: Hypergraph Methods for Network Analysis and Intrusion
Detection, by Zong-Zhi Lin, explores hypergraphs’ ability to enhance
Network Intrusion Detection Systems (NIDS). Traditional graph-based
approaches struggle to capture the multiway relationships essential for
identifying sophisticated cyber threats, but Lin demonstrates how hyper-
graphs enable advanced machine learning-based NIDS by modeling
interactions between source and destination Internet Protocols, ports,
and network segments within a zero-trust framework. Hypergraph-based
analysis of cyber security datasets provides new methodologies for
detecting anomalies, port scanning attacks, and lateral movement in
cyber operations.

Collectively, these contributions highlight the breadth of use and
transformative potential of hypergraphs and related methods for intelli-
gence applications that can push beyond the limitations of traditional
graph-based analyses to enable intelligence professionals to detect
hidden patterns, anticipate threats, and make more informed strategic
decisions. As the field matures, the integration of hypergraph theory into
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intelligence workflows will shape the future of national security, cyber
security, and geopolitical strategy. It is our hope that this book serves
not only as a foundational reference but also sparks further exploration
within the Intelligence Community into hypernetwork science. The
ability to analyze higher-order structures in an increasingly complex and
interconnected world is not merely an academic exercise, it is an oper-
ational imperative.



CHAPTER 1

A Primer on Higher-Order

Networks

Matthew J. Hasenjager, Mark M. Bailey,
and Nina H. Fefferman

In complex systems, interactions among lower-level entities can produce
emergent, system-level patterns of organization and behavior. Familiar
examples include polarization of individuals within social networks,
synchronized firing of neurons within the brain, cascading shocks through
interconnected global supply chains, and species interacting within eco-
systems. A common feature shared by these disparate examples is that
both the behavior of an individual agent (for example, a person, neuron,
business, or species) and system-level dynamics and outcomes, such as
the extent, duration, and severity of disruptions within global supply
chains, cannot be fully understood without considering the broader web
of interactions in which the agents are embedded.

Network analysis has emerged as a prominent paradigm through
which we quantitatively describe systems and understand how they func-
tion.! Networks represent lower-level entities within a system as nodes
connected by edges that denote some form of interaction or relationship
(Fig. 1a), which could include social interactions, business transactions,
signaling pathways, genetic relatedness, and so on. Drawing on a rich
history of graph theory in mathematics,? sociology,* and physics,* network
analysis uses a broad range of tools to describe the patterning of
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interactions (from the individual to the network level) and elucidate the
consequences of that patterning for system functioning. The widely
applicable nature of network-based approaches facilitates extensive
cross-pollination of ideas and techniques across diverse disciplines.
Indeed, networks have been used to investigate phenomena as diverse as
social contagion of attitudes, behaviors, and innovations,’ the transmis-
sion of disease,® synchronization of behavior,” consensus formation,? the
emergence of cooperation,’ and the robustness of system functioning in
the face of disruption.'
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Figure 1. a) A conventional network is composed of a set of nodes (here, representing
individuals) and edges that denote a dyadic interaction/relationship between the
nodes. b) An issue arises in that a simultaneous, multiway interaction (here, among
three individuals) shares an identical network representation as the set of all pairwise
interactions among a common set of participants.

!

Mathematical approaches for gaining insight into complex phenom-
ena naturally converge with intelligence analysis, where complex systems
are the norm. Geopolitical systems, complex social systems, supply
chains, and cyber-physical networks are just a few of the many complex



A Primer on Higher-Order Networks 11

systems of interest to the Intelligence Community (IC), where maintain-
ing decision advantage hinges on the ability to anticipate patterns in
seemingly chaotic environments or highly complex datasets. This makes
developing robust mathematical means to understand connectivity and
emergence in complex systems critically important.

Although flexible network representations can portray a broad range
of phenomena, traditional networks are limited to representing interac-
tions in a purely dyadic fashion. That s, each link in the network connects
exactly two nodes. It is impossible to explicitly represent higher-order
interactions (involving three or more entities) using a graph-based net-
work in such a way that it excludes alternative, equally consistent dyadic
interpretations. For example, one can envision two scenarios in which
three individuals (Alice, Bob, and Charlotte) either jointly participate
in a single meeting—a simultaneous, three-way interaction—or partic-
ipate in three separate one-on-one meetings (Alice/Bob, Alice/Charlotte,
and Bob/Charlotte). Both scenarios share the same underlying network
representation (Fig. 1b) yet could vary dramatically in terms of interac-
tion dynamics and collective outcomes, such as the knowledge that was
shared, to whom, and when.

The importance of considering the presence and consequences of
such higher-order interactions is being increasingly recognized across
numerous fields of study.”? For example, higher-order phenomena can
occur within communication networks (eavesdropping and audience
effects)," social networks (peer pressure and related mechanisms of social
reinforcement),'* ecological networks (indirect interactions),'> and many
others. Likewise, intelligence analysts often deal with systems that pos-
sess higher-order structure, interactions, and properties. Examples
include cyber-physical systems (multiple processes being carried out by
acommon Internet Protocol address,)!®) multiway geopolitical alliances, "’
collaboration and communication among diverse actors,'® and coordina-
tion across multiple groups during military actions. Consequently,
researchers have begun to turn to alternative frameworks that can explic-
itly represent higher-order interactions within networks.

Rather than being portrayed as the edge between two nodes, higher-
order networks define interactions and relationships as sets of nodes, such
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that the number of nodes that can engage in an interaction is no longer
constrained. A higher-order interaction is distinguished from a dyadic one
simply by whether its node set contains more than two or only two nodes.
Although the basic frameworks that underpin higher-order networks have
long existed," a renewed focus on the potential utility of these approaches
has emerged.” Investigations of higher-order network phenomena have
found that the dynamics of complex systems can fundamentally differ
when higher-order interactions are considered. For example, in examining
the spread of behaviors or attitudes through a population, higher-order
effects can manifest as an increased likelihood of adopting a behavior when
it is simultaneously promoted by multiple individuals (akin to peer pres-
sure).” Relative to spreading via simple contagion processes, where mul-
tiple exposures to previous adopters are treated as independent in terms
of their impact on an individual’s likelihood of adoption, allowing for
higher-order contagion dynamics can generate novel phenomena—such
as bistability” of endemic and nonendemic phases or explosive transitions
from low to high prevalence of a behavior or attitude.? Thus, higher-order
networks allow us to probe the consequences of not just whether individ-
uals interacted, but also the precise manner in which they interacted.?

The aims of this chapter are three-fold. First, to introduce key con-
cepts of higher-order networks in a way that demonstrates why reliance
on conventional, graph-based (dyadic) networks may often be insufficient.
Second, to illustrate an array of mathematical tools that can provide
insight into the structure and function of higher-order networks, focusing
on measures and concepts that will be further explored in later sections
of this volume. Finally, to provide a brief overview of available open
source software that can facilitate analysis of higher-order networks.
Although these approaches are not yet as well developed as graph-based
networks, scientists, analysts, and researchers are rapidly developing new
tools and methodologies. It is our hope that this chapter will spur interest
in, and engagement with, higher-order network approaches to tackle
contemporary challenges faced by the IC.

* Bistability occurs when a dynamical system has two stable equilibrium states.
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Higher-Order Network Representations

A comprehensive introduction to network analysis and graph theory is
beyond the scope of this chapter, and we refer the interested reader else-
where for details.?* Some basic definitions, however, will be useful mov-
ing forward.

A graph-based network, G = (V, E), is defined as a set of n vertices
ornodes, V= {v,, ... v }, and m connections, £ C {{i,j}|i,j € N, i # j},
such that each connection (referred to in network terminology as an edge)
links together a set of nodes i and j. This definition is sufficiently flexible
to model diverse systems, where nodes and edges could respectively
represent neurons and synapses, individuals and social relationships, or
nations and alliances. In addition, this basic framework can be expanded
to capture additional information about the relationships among nodes—
such as the intensity or directionality of interactions—or temporal infor-
mation, such as by building a time series of networks representing
interactions at different points in time.” Crucially, however, the above
definition of a graph restricts each edge to connecting at most two nodes
and, thus, can fail to capture important aspects of the system under con-
sideration, as previously discussed.

One graph-based approach to modeling such higher-order interac-
tions is to represent the system as a bipartite graph composed of two
node sets (U, W), where nodes « € U can represent individual entities as
described above and nodes w € W represent the interactions or group-
ings those entities participate (Fig. 2). Edges then connect the entities in
U to the groupings or interactions they take part in, W, such that
E C {{u,w} | u € U and w € W }. Anode w can be linked to any number
of nodes u, meaning that groupings of different dimensionality can be
represented. This representation, however, implies that lower-level enti-
ties no longer interact directly with one another but interact indirectly
via their shared groupings. Depending on the goals of the analysis, this
approach can be useful for modeling higher-order interactions and rela-
tionships, but in other circumstances, it may be more appropriate to use
approaches that explicitly allow for interactions among nodes across
groups of different sizes.
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Figure 2. An example bipartite network, where edges exclusively exist between
nodes of sets {A, B, C} and {1, ..., 8}—for example, nodes 1 and 2 are only indirectly
connected via node A.

Inrecent years, there has been renewed interest in network approaches
that explicitly code higher-order interactions by relaxing the restriction
that edges must connect no more than two nodes. Two primary approaches
to representing such higher-order networks—simplicial sets and hyper-
graphs—both adopt a set-based representation of network edges that
allow for edges to contain any (positive) number of nodes. Because they
originate from different mathematical fields and can differ in their under-
lying assumptions, however, their suitability can vary with context.?

We first turn to simplicial sets, which are defined as sets of k-
simplices, where a k-simplex is defined as a set of k + 1 nodes.” Thus, a
0-simplex represents a single node or vertex, a 1-simplex represents a
dyadic interaction, a 2-simplex represents a three-way interaction, and so
on. A graph-based network could then be equivalently represented as a
simplicial set composed exclusively of 1-simplices. Although the defini-
tion of a simplicial set is quite general, most tools for analyzing simplicial
sets have been developed in the field of algebraic topology, where a sim-
plicial set is distinguished from a simplicial complex.? The latter requires
that any simplex must also contain all possible lower-order subsets (also
referred to as “downward closure”). Thus, within a simplicial complex,
the 2-simplex { A, B, C}, requires the inclusion of the 1-simplices {A, B},
{A, C}, and {B, C}, and the O-simplices {A}, {B}, and {C} (Fig. 3).

This is done primarily to make analytic proofs about structural features
more tractable, and, in some contexts, this assumption is warranted. For
example, imagine that simplices represent associations based on spatial
proximity, where all vertices within a simplex must be physically located
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within some distance threshold from one another. In such a scenario, all
subsets of vertices within a simplex would likewise meet this spatial cri-
terion and so can be included as lower-order simplices within this simplex.
In many scenarios, however, the additional assumptions required to form
a valid simplicial complex are too restrictive. In a series of email or text
exchanges, for instance, it is possible that group messages exist without
each pair of participants also having separately messaged one another.

: [ ] b [ ]

Figure 3. a) To be a valid simplicial complex, the 2-simplex {A, B, C} (denoted by
the filled green triangle) must include all possible subsets—that is, the 1-simplices
{A, B}, {B, C}, and {A, C} (denoted by yellow lines) and the 0-simplices {A}, {B}, and
{C} (denoted by blue circles). b) As neither simplex {A, B} nor {B, C} are present, this
configuration constitutes a simplicial set, but it is not a simplicial complex.

Hypernetworks offer an alternative higher-order network representa-
tion and can be formally defined as a hypergraph, H = (N, E)), consisting
of a set of n nodes, N = {n, ..., n } and an indexed family of m sets
referred to as hyperedges, E = {el, em}, inwhiche; C N fori=1, ...,
m.” A hyperedge of size s contains s nodes, where s > 1. As with sim-
plicial sets, hypergraphs define interactions and relationships using set
membership and do not share the requirement of a simplicial complex
that all possible lower-order subsets be embedded within each higher-
order relationship. This flexibility makes hypergraphs and simplicial sets
suitable for scenarios in which the assumptions of a simplicial complex
are too restrictive. For example, in a coauthorship network, the existence
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of a paper with three authors does not necessarily imply that each pair of
authors also published separate papers together.

A limitation of hypergraphs relative to simplicial sets, however, is
that they cannot encode subedges within a larger hyperedge. For example,
within our earlier example of Alice, Bob, and Charlotte engaging in a
three-person meeting, it is not possible to differentiate a scenario in which
each individual uniquely contributes to the discussion versus a scenario
in which two individuals (Alice and Bob) engage in a subinteraction that
then contributes to the larger three-way interaction. Such distinctions can
be made naturally when using a simplicial set representation. Therefore,
analysts should consider carefully which higher-order representation is
best suited for the system and questions of interest."

a
m Team 2
o
Team 1 sasha .

David

[ /
R @
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.Kevin
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Figure 4. a) A hypergraph where six individuals participated in three teams. b) The
dual of the hypergraph a, where the individuals are hyperedges and the teams are
represented as nodes.

An important concept in hypernetwork analysis is the existence of a
hypergraph’s dual, which is obtained by swapping the relationship between
hyperedge and node. For example, a hypergraph (Fig. 4a) that represents
individuals as nodes and their participation in a series of teams through

1 For further discussion on how to select an appropriate representation for modeling
a complex system, see Torres et al., “The Why, How, and When of Representations
for Complex Systems,” SIAM Review 63, no. 3 (2021): 435-485, https://doi
.org/10.1137/20M1355896.
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hyperedge membership has a corresponding dual hypergraph (Fig. 4b) in
which the individuals are the hyperedges that contain the teams (repre-
sented as nodes) in which the individuals participated. This conversion
offers an additional way to characterize connectedness in higher-order
systems that can prove useful in various contexts. As another example, in
a hypergraph representing conflict events and participants, an analyst may
gain richer insights by considering both the scenario where hyperedges
represent conflicts (with the participants of those conflicts treated as nodes
embedded within each hyperedge) and one where the participants are
coded as hyperedges that contain their corresponding conflicts.
Higher-order networks, whether simplicial sets or hypergraphs, can be
mathematically represented in a variety of ways. Here, we will use the
language of hypergraphs unless the interpretation would differ for a sim-
plicial set. A general means of encoding higher-order relationships is
through an incidence matrix, I (Fig. 5b) where the rows and columns
correspond to the nodes and hyperedges respectively. Thus, nonzero entries
indicate that the corresponding node is a member of the set that defines
the corresponding hyperedge. From an unweighted incidence matrix where
elements are coded either O or 1, it is then a simple matter to obtain the
number of hyperedges to which a node belongs (a version of degree cen-
trality; see below) as the sum of its corresponding row. The column sums
of the incidence matrix provide the hyperedge size sequence. An incidence
matrix can also be weighted, for example, to indicate the number of times
that a given hyperedge (defined by a unique set of nodes) has formed.
From an incidence matrix, the intersection profile of a higher-order
network can be obtained as P = I I, producing an m x m matrix, where
m is the number of hyperedges (Fig. 5c). A nonzero entry P,z indicates
the number of nodes that are shared by hyperedges A and B. The inter-
section profile can in turn be used to construct line graph representations
of higher-order systems. A line graph (also called an intersection graph,
representative graph, or the one-mode projection of a 2-mode (that is,
bipartite graph) is a dyadic representation of hyperedge intersections,
such that each hyperedge is represented through a node, and nodes in the
line graph are linked if the corresponding hyperedges intersect at one or
more nodes.* Line graphs can be further extended to define the minimum
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intersection size, s, required to link two hyperedges together, giving rise
to s-line graphs. Many conventional network metrics can be measured
on these s-line graphs (for example, closeness centrality),’! providing a
relatively straightforward way to capture elements of higher-order con-
nectedness. Projecting a hypergraph onto a series of s-line graphs, how-
ever, still involves the loss of information; as a set of s-line graphs does
not uniquely encode a specific hypergraph structure, it is not necessarily
possible to recover the latter from the former.*

a b c d
A/ ® C (o) Incidence Matrix Intersection Profile Adjacency Matrix
\¢ @
(3]
B [6)
(8)
0

Figure 5. An example hypergraph and its corresponding incidence matrix,
intersection profile, and adjacency matrix. Nodes are labeled 1-8 and hyperedges
are labeled a-d.

From the incidence matrix, it is also possible to obtain the adjacency
matrix as A = II7 — D, where D is the diagonal matrix (Fig. 5d). A non-
zero entry in A, indicates the number of hyperedges that nodes i and j share
membership. This transformation, however, involves loss of information
on higher-order relationships, as the size of the hyperedges in which i and
Jj jointly occur can no longer be obtained from A. Indeed, the adjacency
matrix is a common means of representing dyadic network data.

Measuring Higher-Order Structure

The goal of network analysis is to gain insight into how a system is struc-
tured and the resulting consequences of that structure for system processes.
Network analysts have developed numerous measures to capture diverse
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aspects of network structure (a term that refers to the patterning of con-
nections among nodes) from the level of individual nodes up to the entire
system. While it is beyond the scope of this chapter to comprehensively
cover each measure available to an analyst,* the following sections provide
abroad introduction to a subset of network measures and their higher-order
counterparts that are especially common or used later in this book.

Centrality Measures

Network centrality measures quantify differences across nodes in their
potential importance. They can be based on criteria such as the number
or strength of their connections, or on the extent to which nodes are located
along key paths through the network. The implicit assumption is that nodes
with numerous and stronger connections, or that occupy key positions in
anetwork, have potentially greater influence over or importance in system
processes or dynamics. Within a higher-order context, these notions can
be applied to both the nodes and the hyperedges themselves. Indeed, the
relative positioning of a collection of nodes (that is, a hyperedge) may be
more informative than the positioning of any individual node itself,
depending on the context.

Starting with the simplest centrality measure, degree refers to the num-
ber of other nodes to which a focal node is connected. In a higher-order
context, degree can be defined either as the number of nodes that a focal
node is adjacent to (meaning they have one or more hyperedges in common)
or the number of hyperedges that contain that node (such hyperedges are
said to be incident to that node).** For example, in the hypergraph depicted
in Fig. 5a, node 4 has five adjacent nodes and three incident hyperedges.
Weighted extensions of degree centrality can also be defined to capture
variation across hyperedges in their relative intensity or importance,
although the precise definition of weighted degree (also referred to as
strength) depends on how hyperedge weights are defined.> For example,
hyperedges could receive weights corresponding to how often they occur
or to their size (how many nodes they contain, referred to as cardinality).
Regardless of definition, nodes with a high-weighted degree or strength are
generally predicted to be relatively important or influential in the network.
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Degree (both weighted and unweighted) can also be applied to hyp-
eredges as a function of the number of hyperedges adjacent to a focal
hyperedge. When working with a simplicial set representation, degree
can further be extended to account for whether adjacent simplices are of
a lower or higher dimension (lower and upper degree, respectively).?

Beyond degree, centrality can also be defined in terms of the extent
to which a node (or hyperedge) lies along key pathways within the net-
work. In a dyadic network, a path is a sequence of adjacent nodes, where
no node is revisited (Fig. 6); if a node can be revisited, this is called a
walk. The shortest path between two nodes is often assumed to be the
most efficient route when considering flows on the network of informa-
tion, resources, material, and so forth. Building on this concept, we can
define measures, such as betweenness centrality (the number of shortest
paths between pairs of nodes that pass through a focal node), closeness
centrality (the mean length of the shortest paths from a focal node to all
other nodes in the network), harmonic centrality (a variant of closeness
centrality that can be applied to disconnected networks), or eccentricity
(the longest path length across all the shortest paths between a focal node
and all other nodes in the network).?

In a hypernetwork, it is often more useful to define paths on the hyp-
eredges rather than the nodes and then adjust the above definitions of
path-based centralities accordingly.’” A notable difference between dyadic
and higher-order paths is that higher-order paths can vary in both length—
the number of hyperedges in the path—and width—the number of nodes
at which two hyperedges intersect (Fig. 7). This has led to the develop-
ment of s-closeness centrality, s-harmonic centrality, s-betweenness
centrality, and s-eccentricity,* where s refers to the minimum intersection

I For a comprehensive treatment of these concepts, see Ernesto Estrada and Grant
J. Ross, “Centralities in Simplicial Complexes. Applications to Protein Interaction
Networks,” Journal of Theoretical Biology 438 (2018): 46-60, https://doi
.org/10.1016/j.jtbi.2017.11.003; and Daniel H. Serrano and Dario S. GOmez,
“Centrality Measures in Simplicial Complexes: Applications of Topological Data
Analysis to Network Science,” Cornell University Algebraic Topology, arXiv (2020),
1908.02967, https://doi.org/10.48550/arXiv.1908.02967.
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size necessary to be considered a valid path. Thus, a 1-path is one where
each pair of adjacent hyperedges in the path share one or more nodes, a
2-path requires that each pair shares two or more nodes, and so on. As
with degree centrality, when working with a simplicial set representation,
these measures can also take into account whether adjacent simplices are
lower- or upper-adjacent.”

Figure 6. The shortest path connecting nodes 1 and 9 is highlighted in orange and
consists of the sequence of nodes {1, 3, 6, 8, and 9}. Longer paths also exist between
these nodes (for example, {1, 3, 6, 5, 7, and 9}).

A E

L

Figure 7. Hypernetwork paths have both length and width. For example, the
intersection between hyperedges A and D in the graph is of size 1 (node 6), while all
other intersections are of size 2. If paths are restricted to follow intersections of size
2 or greater, then no valid path exists between hyperedges A and D. Hyperedge A
has the highest 2-betweenness centrality (meaning paths can traverse intersections
of size 2 or greater), as all the shortest paths starting or ending at hyperedges B or C
must pass through A.
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A final class of centrality metrics introduced here is eigenvector
centrality, which quantifies a node’s centrality in a way that accounts for
the centrality of the nodes to which it is connected. For a dyadic, graph-
based network, this is typically derived from the first eigenvector of the
adjacency matrix.* A node’s eigenvector centrality is proportional to
the sum of the centralities of its network neighbors. Put simply, nodes
with high eigenvector centrality tend to be connected to many other
nodes, that, in turn, are connected to many nodes. It captures the fre-
quency of arriving at the node by a random walk across the network.
Variants of this approach include measures such as Google’s PageRank
approach for ranking the importance of websites.* Approaches for cal-
culating eigenvector centralities appropriate for higher-order networks
include using the adjacency matrices of bipartite graphs*> and tensor-
based methods.*

Clustering and Embeddedness

In addition to centrality, network measures can also characterize a node’s
local environment in terms of how tightly clustered its neighbors are to
one another. Specifically, the clustering coefficient measures the extent
to which a node’s immediate network neighbors tend to be directly con-
nected to themselves. More formally, a focal node i’s local clustering
coefficient is the ratio between the actual and potential number of closed
triads in the neighborhood of , where a closed triad among nodes {4, j, k }
mean that edges (7, j), (i, k), and (j, k) all exist.

These concepts of triadic closure and clustering coefficients have
been extended to higher-order networks in various ways. For example,
Greening defined local clustering coefficients on simplicial sets as the
extent to which nodes that are part of a simplex with focal node, i, also
interact with one another in another simplex of the same size.* Another
approach has been to define clustering coefficients for hyperedges as the
number of s-triangles involving a hyperedge f divided by the number of
s-wedges centered on hyperedge f. An s-triangle is defined as a closed
s-path of length 3, where closed means that the path starts and ends at
the same node, and an s-wedge is an s-path of length 2 (Fig. 8). As with
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the path-based centrality measures above, s refers to the minimum per-
missible intersection size between adjacent hyperedges that can be con-
sidered as part of a valid path.*

A B
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Figure 8. A) An s-triangle where s = 2. Note that an s-wedge centered on A also
exists here. B) An s-wedge centered on hyperedge A for which no corresponding
s-triangle exists.

A

Another measure that captures aspects of the local environment of a
higher-order interaction is sub-edge density. Whereas sub-edge density
is defined for networks by the density of edges in randomly sampled
induced subgraphs,* for hypernetworks it is defined as the proportion of
possible subsets of the nodes making up a hyperedge of size 3 or greater
that also exist in the hypernetwork. For example, imagine the hyper-
edges {a,b,c}, {d,e, f}, {a,b}, {a,c}, {b,c}, and {e, f}. The hyperedge
{a, b, c} has a higher subedge density than hyperedge {d, e, f} because
of the absence of hyperedges {d,e} and {d, f}. Put simply, subedge
density captures the extent to which nodes that interact in a group of a
given size also interact in smaller groupings. This measure may reflect

§ Additional variants of the clustering coefficient suitable for higher-order networks
are discussed in Ernesto Estrada and Juan A. Rodriguez-Velazquez, “Subgraph
Centrality and Clustering in Complex Hyper-Networks,” Physica A: Statistical
Mechanics and Its Applications 364 (2006): 581-94, https://doi.org/10.1016/]
.physa.2005.12.002; and Wanding Zhou and Luay Nakhleh, “Properties of Metabolic
Graphs: Biological Organization or Representation Artifacts?”” BMC Bioinformatics
12 (2011): 132, https://doi.org/10.1186/1471-2105-12-132.
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how vulnerable a higher-order structure is to targeted removal of specific
nodes. Hypernetworks with higher subedge density are likely to be more
robust to node removal, as there are likely to be more hyperedges involv-
ing neighbors of the affected node that can maintain connectivity in that
node’s absence.

Network-Level Measures of Structure

In addition to considering measures that offer insight into the relative
importance of particular nodes or hyperedges, we can use metrics that
characterize structural patterns at the level of the entire network. A
simple approach is to take the mean of node or hyperedge-level structural
measures (for example, mean degree centrality). Similarly, measures
such as the clustering coefficient or sub-edge density can be defined so
they capture network-level patterns. For example, the s-global clustering
coefficient can be defined as the ratio of the total number of s-triangles
to s-wedges, multiplied by three.* A hypernetwork with a high s-global
clustering coefficient is one in which hyperedges tend to form dense
local neighborhoods, where adjacent hyperedges tend to share at least
s nodes in common.

Beyond the triangle substructures that tend to be the focus of clus-
tering coefficients, approaches have been developed to examine the
occurrence of a variety of substructures formed by groups of nodes or
hyperedges. When a particular substructure configuration is overrepre-
sented in a network, relative to the frequency expected by chance, such
substructures are referred to as network motifs (Fig. 9).# Enumerating
the presence and types of motifs in a (hyper)network can offer insight
into how that network is likely to function. For example, a well-studied
network motif in dyadic networks is the feed-forward loop, a 3-node
configuration where one node sends both a direct outgoing connection
to a second node and an indirect connection to that node by way of a third
(Fig. 9a). Because of the time delay for signals traveling along the indirect
versus direct path, this motif can function as an activator that is sensitive
to sustained stimulation but rapidly deactivates when the stimulus is
removed.”® As another example, the bi-parallel motif may reduce flow
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across each path but increase the likelihood that the destination node will
be reached. Motifs can be extended to hypernetworks to explore whether
groups of hyperedges tend to be interconnected in specific recurrent ways.
Although this work remains in its infancy, it offers great potential to shed
light on the formation and functioning of higher-order systems.>'

A Mo

Feed-forward loop Bi-fan Bi-parallel
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Figure 9. Examples of motifs for dyadic networks.

A final set of approaches introduced here are used to infer grouping
patterns among nodes, either as a function of node-level traits (that is,
assortativity) or by identifying clusters of densely interconnected nodes
(referred to as community detection). Assortativity captures the extent
to which nodes tend to be connected to other nodes that are either similar
or dissimilar to them in regard to some node-level trait (referred to as
homophily and heterophily, respectively).” In social networks, for exam-
ple, individuals are often more likely to be connected to others who share
their hobbies, religious beliefs, political affiliation, socioeconomic status,
and so forth. Similarly, community detection seeks to identify groups of
especially strongly connected nodes.” For example, in a scientific col-
laboration network, we might expect to find a higher density of connec-
tions among scientists working in the same or related fields (ecology and
evolutionary biology) than among those working in very different fields
(ecology versus astrophysics). It is important to note that unlike with
assortativity, node-level labels (in this example, the scientific fields) are
not used to define the community. Instead, community detection algo-
rithms identify subdivisions based purely on the patterning of connections
across nodes, searching for groups of relatively densely connected nodes.
Node-level traits, however, may be useful in making sense of the com-
munity structure identified by an algorithm.
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In a higher-order context, concepts of assortativity and community
structure are more challenging to define. For instance, when hyperedges
vary in size, how should this information be considered when determining
whether two nodes are part of the same community based on shared
hyperedge membership? Nevertheless, several community detection
methods suitable for higher-order networks have recently been proposed,
including hypergraph modularity maximization approaches,* spectral
clustering,” and model-based approaches.*

Software Packages for Higher-Order
Network Analysis

A proliferation of software packages suitable for analyzing and modeling
higher-order networks have emerged in recent years, including many used
in the R and Python open source computing environments. In R, the
packages hypergraph® and HyperG* offer functions for storing and
manipulating hypergraph data, calculating an array of hypernetwork
measures, and producing sample hypergraphs with generative models.
Similarly, in Python, the packages XGI,*°* HyperNetX,* and Hypergraphx*'
offer functions for storing and manipulating higher-order network struc-
tures, calculating a variety of network metrics, creating network visual-
izations, and generating simulated higher-order networks. The KaHyPar
package provides algorithms for hypergraph partitioning and can be used
in both Python and Julia.®

Conclusion

The surge of interest in higher-order networks brings with it both exciting
opportunities and significant challenges for the study of complex systems.
It is not possible here (nor was it our aim) to comprehensively review the
rapidly developing field of higher-order network analysis. It is our hope,
however, that this section has provided a useful introduction to many of
the approaches used in the analysis of both dyadic and higher-order net-
works, laying the groundwork for the remaining chapters of this volume



A Primer on Higher-Order Networks 27

that apply these and related techniques to generate insights into the
structure and behavior of a diverse array of higher-order systems.
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CHAPTER 2

From Logs to Dynamic
Hypergraphs: Identifying
and Interpreting
Anomalous Cyber Activity

Emilie Purvine and Helen Jenne

Critical infrastructure, the military, and the government rely on cyber
networks to gather and disseminate information. Unfortunately, these net-
works are far from being immune to compromise. Adversaries constantly
attempt attacks from denial of service to exfiltration to degrade perfor-
mance and confidence. Cyber security—the protection of these critical
cyber systems and data from attack and unauthorized access—encom-
passes many things including network design and configuration, vulnera-
bility assessment, malware analysis, alert triage, and real-time analytics,
all of which require careful modeling of the complex relationships among
computers, users, protocols, and data on the systems. In this chapter we
will show by example how hypergraphs can be used to model these complex
relationships and provide insight into critical cyber systems.

To enable cyber defenders to protect these elements nearly every
action on each system and across the network are logged for real-time
and forensic analysis. These logs, the structure of which can vary from
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system to system and log type to log type, tend to be high dimensional
with heterogeneous, mostly categorical dimensions. In network traffic
logs the typical dimensions are source and destination Internet Protocol
(IP) address (identifiers for the systems sending and receiving informa-
tion), source and destination port (the digital doors that the information
flows through at the sender and recipient), number of packets and bytes,
network protocol (a very high-level type for the communication), and a
timestamp and duration. In this type of data, the IP addresses, ports, and
protocol are categorical, while bytes and packets are numerical. Host logs
may contain different information depending on what is being logged.
For instance, authentication events will include the username and the
success or failure of login attempts, process logs can include the specific
executable being run, file logs indicate which file is being touched. While
there are several other types of logs, this high-level overview is meant to
emphasize the complexity and variability of the data rather than provide
a comprehensive introduction to log data.

Cyber defenders often rely on commercial or open source intrusion
detection systems to look for signatures of activity that aligns with threat
intelligence reporting. While these systems have their place in identifying
and stopping known bad behavior, they are not as useful for defending
against novel adversary activity, called zero-day attacks. To address
emerging threats there has been increasingly more research into using
machine learning (ML) to analyze behaviors without the need to define
a large collection of rigid signatures. A recent survey of 117 papers on
cyber threat hunting published between 2014 and 2024 categorized the
approaches into supervised, unsupervised, and graph-based.®® Notable
methods within these categories include DeepLog,* which leverages a
long short-term memory neural network model to identify anomalous
logs, and Log2vec,* which constructs a graph from logs and then uses a
graph embedding to represent the graph as a vector. Due to the challenges
posed by imbalanced data, many approaches use autoencoders® ¢ or
graph algorithms,® - 707 rather than traditional supervised learning.
While ML methods often report high accuracy, a 2022 study of five state-
of-the-art deep learning methods observed that due to issues, such as
training data selection strategy, highly imbalanced data, and data noise,
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all studied models did not always work as well as they claimed in their
papers.” Additionally, ML methods often lack the explainability needed
to help analysts understand why certain activity was flagged as unusual.
Our approach, using hypergraphs and topological data analysis, aims to
address explainability without sacrificing flexibility.

In the following sections we will show through examples how hyper-
graphs can be used for the dynamic analysis of cyber logs. Because of
the complexity of cyber systems and their log data we suggest that using
hypergraphs to develop analytics provides an important perspective on
the data that other methods lack, namely the ability to capture multiway
relationships in a way that enables analyst insight. We begin by introduc-
ing a particular dataset that will serve as our test set for the chapter and
show how that data can be modeled and analyzed using dynamic hyper-
graphs. Then, we show how tracking the dynamics of simple hypernet-
work science metrics captured some unusual activity. Finally, we explain
a topological approach and show how this method identified a highly
interpretable substructure that appeared repeatedly and often pointed us
back to malicious activity in the raw data.

Introducing the Data

Throughout this chapter, to illustrate our methods, we will use the Oper-
ationally Transparent Cyber (OpTC) dataset released by the Defense
Advanced Research Projects Agency (DARPA) in 2020.7 The data were
prepared for the Cyber Hunting at Scale (CHASE) and Transparent
Computing (TC) programs to test scaling of advanced persistent threat
(APT) detection techniques. After an initial period of benign activity on
a simulated network of 1,000 hosts a red team performed APT scenarios
over three days. On the first day, there was a Powershell empire staging
scenario, including initial foothold establishment, lateral movement, and
privilege escalations. The second day included data exfiltration using
Netcat and remote desktop (RDP). The third day is the least noisy, the
main attacks being malicious software upgrades. The benign activity
continued during the red team period. The released dataset represents
logs collected from 500 of the 1,000 hosts.
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The data uses the eCAR format which unifies several types of logs—
including network flow, file operations, process logs, registry interac-
tions, and more—into a single data type to enable comprehensive
analysis. eCAR is an event-based model based on MITRE’s car model’™
where each event has three core components: object, action, and fields.
An object is a type of observable element. Examples are FLOW, FILE,
and PROCESS. An action is an event or state change of an object indi-
cating what objects can do or what can happen to them. For the FILE
object some example actions are CREATE, DELETE, or WRITE. The
additional fields are metadata about the specific (object, action) log.
Each object has its own types of fields, with some overlap. As noted
above, example fields for FLOW are source and destination IP, ports,
and protocol. For a much more comprehensive description of the data
format, see Anjum et al.”

In the four years since the OpTC dataset was released there have been
more than 20 papers focused on the problem of APT detection that use
OpTC to evaluate their proposed methodology. The techniques in these
papers include process tree-based methods,’® ”” provenance graph-based
methods,”® 7 and embedding-based methods.®* 8! Several of these meth-
ods rely only on the object, action, and time fields to augment the object
ID, actor ID, process ID (PID), and parent PID (PPID) identifiers. In
contrast, our work includes many other fields based on the object. Most
other works achieved very high accuracy in identifying APT activity,
more than 98 percent. It is worth pointing out, however, that across the
prior work on the OpTC dataset there is not an agreed-upon labeling
scheme, as discussed by Nikulshin and Talhi.** The red team ground truth
supplied with the dataset is not in the form of labels on the events but
rather a human readable timeline with several PIDs and IP addresses
identified. Between the ambiguity in labeling, and variation in choices
of which subsets of the data to evaluate on, it is difficult to compare
competing approaches. Additionally, the significant class imbalance
makes standard performance metrics, such as accuracy, difficult to mean-
ingfully interpret. For these reasons, in this chapter we do not provide
quantitative metrics but instead focus on how in-depth explorations of
the data, much like a cyber analyst may do when investigating an alert,
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were able to qualitatively tie our hypergraph-based anomalies and obser-
vations directly to malicious activity.

A Dynamic Hypergraph Model
Hypergraphs from Cyber Data

A collection of cyber events of the same type can be considered as a data
table, where each row is an event, and each column is a field. See Table
1 for an example of such a table for the OpTC FLOW object.

mmmm image path

142.20.56.198 | 142.20.59.255 System
864 | 10.20.4.125 224.0.0.252 5355 UbP svchost.exe
864 | 142.20.59.255 | 224.0.0.252 5355 UDP svchost.exe
636 | 142.20.56.198 | 222.206.244.5 | 443 TCP firefox.exe
4 142.20.59.149 | 142.20.59.255 | 138 UDP System
864 | 142.20.59.149 | 224.0.0.252 5355 UDP svchost.exe

Table 1. Sample table of (FLOW, START) events. This represents only a subset of the
additional fields that records of this type have.

Now recall that a hypergraph, H = (V, E), consists of a set, V =
{v, ..., v}, of vertices (or nodes) and a collection, E= (e, ..., e ),
of (hyper)edges where each e, C V. We can think of each edge e € E as
a “behavior” such that each vertex v € e is an entity that exhibits that
behavior in some data. From this interpretation, and the fact that a column
or collection of columns in a data table can be considered as a set of
entities or behaviors, we see that several hypergraphs could be constructed
from a single data table. Take, for example, the image path column in
Table 1. The behavior represented by this column is that a particular
executable starts a FLOW event. The entity that runs this executable is
the source IP. So, we could create a hypergraph H, .= (Src IP, Image
path) to relate those two columns. This is shown in Fig. 1 (Ieft). As another
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example, the image path column could represent the entities, and the
behavior is destination port usage. Here we would create a hypergraph
H = (Image path, Dst Port), shown in Fig. 1 (right). Although the data
for both hypergraphs comes from the same table the structure of the two
hypergraphs is vastly different. In Hsip,im the hypergraph is connected, due
to the vertex 142.20.59.149 running multiple executables. This hyper-
graph construction could give a high-level view of the behavior happening
in a network. A high-degree vertex signifies a very active source IP, and
a large edge can signify a common behavior, such as web browsing and
background operating system processes. On the other hand, H, " has
three disjoint, singleton hyperedges. There are many applications, such
as Firefox, that often use the same or only a few different ports under
normal use. Consequently, this construction will yield hypergraphs with
many duplicate edges and small connected components and will not
provide the same type of overview of behavior across a network. But
when applied to events from an individual source IP it can provide a
granular view of behavior that is very useful to track over time, as large
changes in structure can indicate misuse.*

©10.20.4.125 2 svchost.exe

(. 142.20.59.149 (e )42.20.56.198
System
©142.20.59.255 ©System o firefox.exe
138

Figure 1. Two example hypergraphs from Table 1 formed by choosing a column to
represent vertices and a column to represent edges. (Left) V= Src IP, E = Image path.
(right) V=1mage path, E = Dst Port.

From just these two examples we see that the types of cyber activity
that can be captured and the conclusions drawn depends on the lens
through which you look at the data. In the next two sections we will walk
through some observations for a single hypergraph construction as an
illustrative example of the approach, but exploring several constructions
is worthwhile to gain different kinds of insight.
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Dynamic Hypergraphs

We showed two examples of hypergraph creation from the FLOW data
in Table 1 but there could be several more, especially if all possible
FLOW columns are considered. But what was missing from consider-
ation in this table and the hypergraph constructions is the timestamp
column. Each FLOW event has a start time and duration, and the activity
on a network throughout an hour, day, week, or more has high variance.
Adversary actions take place sometimes very quickly and other times
slowly over the course of time. This points to the need for a dynamic
analysis of the data, which, for our approach, requires the notion of
dynamic hypergraphs.

There are two basic ways to define dynamic hypergraphs: continuous
and discrete (or “time-windowed”). In the continuous case, a hypergraph
is constructed for every point in time, ¢ € R* (here 7 represents a single
instance in time). Namely, H = (V , E)) where both V and E contain only
those nodes and edges (entities and behaviors) that are active at time ¢.
In the context of cyber data, only the log records where # falls between
start time and start time plus duration contribute to H. Typically, in the
context of cyber data, this results in an incredibly sparse hypergraph and
is too variable to really learn anything from. Instead, we use discrete time
dynamic hypergraphs built from time windows. Given a ¢t and At a hyper-
graph H, =V, ..p E,..ay) 18 constructed by considering nodes and
edges that are active any time within the window. In other words, any
record whose [start, start + duration] window overlaps [¢, t + At] is used
in creating the hypergraph. This notation is very clunky so in the remain-
der of this chapter we will state a window length (Af) and step (r) and
create a sequence of hypergraphs {H },  where H.:=H__ ., .. Typically,
7 is some portion of At, for example, 7 = At/2.

Dynamics of Basic Hypernetwork Measures in OpTC

While there are many tools to visualize (even large) graphs to get a sense
of their structure, hypergraphs quickly become challenging to visualize
and derive insight from. To understand the structure of the hypergraphs



36 Higher-Order Network Methods for Intelligence Applications

we constructed and how they evolve over time, we began with lightweight
analytics from hypernetwork science. By beginning our analysis with
straightforward hypernetwork science metrics, we establish a baseline to
which we can compare our topological metrics in the next section. If one
of our topological metrics correctly picks out a hyperedge, vertex, or time
period as anomalous that hypernetwork science measures miss, this
indicates that topology provides valuable insights.

In this section we will show some examples of the evolution of hyper-
network science measures for time-windowed dynamic hypergraphs with
At = 10 minutes and 7 = 5 minutes. Vertices represent (source IP, host-
name) pairs and edges represent (destination IP, destination port) pairs.
In this construction we think of vertices as representing individual com-
puters and hyperedges as groups of computers sharing the behavior of
communicating with a destination IP on a particular port.

On the first day of the evaluation data, the hypergraph metrics do not
appear to reveal any red team activity, but they do provide insight into
the structure of the hypergraphs. In the top row of Fig. 2 we see that
although there are only between 700 and 800 nodes in the hypergraphs,
the maximum edge size is typically around 400 nodes, meaning nearly
half of the computers communicate with the same destination port on the
same destination IP. The number of edges is around 115 with maximum
degree around 50, so during each 10-minute interval there is typically at
least one computer that communicates with close to half of the (destina-
tion IP, destination port) edges. There is a small spike in number of nodes
around 9:30 which appears to be related to startup activity in the simulated
benign traffic. On day 2 of the evaluation data the story is different. Here
these simple measures of edge count and maximum degree are able to
pick up on some malicious activity, namely the use of Deathstar to auto-
matically enumerate the domain around 11:00. This is shown in the
bottom row of Fig. 2. The spike in number of nodes and maximum edge
size around 10:00 is unrelated and instead reflects startup activity similar
to what was observed on day 1.

There are several other basic hypernetwork science measures that we
could (and did) consider, including relative Hausdorff distance®* of degree
and edge size distributions, largest node and edge equivalence classes,
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and number and size of s-connected components.* For the sake of space
we do not include the plots here but note that in our analysis these mea-
sures reflected the same story as the ones pictured in Fig. 2, that nothing
malicious was seen in day 1 and the Deathstar activity was captured in
day 2. In the next section we define and show how some topological
analysis can pick out both the loud Deathstar activity and some subtle
malicious activity on days 1 and 2.

Figure 2. Number of vertices, edges, maximum edge size, and maximum degree of
V= (source IP, host), E = (destination IP, destination port) hypergraphs on Day 1 (top)
and Day 2 (bottom).

Topology Identifies Interesting Substructures

In this section we survey results from Jenne et al.,*® in which we studied
the fopological structure of the time-windowed hypergraphs introduced
in the prior section. We found certain substructures that represent
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“topological holes” captured activity performed by the red team actors
that, in some cases, hypernetwork science measures did not identify.

Intuition of Homology

Topology is the field of mathematics concerned with identifying fea-
tures in a topological object! that are preserved by continuous defor-
mation. The quintessential example is that a coffee cup and a donut are
topologically equivalent because they each have one loop (the donut’s
hole and the coffee cup handle) and can be continuously deformed into
each other without tearing, gluing, or poking holes. The tool in topology
that we use to identify these topological features is called homology.
Introducing the theory of homology is beyond the scope of this paper,
so instead we will provide some basic intuition and point the reader to
standard algebraic and computational topology texts for more details.”
88.89 Given a topological object, its homology in dimension k is the
number of k-dimensional “holes” or “features,” that is, loops that are
not boundaries of k¥ + 1-dimensional structures. For example, the
1-dimensional circle (shown in Fig. (b) is a 1-dimensional homological
feature. But in Fig. (c), this circle is the boundary of a 2-dimensional
disk, so the disk has no 1-dimensional homological features. In general,
0-dimensional homological features are connected components (see
Fig. (a), 1-dimensional features are loops, 2-dimensional features are
trapped voids (like the inside of a hollow sphere, as in Fig. (d), and so
on for higher dimensions.

This intuition and theory of homology applies to topological spaces,
but a hypergraph is not a topological space; there is no notion of “con-
tinuous deformation.” Therefore, we must transform a hypergraph into
something topological to apply homology. A recent paper by Gasparovic
et al.”” surveys several methods to transform a hypergraph into a topo-
logical object to apply homology. Our work®! uses the “nesting com-
plex,” another name for the restricted barycentric subdivision (RBS)
that appears in several studies.>** To define the RBS, we first need the

q A topological space, simplicial complex, manifold, and related objects.
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notion of a simplicial complex. Like a hypergraph, a simplicial complex
has a set of vertices, X, and a nonempty set of subsets of X, A, called
simplices instead of edges. There is an additional restriction to require
that if 6 € A and 7 C ¢ then 7 € A. In other words, A is closed under
the subset relation. While we won’t use it in this paper, it’s worth pointing
out that there is a straightforward way to construct a simplicial complex
from a hypergraph. For each hyperedge e € E adding all subsets of e
creates the hypergraph closure®* Some of our other work® uses the
closure construction; the decision of which homology theory to use is
highly dependent on the choice of hypergraph construction. In this paper
we will focus on the RBS.

© © O &
(b) (c) (d)

(a)

Figure 3. Four topological spaces illustrating homology in different dimensions:
(a) has two 0-dimensional features, (b) has one 1-dimensional feature, (c) has no
1-dimensional features, and (d) has one 2-dimensional feature.

Given ahypergraph, H=(V, E), its RBS, R(H), is a simplicial complex
formed by letting the vertex set be E and for any chain of included edges,
e, Ce,C---Ce,inHweadd asimplex {e,, ..., e} to A. Notice that
this satisfies the subset closure requirement to be a simplicial complex
because for any chain of inclusions every subchain is also a chain of
inclusions. To illustrate two interesting properties of the RBS we point
to the examples in Fig. 4. First, two hyperedges, e, f, that intersect properly
(that is, one is not contained within the other) are not directly connected
in the RBS. If there is a hyperedge contained in the intersection, g Ce N f,
the intersecting edges will connect through that subset (that is, g connects
to both e and fin the RBS). In the top hypergraph in Fig. 4, the green and
red hyperedges do not have an edge in the intersection whereas in the
middle hypergraph the brown hyperedge is contained in the intersection
and connects the green and red. Second, a loop (or 1-dimensional homo-
logical feature) in the RBS corresponds to an alternating sequence of
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inclusion (a C b) and containment (b D ¢) of hyperedges that returns to
where it starts, e Ce,De,C---De.Wesee this in both the middle-top
and middle-bottom hypergraph in Fig. 4, but not the top left and top right.
In the left hypergraph there is an alternating sequence, but it does not
come back around to end where it started. There are other interesting
properties of the RBS, like bounds on the number of 0-dimensional fea-
tures and ways that higher dimensional features arise, but for those we
point the reader to additional references.”®*” All we will need in this paper
is the observation of how 1-dimensional features form.

g
V7 Q? @

Figure 4. Illustrating the RBS (bottom row) for three example hypergraphs (top row).

A workflow of using RBS homology to identify interesting subsets of
log data is pictured in Fig. 5. From a hypergraph, H, which was constructed
from log data, we create its RBS, R(H). We then apply homology to iden-
tify k-dimensional features in R(H). These features will be subcomplexes
of R(H) and so they identify a subset of edges F' C E (corresponding to
the vertices of R(H) in the homological feature subcomplexes). We can
then zoom into the sub-hypergraph of H restricted to just the edges in F
and explore the data that gave rise to that structure. This is the process we
will follow in the next subsection for the OpTC data.
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PID | SrcIP DstIP Dst Port Protocol | Image Path

4 142.20.56.198 | 142.20.59.255 | 138 UDP System

864 | 10.20.4.125 224.0.0.252 5355 UDP svchost.exe

864 | 142.20.59.255 | 224.0.0.252 5355 UDP svchost.exe

636 | 142.20.56.198 | 222.206.244.5 | 443 TCP firefox.exe

4 142.20.59.149 | 142.20.59.255 | 138 UDP System

864 | 142.20.59.149 | 224.0.0.252 5355 UDP svchost.exe

Age > Pl1D

Sysclient0501 | 4BW2MKUF | 142.20.57.246 | 648
Sysclient0501 | 9HUGDCRL | 142.20.57.246 | 5076
Sysclient0501 | 6H8SZPCW | 142.20.57.246 | 1748
Sysclient0811 | DS8V3RNH | 142.20.59.44 | 3780

Figure 5. Illustrating the workflow from data to hypergraph to topological feature
and back to data.
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RBS Homology in the OpTC Data

Consider again the OpTC data and the 10-minute (source IP, hostname)
versus (destination IP, destination port) hypergraphs introduced earlier.
Recall from Fig. 2 that the number of edges for each time window hovers
around 115. This has the potential to result in a very complex RBS. When
we computed the homology of the RBS for each time window, however,
we identified only a small number of 1-dimensional features, which
implies that this structure is rare and thus perhaps interesting. In Fig. 6,
we show the number of 1-dimensional features for each time window on
both days. Around half of the time windows have no features at all, and
most have 4 or fewer.

Figure 6. Number of 1-dimensional features in RBS of (source IP, hostname),
(destination IP, destination port) hypergraphs on Days 1 and 2.

The interested reader may consult Jenne” for a more comprehensive
exploration of the 1-dimensional features found in Day 2. Here we give two
examples of sub-hypergraphs that correspond to the 1-dimensional features
and explain how they tie back to the data. The first example, in Fig. 7 (left),
is from Day 1 in the 11:30-11:40 time window. Here, the singleton red edge
represents communication over port 80 between the computer of a compro-
mised user and the command and control (C2) server. The other single vertex
edge and the two large edges represent likely benign HTTP communication
to the external internet. This connection back to the C2 server is seen in
several other homological features in other time windows, but it is not
identified by the hypernetwork science measures because of its small size.
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Our second example, in Fig. 7 (right), is from Day 2 in the 11:00-
11:10 time window. The structure is identical to the first example, with
two large hyperedges that intersect and contain two singleton hyper-
edges, but the behavior they represent is slightly different. The blue
singleton edge corresponds to communication with the same C2 server
as before, from the computer of a different compromised user. The two
large edges in this example represent communication with domain con-
trollers (DCs). The biggest difference between this example and the one
from Day 1 is that the second vertex, which is also tied to a compromised
user, is contained in not just 1 but 335 singleton edges. These appear in
the figure as a single green edge since they all contain only this one
vertex. While all these edges use port 135, indicating endpoint resolu-
tion, they have different destination IP addresses in the internal network
subnet. Through a bit of digging into the host logs for this vertex’s IP
and host we tied these edges to the Deathstar reconnaissance activity
that started during this time window.

Figure 7. Examples of sub-hypergraphs tied to 1-dimensional features in the RBS;
(left) Day 1, 11:30-11:40; and (right) Day 2, 11:00-11:10.

These two examples illustrate some of the commonalities among the
sub-hypergraphs corresponding to the 1-dimensional features of the RBS
for each time window. Most of these sub-hypergraphs have a similar
structure of two or more large hyperedges that are pairwise linked by
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singleton hyperedges. The middle hypergraph in Fig. 4 is an example of
this type of structure with three large hyperedges, and the two in Fig. 7
have two large hyperedges. We found that the small edges of the sub-
hypergraphs most often (though not always, as in the green edge of Fig.
7 (left)) represented communication with DCs over port 3268, RDP, or
communication with the C2 server. These are infrequently used and
sometimes malicious communications. For example, while RDP sessions
are often benign, this is how the attackers moved laterally on Day 2. Most
of the large edges, on the other hand, represented common communica-
tions such as talking on port 80 (web traffic over HTTP) or communication
with DCs over ports 135 or 389 (related to lookup of information about
IP addresses in a directory of sorts). The communications that are repre-
sented by the large edges are not malicious, but they tie the small edges
together into the homological cycles.

Itis important to point out that the identification of these homological
features is not necessarily a malicious activity detector. Instead, what we
are finding are rare patterns of behaviors (hyperedges intersecting in
particular ways). Sometimes the homological features turned out to be
built from only benign traffic. But in most cases at least one edge, often
one of the small edges, could be tied to activity of the red team. In fact,
of the 64 1-dimensional features in 31 different time windows on Day 2,
47 of them (73.4 percent) tied back to malicious activity. Although we
did not find all C2 or lateral movement communications within the homo-
logical features, we identified enough to demonstrate the workflow’s
potential to aid a threat hunt analyst. After being notified of these repeated
rare communications through topology, an analyst could then write a
query to search for these patterns elsewhere.

We close this section by hypothesizing why this pattern frequently
links to malicious activity in the data. The first observation is that nodes
that sit within the intersection of large edges represent more active com-
puters which could mean that they are more valuable or accessible to
adversaries. The more communications sent out means possibly more
opportunities to break in. Then, once a computer is compromised, the
things that the adversary will do are likely to be rare actions. They ping
back to the outside C2 server, attempt to exfiltrate data, or move laterally
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to more valuable machines on the network once they have this initial
foothold. If two computers that sit within the intersection of two large
hyperedge both make rare communications (benign or malicious) this
will form a dimension 1 homological feature.

Conclusion

The case study presented in this chapter represents only a portion of how
hypergraphs can be used to model and analyze cyber data. We discussed
in depth an example of how a subtle attack pattern showed up as a sub-
structure identified by applying RBS homology. In some of our other
work we have used different hypergraph constructions and analyses to
find malicious activity and anomalies in OpTC and other data. To give a
few examples, using vertices that represent users and edges that represent
computers identifies lateral movement through the connected component
structure, while weighted measures detect exfiltration, and many con-
struction methods detect noisy ping sweeps and Deathstar activity. We
have also shown that the evolution of hypergraph topology can be used
to identify anomalous time windows.”

In summary, these findings provide strong evidence supporting the
use of hypergraphs to model complex relationships in cyber systems,
but there is no one-size-fits all hypergraph construction or analytic pipe-
line, and more steps are needed to develop this research into usable tools
for analysts. Crucially, researchers must work with cyber analysts to go
beyond quantitative metrics and analyze the types of attacks they cap-
tured and the types of attacks they missed. In cases where the data are
imbalanced, with benign data making up most of the data, and the noisy,
relatively easy to detect attacks making up most of the malicious data,
accuracy is not enough. Working to provide a more holistic evaluation
of novel methods will not only improve the tools derived from research
but will also give analysts confidence in these tools. By embracing the
unique capabilities of hypergraphs to model and analyze dynamic cyber
log data, researchers and cyber analysts can work together to build trust-
worthy tools that enhance detection of complex cyber threats from
evolving adversaries.
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CHAPTER 3

An Invitation to Hypergraph

Motifs for Practitioners
Sinan G. Aksoy

Introduction

Hypergraphs serve as natural models for far-ranging data and systems,
yet there is little consensus on how to effectively analyze hypergraphs in
practice. Arguably, this is not a supply-side problem: given the recent
proliferation of proposed hypergraph methods, practitioners no longer
face a dearth of options. One who, for example, asks a basic question,
such as “which nodes are the most important in my hypergraph,” can now
select between random walk approaches,'® '*' nonlinear eigenvector cen-
trality,'”> 1% degree centrality,'* subgraph centrality,'> and more. Rather,
the challenge is that our understanding of hypergraph methods—and their
efficacy in practice—is still nascent. In many cases, that understanding
is insufficient to help practitioners confidently choose among sometimes
subtly different tools, or even to convince them that hypergraph models
are necessary at all.

Among the many attributes sought when choosing or designing prac-
titioner-friendly hypergraph tools, three stand out: applicability, inter-
pretability, and necessity over graph-based approaches. With regard to
these key qualities, existing methods often fall short. For example, much
of the hypergraph mathematics literature is limited to special classes of
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hypergraphs (for example, uniform, degree-regular) and, hence, lacks
applicability to real hypergraphs, which are frequently messy, nonuniform,
and large. Furthermore, although numerous existing mathematical tools
could be naively applied to hypergraph representations (for example,
linear-algebraic analyses of hypergraph matrices and tensors, topological
invariants), additional work is needed to characterize and explain, in
concrete and accessible terms, the structural properties those tools capture
for hypergraphs. In addition, many purported hypergraph methods do not
take into account the structure that is present in hypergraphs but absent
in graphs. These methods operate on hypergraphs yet (explicitly or implic-
itly) convert them to graph structures to apply graph-theoretic methods.'®
Unsurprisingly, these graph-reduction approaches lose information'”” and
negate the purpose of using hypergraphs to capture higher-order struc-
ture.'**'® In this sense, provable use of hypergraph-native structure is an
important and oft-ignored prerequisite.

In this introduction to the topic, we hope to demonstrate that hyper-
graph motif analysis promises to meet the three attributes noted above.
Hypergraph motifs are small substructures within a larger hypergraph
that are statistically, semantically, or otherwise significant. Across appli-
cations, these motifs themselves may indicate phenomena of interest. For
example, the substructures identified in the earlier chapter by Purvine
and Jenne serve as meaningful motifs for cyber activity. Historically, as
we soon explain, interest in hypergraphs motifs arose naturally in the
corporate governance literature to study interlocking directorates among
company boards, characterize cross-company relations, and identify
corporate elites. When company-board director data are structured as a
hypergraph, interlocking directorates correspond to pairs of hyperedges
with certain intersection patterns—motifs with an immediate domain
interpretation. Furthermore, it is straightforward to show hypergraph
motifs cannot be mined from graph-reductions—they capture higher-
order structure and, thus, require the use of a hypergraph model.

Rather than provide a comprehensive survey of hypergraph motif
methods (akin to Lee, for example),'! this chapter will trace the evolu-
tion of hypergraph motif concepts—providing small examples and
applications to grounding the discussion. Section 2 will outline the
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natural emergence of hypergraph motif analysis in the context of inter-
locking directorates—showing how ideas initially developed within a
narrow context spurred the development of a suite of “metamorphosis”
hypergraph motif measures with applications across domains. Section
3 then traces this idea to today, explaining how recent work on “hyper-
edge triplets” can be framed as a generalization of the concept under-
lying metamorphosis measures. This section contrasts recent work in
this area as taking a “classification” versus “optimization” approach and
discusses application of these methods on several datasets. Section 4
acknowledges several ongoing technical challenges associated with
hypergraph motif analysis.

Although prior knowledge of graph theory is not assumed, it is nec-
essary to clarify some terminology before proceeding. A hypergraph
H=(V,E)is aset of vertices V= {vy,...,v,} and a collection of sets
called hyperedges, £ = (e1,...,e,) Where ¢, CV fori=1,..., m.
Vertices represent entities (such as people), and hyperedges represent
multiway relations between those entities ( such as membership in a
group). Hypergraphs may be represented by an incidence matrix in which
the i, j entry is 1 if v,Ee, and O otherwise. Incidence matrices, in turn,
may be represented by a bipartite graph,” as illustrated in Fig. 1. Conse-
quently, this “hypergraph-bipartite graph”

correspondence''’ means that bipartite

V={v,v, v.}, v,
methods often afford immediate interpre- E={e,e},where °© .
tation as hypergraph methods and vice e, ={v,v},

versa. This is germane because early work
relevant to hypergraph motifs was pro-
posed using the language of bipartite
graphs. Consistent with their usage (and
keeping in mind this equivalency), this
chapter sometimes uses bipartite graph
visualizations to describe hypergraph
motifs considered in these works.

e,=1{v, v, v}

%
N
< .<.<

o=

[0
~

)

Figure 1. A hypergraph, its
Euler diagram, bipartite graph,
and incidence matrix.

** A bipartite graph is a graph whose vertices can be partitioned into two sets of

vertices such that every edge connects a vertex from one set to a vertex from the other.
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Hypergraph Motifs: Early Motivation from
Corporate Governance
Two Scenarios

Researchers of corporate governance studied hypergraph motifs to repre-
sent social scenarios of interest. Consider the following two scenarios
involving two companies, o and f3, and two board members, Juan and Aisha.

1. Juan and Aisha both sit on Company o’s board, and Aisha also
sits on Company f’s board.
2. Juan and Aisha sit on both Company a’s and 3’s boards.

Juan @—— Y X : Co.a Juan X Co.a
Aisha 4 o— Co.B Aisha Co.f
Figure 2. Caterpillar motifs correspond to variants of Scenario 1, while the butterfly
motif corresponds to Scenario 2.

The first scenario is one of a single joint affiliation (membership on
o’s board) with the possibility of a second joint affiliation (as indicated
by Aisha’s membership on a second company board). The second scenario
is one of repeated joint affiliation. Robins and Alexander argue these
scenarios can be understood as atomic substructures for measuring the
interconnectedness of a web of company boards.''> By measuring how
frequently the first scenario (opportunity for remeeting) occurs against
the second (a remeeting), the authors aim to characterize “the extent to
which directors re-meet one another on two or more boards.” ''* In other
words, they posit these scenarios can provide insight into the community
structure of company-board networks.

Fig. 2 abstracts the two scenarios by using a bipartite graph to map
memberships (edges) between people (black nodes) and companies
(white nodes). The first corresponds to what Aksoy calls a “caterpillar”
motif,"* which is simply a bipartite 3-path. The second is called a “but-
terfly,” which is a 4-cycle. Fig. 2 enumerates the ways both motifs can
occur for a given pair of people and companies. Observe that there are
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four ways the first scenario can occur: either Juan and Aisha jointly sit
on a’s or f’s board, and for either case, Juan or Aisha sits on the other
company board.

Using these two motifs, Robins and Alexander propose a global mea-
sure of directorate interconnectedness for any collection of companies (for
example, those from a given industry or country). Their measure, which
we call the (global) metamorphosis coefficient, is based on the relative
counts of caterpillars to butterflies. More precisely, the global metamor-
phosis coefficient M of a =company-board network H is defined as:

M(H) = 4 - caterpillar count in H

butterfly count in H

The factor 4 appears in the numerator because there are four cater-
pillars in each butterfly, thus ensuring M(H) is normalized between 0 and
1. Large values of M(H) close to 1 mean that in that network, board
members tend to remeet on other boards, whereas values closer to 0
suggest they do not, and in this sense are siloed.

Network 1 Network 2
Co.1 Co.2 Co.3 Co.1 Co.2
A,B B,C A,C A,B,C A,B,C
Co.4 Co.5 Co.6 Graph Projection
Comembership
S B,C A,C Graph for Network 2
land2 5

Figure 3. An example of two company-board networks with equivalent graph
projections but differing global metamorphosis coefficient.

To garner further intuition for M(H), it is helpful to consider how this
quantity differs across two toy company-board networks. Fig. 3 illustrates
an interesting example that shows metamorphosis can capture differences
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otherwise lost by graph approaches.'”” Notice that in Network 1, every
board member who sits jointly with another on a company’s board remeets
that board member on one out of three of the other company boards on
which they sit. For example, A sits jointly with B on Company 1, and A
also sits on Company 3, 4, and 6 but only remeets B on Company 4. This
holds true for every board member; this network has M = 1/3. In contrast,
for Network 2, board members sitting jointly on one company board
remeet on all other boards; this network has M = 1. Despite these differ-
ences, the comembership graph (linking board members to one another
if they sit jointly on the same board) of these networks is identical: in
both networks, each pair of board members sits jointly on two boards
together. This, as well as more comprehensive and sophisticated exam-
ples,™ illustrates how hypergraph motifs can capture relationships other-
wise lost in graph representations.

Other Applications and Local Versions

Caterpillar and butterfly motifs are germane to a variety of other appli-
cations. In bibliographic data, for example, metamorphosis can capture
the extent to which coauthors repeat their collaborations; in passenger-
flight and other travel data, the reoccurrence of cotravelers; and in dis-
ease-gene associations, how mutations in joint genes are implicated in
the development of multiple diseases. In a recent application, butterfly
motifs were used to study US Congressional and Senate voting data.''®

Although widely applicable, the metamorphosis coefficient is also
limited because it is a global summarization of motif structure. In the cited
domains, where and how these motifs involve entities—not just their total
counts—may provide critical information. One might ask, for example,

11 The reader may notice if one were to form a “board-overlap” graph linking
companies with interlocking boards from Networks 1 and 2, the graph would be
different. Kirkland (see endnote 32), however, shows the dual pair of hypergraph
clique expansion (akin to the comembership graph) and line graph (akin to the
board-overlap graph) is still insufficient to uniquely reconstruct a hypergraph.



An Invitation to Hypergraph Motifs for Practitioners 53

what is the metamorphosis of a particular author, paper, traveler, flight—or
even of a given authorship (that is, author-paper pair). Motivated by this,
Aksoy, Kolda, and Pinar proposed local metamorphosis coefficients for
bipartite nodes and edges (in hypergraph parlance: nodes, hyperedges, and
vertex-hyperedge memberships).'”” By doing this, one can obtain raw and
normalized rankings based on
how frequently entities partic-
ipate in motifs. These rankings
may identify critical entities in
data based on their structure
alone. For example, consider a
hypergraph formed from dis-
ease-gene associations listed in
the public database DisGeNET.
Fig. 4 plots a distribution of the
raw count of butterfly motifs
containing a given (disease-
gene) association, in log scale. Here, the pair with the highest count is
(breast cancer, TNF), where TNF is a critical gene implicated not only in
the pathology of breast cancer and other cancers, but also liver fibrosis,
Alzheimer’s, and inflammatory diseases.

Figure 4. Butterfly count distribution.

Hyperedge Triplets: Classification
versus Optimization

A richer and more general perspective on the structure captured by cat-
erpillars and butterflies can be obtained by viewing them through the lens
of hypergraphs, rather than the associated bipartite. When viewed as a
hypergraph, it becomes clear that butterflies and caterpillars describe
different possibilities for how two hyperedges can intersect. Fig. 5a illus-
trates the hypergraph form of a butterfly and caterpillar that consists of
two hyperedges and two nodes, where the numbers denote the number
of vertices belonging to that “region.” Drawn in this way, we can see
these motifs differ in two simple yet critical areas:
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e  Which “regions” do or do not contain vertices, and
e The sizes of the “regions.”

More formally, for hyperedges X and ¥, the three possible regions
are: the intersection X N'Y, and the differences between the hyperedges,
X \Y and Y \ X . Generalizing this idea, richer connectivity patterns
emerge when we consider three hyperedges. Figs. 5b and 5c show that,
in this case, there are seven possible regions. These observations highlight
an important difference between hypergraph and graph motifs: for graphs,
since every edge has size exactly two, these regions (intersections and
set differences between edges) always have size at most one. In this sense,
there isn’t a graph notion of “region size” beyond binary.

oG &

(a) A caterpillar (top) and b) The template for c) A hyperedge
butterfly (bottom) motif h mot|f20 from Lee, trlplet with example
drawn as hypergraphs. Ko, and Shin. region sizes.

Figure 5. Hyperedge pair and triplet motifs. Colored regions indicate the existence
of vertices while white regions indicate their absence.

From Hyperedge Pairs to Triplets

More recent work on hypergraph motifs has focused on hyperedge triplets.
Triplet intersection structure is more expressive and nuanced than that in
hyperedge pairs (as seen by the greater variety of region types in Fig. 5),
and triplets can still be regarded as small substructures that are abundant
in data and computationally tractable to those here. Two approaches to
studying hyperedge triplets center on classification and optimization. In the
classification approach, one aims to mine and categorize hyperedge triplets
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according to their type, which is based on which regions contain vertices.
Lee, Ko, and Shin take this approach, observing that there are (up to sym-
metry) 30 different hyperedge triplet types, which they call h-motifs."* The
output of this approach is a motif census: a hyperedge triplet count for each
of these 30 types. Fig. 5b gives an example of one such type, h-motif 20,
where the absence of color means that no vertices belong to that region.

A drawback of this approach is that it applies a binary criterion to
classify hyperedge motifs. This ignores the relative sizes of hyperedge
regions, which can carry important information and vary widely within
a particular motif type. For instance, a pair of company boards overlap-
ping in 1 percent versus 99 percent of their board members (that is, nearly
disjoint versus nearly identical) would still be categorized as instances of
the same hyperedge motif type: one in which all regions have some num-
ber of vertices. To address this shortcoming, Niu, Amburg, Aksoy, and
Saryiice consider hyperedge triplet motif mining instead as an optimiza-
tion problem.""” Here, the goal is to find and quantitatively score hyperedge
triplets according to how they optimize user-chosen weight functions,
based on the relative sizes of regions. To define this weight function
precisely, for a hyperedge triplet " = {a, b, ¢} and subset XC T, let N(X)
be the function that picks out vertices shared across every hyperedge in
X that are not in other hyperedges in 7.

N(X)_<ﬂx>\ U =

rzeX zeT\X

Applying this function to each possible subset of a hyperedge triplet
yields all possible regions, which fall naturally into three categories:
independent (R ), disjoint (R,), and common (R,). Color-coded orange,
green, and purple, respectively, in Fig. 5.

Rl = {N(a)v N(b))N(C)
e Ry={N(a,b),N(b,c),N(a,c)}
R3 = {N(a,b,c)}
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The three region types are then used to formulate three notions of
hyperedge triplet weight.'? Namely, the independent, disjoint, and com-
mon weights, W, W, W,, are defined by:

minXe(T) |IN(X)]
W;(T) -

N 14 Zi>j er(f)|N(X>|

Stated equivalently, this weight function takes the minimum size of
the target region (the numerator) relative to the sum of the sizes of
“deeper,” higher-intersection regions (the denominator). There are several
rationales for this definition. For instance, the minimum is chosen here
to avoid misrepresentation if one region dominates the others, reflecting
the idea that a group is only as strong as its weakest link. Of course, there
are many ways to define hyperedge triplet weight; (see Niu, page 4)'*' for
a discussion of potential pros and cons of other closely related weight
definitions. For the example, in Fig. Sc, we have the following:

min (4,5,7) 4
le = —
1+(2+2+3+1) 9
min (2,2, 3)
=~ /-1
e 1+1
ngiri(l)_l

Hyperedge Triplets in Data

Definitional subtleties aside, an attractive feature of the above weight
function is that it affords a simple interpretation: a hyperedge triplet
with high independent, disjoint, or common weight reflects that these
hyperedges are: 1) least similar to each other, 2) have the highest pair-
wise but not groupwise correlation, or 3) are the most similar to each

other. Applying maximum-triplet-finding algorithms from Niu,!?* and
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available at: github.com/pnnl/hyperedge-triplets, we compute the fol-

lowing maximum triplets for three different datasets: Amazon-Books,

Amazon-Tools,"” and MovieLens."*

e In Amazon-Books, a hypergraph where vertices are user-ratings
and hyperedges are books, a maximum weight disjoint triplet is
{Outlander, Dark Places, and The Fault in Our Stars}. Itis worth
noting that Outlander predates the other two books. The fact that
this triplet has a large two-way (but not three-way) intersection
suggests Outlander may serve as a type of “steppingstone” in
connecting a multigenerational audience of popular fiction.

e In Amazon-Tools, a hypergraph where vertices are user-ratings
and hyperedges are tools, the maximum weight independent
triplet is a flashlight from J5 Tactical, a screwdriver bit set from
1000 DeWalt, and a helping hand magnifier from Sona Enter-
prises. That these maximize the independent weight aligns not
only the different purposes of these tools, but their different target
audiences: the flashlight is military-grade, the screwdriver set is
for general, commercial use, and the magnifying class is a spe-
cialized tool for hobbyists, soldering, and jewelry-makers.

e In MovieLens, a hypergraph where vertices are user-ratings and
hyperedges are movies, maximum common weight triplets pick
out movie franchises, such as Lord of the Rings or Star Wars.

Local Triplet Counting

Just as we saw that local versions of metamorphosis-coefficients were
derived in Aksoy et al.’s “Measuring and Modeling,'* in Retrieving Top-k
Hyperedge Triplets, Niu et al.'*® also propose a local approach for finding
hyperedge triplets containing user-specified hyperedge(s). Once provided
with a hyperedge of interest, local approaches can aid in discovery and
data exploration: finding, for example, that a high independent or common
weight triplet containing a hyperedge X will yield other hyperedges both
highly uncorrelated and correlated to X. Consider a recipe-rating dataset
taken from 18 years of recipes on Food.com,'?’ structured as a hypergraph
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where user-ratings are vertices and recipes are hyperedges. Suppose the
hyperedge “Really Good Vegetarian Meatloaf (Really!)” is chosen as a
query hyperedge for alocal triplet search. Here, a high independent-weight
triplet incident to this hyperedge will yield recipes that are challenging
for vegetarians. Indeed, the maximum weight independent triplet con-
taining this hyperedge yields two meat options: “Tortured Chicken-Beer
Can” (a recipe in which beer is grilled within a chicken) and “Zesty
Low-Fat Chicken Breasts” (a healthy option). Although the insight that
meat is repellent to a vegetarian is wholly unsurprising, it is encouraging
that this hyperedge motif method, which is unaware of entity labels or
meaning and is based solely on network structure, returns results with
clear meaning and interpretation. In data with incomplete or unreliable
labels, such unsupervised approaches may be particularly useful for dis-
covering new relations to an entity of interest, or as features within
machine learning frameworks.

Conclusion

Hypergraph motif methods have evolved with applications in mind.
Although the recent explosion in hypergraph algorithms has prompted
new motif method proposals, most remain nascent and have yet to be
widely tested in practice. Motif concepts are flexible, naturally apply to
far-ranging data, can provide simple and interpretable insights, and prov-
ably pick up on hypergraph-native structure inexpressible by graphs,
however. For these reasons, hypergraph motif approaches are a prime
candidate for practitioners interested in analyzing hypergraph-structured
data and networks.

In this chapter, we have mostly focused on discussing different for-
mulations for hypergraph motifs, grounding each hypergraph motif con-
cept with examples and interpretation. Although contrasting these
conceptual differences is helpful, we have not delved into two key tech-
nical challenges: algorithmic and inferential. First, designing compute
and memory-efficient algorithms for enumerating and counting motifs is
challenging for graphs—and even more so for hypergraphs. Here,
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distributed and parallel algorithms, as well as random sampling meth-
ods'?* ' that return approximations of motif information, are powerful
approaches. Second, although scalability tends to be a primary concern,
an oft-ignored yet natural question arises after motifs are computed: to
what extent can motif occurrences be explained by randomness or as a
result of lower-order properties of the data? One approach to rigorously
answering questions about motif significance is to analyze a random
hypergraph null model as a baseline. Here, too, a plethora of proposals
exist, from variants of hypergraph Chung-Lu,"* ! to hypergraph BTER,'*
to hypergraph stochastic block models.'* Luckily, experimental analysis
of these models at large scales is often possible. By using efficient gen-
eration algorithms that exploit probabilistic techniques, akin to those
surveyed in Arjun S. Ramani et al.’s “Coin-Flipping, Ball-Dropping, and
Grass-Hopping for Generating Random Graphs from Matrices of Edge
Probabilities,”'* one may quickly generate and examine many instances
of these models. Beyond experimentation, however, analytical results
about the behavior of these models remain extremely limited. The com-
plexity and generality of hypergraphs make this analysis difficult, although
promising mathematics research is being done in this direction. '3 13- 137
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CHAPTER 4

Higher-Order Interactions
at Scientific Conferences

Influence Team Formation
Emma Zajdela and Nicholas W. Landry

Cooperation enables teams to solve complex problems that one individual
alone cannot address. For this reason, collaborative teams have become
the predominant way through which scientific progress is achieved. These
collaborations arise through various mechanisms, including interactions
at conferences. The Scialog conferences—a series of small, interdisci-
plinary scientific workshops conducted by the Research Corporation for
Science Advancement over several years—provide an ideal laboratory
for studying the network mechanisms leading to team formation. Building
on existing work studying team formation from a pairwise perspective,
this chapter presents a higher-order network perspective generalizing this
framework. It formalizes the study of group interaction over time by
defining a taxonomy of synchronous and asynchronous group interac-
tions. This study applies this framework to the Scialog case study using
a stepwise selection logistic model and finds evidence that all interaction
types described in our taxonomy are highly significant for team formation.
This higher-order network perspective provides a new framework for the
study of collective behavior and group formation.
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Background

The recognition that collaborative teams are effective in generating knowl-
edge, innovation, and discoveries across many facets of society has prompted
an increase in the study of teams, which has led to the development of the
field of Science of Team Science.!** %14 Effective problem-solving requires
individuals to collaborate across disciplinary boundaries.'*' It has been
shown that when individuals assemble into teams and solve problems that
one person alone cannot, they demonstrate collective intelligence.'*?

The Intelligence Community (IC) requires teamwork and collaboration
across stakeholders with different backgrounds, skills, and experience,
which necessitates effective coordination within and across teams. This
collaboration can be challenged by the nature of the IC’s work, including
the need for secrecy and for cross-disciplinary teams able to address complex
problems. Communication challenges often arise when individuals must
coordinate across institutions that have different norms and cultures.!#>

The scientific community shares several of these challenges, including
communication among individuals from different backgrounds, disci-
plines, and institutions. Across nearly all scientific disciplines, research is
increasingly performed in teams. In science and engineering, the portion
of publications written in teams has increased from 50 percent in 1955 to
more than 80 percent by 2000.'* As more scientific knowledge is produced
by teams, these papers are more often cited than solo-authored work.!46- 147

Several studies have investigated how scientific teams are formed. !> 14
A 2015 survey shows that when collaborators who not geographically
collocated, one out of six met at conferences."”® When considering the
role of events, such as scientific conferences, research has demonstrated
the role of prior knowledge'! and interaction's> '35+ 155 in team formation.
These studies focus on predicting the pairwise effects among participants
at the conference, despite scientific collaborations and the groups in which
scientists interact at conferences often being larger than two.

Higher-order interactions, which represent interactions among groups
of individuals of arbitrary size, more naturally model these systems and
can offer insights inaccessible to pairwise representations. Higher-order
networks, or hypergraphs, are the collection of these higher-order
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interactions, and they naturally encode the scale of interaction.'* Even
when measuring properties of a collaboration network, such as its com-
munity structure, assortativity,* and the relative importance of its con-
stituent nodes, modeling these networks in their native representations
can change one’s conclusions. For example, when examining scientific
collaborations, higher-order network analysis indicates that although the
size of collaborations researchers engage in is field dependent, the number
of collaborations remains relatively consistent. '’ Likewise, hypergraph
analysis preserves group-level interactions, allowing for analysis of high-
er-order collaboration motifs.'*® Last, higher-order networks provide an
essential framework for studying the temporal evolution of group struc-
ture.'” Pairwise network representations are unable to discern among
groups of different size and, therefore, cannot be used to show how groups
split, merge, and aggregate over time.

To study the impact of interaction on group outcomes, including team
formation, one must first define interaction over time for groups of more
than two individuals. Given known effects in social networks including
triadic closure,* this chapter also seeks to identify the extent to which
higher-order interaction adds significant information to group outcomes.
Therefore, we can extend the pairwise methods used to analyze these
systems by defining a taxonomy of synchronous and asynchronous group
interactions. This taxonomy is used to identify types of subgroup inter-
actions that may contribute to group outcomes. These notions are then
applied to a case study comprising four scientific conferences from the
“Scialog dataset,” which contain detailed, longitudinal information about
team formation at the Scialogs.'® The findings indicate that all types of
interactions described in our group interaction taxonomy affect team
formation. This framework can be applied to other cases of interaction
in social networks over time in contexts, such as teams in IC, business,

1% The tendency of the nodes in a network to be connected to other nodes that
are similar.

§§ The property among three nodes A, B, and C that if the connections A-B and
A-C exist, there is a tendency for the new connection B-C to be formed.
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and medical settings, as well as other group interactions, such as human
migration or animal behavior.

Methods

Higher-order network analysis can be used to predict group collaboration
as a function of interaction. Here, collaboration refers to self-assembled
groupings, and interaction refers to time spent in groups of potentially
different orders. In the case of the Scialog conferences, collaboration
refers to post-conference, self-assembled teams that submit scientific
proposals. Interaction refers to time participants spend in groups assigned
by the conference organizers.

We start by defining the interaction hypergraph H, = (V, E) and the
collaboration hypergraph H = (V, E ), where V is the set of vertices
representing individuals and E is the set of hyperedges, or group inter-
actions between individuals. We assume that V.=V = Vandlet N=|V |
denote the size of each hypergraph. For each group session e € E, we
track the start time ¢ and end time ¢, . Consistent with previous work
defining interaction in the pairwise case,'* we make the following three
assumptions: 1) interaction is symmetric, 2) interaction is proportional
to the time participants spend listening to one another, and 3) participants
speak an equal amount of time in each group session. These assumptions
specify an interaction function I, = (,¥ — ¢ )/|e| and imply that inter-
action in smaller groups is more intense than larger groups.

The goal is to predict collaboration among groups of three; that is,
we wish to understand the interaction patterns present in H, that give rise
to a collaboration e € E , where |e| = 3. To do this, we introduce a group
interaction taxonomy that aims to uncover the role of pairwise and high-
er-order group formation mechanisms. This paradigm is described in
more detail below.

Given a group {i, j, k}, we classify groups in H, according to the
following taxonomy:

1. Synchronous interaction (Type I) indicates the group {i, j, k}
has a synchronous interaction in breakout session e if {i, j, k} Ce.
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Figure 1. This figure shows the possible types of interaction that can occur among
groups of three; Type I: the three participants have interacted in the same group at
least once (synchronous); Type Il: the three individuals have interacted with each
other at different points but never all at the same time; Type llI: two of three possible
pairs involving the three individuals have interacted, but never at the same time; and
Type IV: one of three possible pairs involving the three individuals have interacted.

2. Asynchronous interaction occurs in group e if {i, j} C e, {i, k}
Ce,or{j, k} Cebut{ij, k} € e Aggregated over all groups e
€ E,, asynchronous interactions can occur between three, two,
or one of the pairs in the group, corresponding to types II, III,
and IV respectively in Fig. 1.

a. Asynchronous clique (Type II) measures the minimum
amount of time that {i, j}, {i, k}, and {j, k} interacted sepa-
rately over the course of the conference.

b. Asynchronous wedge (Type III) measures the minimum
amount of time that two of the three possible pairs {i, j},
{i, k}, and {j, k} interacted separately over the course of
the conference.

¢. Asynchronous link (Type IV) measures the minimum
amount of time that a single pair from {i, j}, {i, k}, and {j,
k} interacted separately over the course of the conference.

This taxonomy is operationalized using the following algorithm
to compute the type I-IV interaction times corresponding to a
collaboration (or noncollaboration) group g. First, the algorithm
searches all possible sessions e € E, to identify all subgroups of
group g~ C g in order of decreasing size. If g~ € e, the algorithm
increments the interaction time by /, and keeps iterating over all
remaining groups. The result of this first step is a map 6: g - R
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between subsets g~ and interaction times. Once this map is com-
pleted, the type I interaction time is simply 6(g). To compute the
types II-IV interaction times, we:

Construct a vector a = [0(g7) | g~ € g s.t. |g7| =2]",
Leté=|{a,€a|a >0l

Set (2, 6) = min a where : (i, j) = R,
Leta=a—1(2, 6)anda=[a €a|a > 0], and
Repeat steps 2-4 until a = @.

AEE IR

Finally, we translate the map ¢~ to the interaction types defined in
Fig. 1. The type Il interaction time is #°(2, 3), the type Il interaction
time is (2, 2), and the type IV interaction time is (2, 1).

The taxonomy described in Fig. 1 isolates the effects of distinct
mechanisms thought to influence group formation. The Type I
“synchronous” interactions illustrate the role of higher-order
effects on group formation. This mechanism requires the individ-
uals to interact in the same group and cannot occur when individ-
uals meet individually over the course of a conference. Likewise,
the Type II “asynchronous clique” interaction posits that all indi-
viduals must have met, just not in the same context. If Type III
“asynchronous wedge” interactions are predictive of collaboration
groups; this indicates that triadic closure is at play. Last, type IV
“asynchronous link” interactions describe group formation through
random aggregation, where individuals who have never formally
interacted with a group of two may join it, nonetheless.

Case Study: Scialog Conferences

We illustrate our higher-order framework with a case study using Scialog
conference datasets.'> The data are from four interdisciplinary conference
series in the Scialog program:

1. “Advanced Energy Storage” (AES), 2017-2019,
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2. “Chemical Machinery of the Cell” (CMC), 2018-2021,
3. “Molecules Come to Life” (MCL), 2015-2017, and
4. “Time Domain Astrophysics” (TDA) 2015-2016 and 2018-2019.

These three-day conferences take place in person, with each including
fewer than 70 participants—primarily early-career faculty from the
United States and Canada and senior experts who serve as keynote speak-
ers and facilitators. The conference is designed to maximize interaction
among participants who are algorithmically assigned to medium group
discussions and small group discussions.'® At the end of the conference,
participants self-assemble into teams of two to four and submit proposals
of which one-third receive funding.

The conference interaction data presented here comprises two types:
1) records of attendees participating in medium group discussions (10
participants or more) and small group discussions (4 participants or
fewer), and 2) records of the collaborations participants eventually
formed. The interaction and collaboration data for each conference are
visualized in Fig. 2, and a summary of selected network statistics for each
dataset is presented in Table I.

Figure 2. An illustration of the network structure of each conference series. Each
network is aggregated over all conferences in that conference series. Visualized
with XGl.26*
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Unique

AES 2017

interaction 60 104 8.0 44.0 4.62 3,10
collaboration 56 35 1.59 2.64 2.54 2,3,4
CMC 2018

interaction 50 88 8.0 43.84 4.55 2,3,10
collaboration 45 24 1.42 2.49 2.67 2,3
MCL 2015

interaction 64 54 5.33 40.12 6.31 4,12,13
collaboration 40 20 1.3 2.3 2.6 2,3,4
TDA 2015

interaction 49 72 8.0 46.53 5.44 3,4,9,10
collaboration 45 29 1.53 2.27 2.38 2,3

Table I. From left to right, the columns indicate the number of nodes, the number

of interactions, the average higher-order degree, the average pairwise degree, the
average interaction size, and the unique interaction sizes at that conference and for
that interaction type (interaction or collaboration). “Interaction” is a subset of each
conference dataset comprising pre-collaboration interactions through the large and
small discussion groups to which participants are assigned. Likewise, “collaboration”
denotes the subset of the conference dataset comprising the collaborations the
participants formed.

The higher-order degree provides little to no information on the
number of groups participants join. In addition, while interaction groups
can be quite large because of the number of participants in the medium
group, the resulting collaboration groups are mostly of sizes two and
three. These group sizes result from the assignments to discussion groups
and the rules for the proposal submissions, which typically require par-
ticipants to be in teams of two to three members.

To uncover the interaction mechanisms of collaboration beyond pairs
of participants, this study focuses on collaboration groups involving three
participants. In addition, only the first occurrence of a multiyear



Higher-Order Interactions at Scientific Conferences Influence Team Formation 69

conference series is considered to minimize the effect of prior knowledge
in group formation. The data were aggregated across all four conferences,
which corresponds to 52 groups of three collaborating out of 113,908
total possible groups. Examining the impact of the four types of interac-
tion defined above on team formation in groups of three shows that
collaborators interacted more than noncollaborators for all four types of
interaction, as shown in Fig. 3.

Figure 3. Interaction and collaboration: Panel A shows mean total scaled interaction
time [scaled minutes] for people collaborating (left bars) or not (right bars) in a group
of three. Data are aggregated across all four conferences and are shown for the four
types of interaction defined in the main text. Error bars show mean values of the
bootstrapped data with 95 percent Cl. P-values of the Mann-Whitney U test include
synchronous interaction, 1.04 x 1072%; asynchronous clique, 3.3 x 1073 asynchronous
wedge, 6.7 x 1075 asynchronous link, 3.1 x 10°. Panel B and C visualize the logistic
model results. Panel B shows the change in probability of collaboration as scaled
minutes of each type of interaction increases. Panel C shows the change in odds ratio
as the scaled minutes of each type of interaction increases.

To further test the relationship between group interaction and collab-
oration, the interaction data (in scaled minutes) was fit to logistic models
with linear combinations of the four types of interaction: synchronous
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interaction (syncl), asynchronous clique (async3), asynchronous wedge
(async2), and asynchronous link (asyncl). Stepwise selection was used
to identify the best model fit by minimizing the Akaike Information
Criterion (AIC)'—an estimator of prediction error—to identify which
of the interaction types should be retained to best predict the group out-
come (collaborated: 0/1). After evaluating the possible linear subcom-
binations of the variables, the stepwise selection retained all four,
indicating that each significantly improved the AIC relative to models
with fewer parameters. The final model took the form:

logit (collaborated = 1) =
+ Bisync; + [rasyncg
+ Bsasync, + Siasync,

where the f, coefficients are the model parameters. Model results
are displayed in Table 2. All four covariates exhibited strongly positive
coefficients and highly significant p-values (10~* or smaller), reflecting
substantial increases in log odds (and hence probability) of collabora-
tion. The intercept of —9.9 implies a low baseline probability when all
interaction types are zero, entailing that collaborations are unlikely to
occur without one or more types of interaction. Compared to the inter-
cept-only model, a likelihood ratio test produced an y? statistic of 127
(p = 2.12 x 107%), further confirming that including these interaction
types is statistically justified. The odds ratios are calculated for a minute
of scaled interaction, where 10 minutes corresponds to approximately
30 minutes of interaction in a group of three or 1.5 hours in a group of
nine. The increase in odds as interaction increases is shown in Panel C
of Fig. 3. For example, in the case of synchronous interaction, an
increase in 10 minutes of scaled interaction increases the odds of col-
laboration by a factor of 22, whereas in the case of an asynchronous
link, 10 minutes increased the odds by a factor of 2.4. The difference
between the effects of the types of interaction is particularly visible in
Panel B of Fig. 3, which shows how the probability of collaborating
changes with increasing time.
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Intercept 0.36 5.4x107"¢7

Sync, 0.31 0.025 12 2.3x1073 1.4
Async, 0.26 0.041 6.4 1.3x107'° 1.3
Async, 0.19 0.029 6.6 4.2x107"" 1.2
Async, 0.086 0.023 3.7 2.5x107* 1.1

Table 2. Final stepwise logistic regression model for interaction types and
collaboration. The values presented are computed for scaled minutes (that is,
the odds ratio corresponds to the increase in odds for the increase in one scaled
minute of interaction).

Discussion and Conclusion

In this chapter, we presented a framework for predicting team formation
using higher-order network analysis. This higher-order perspective will
be useful for higher-order link prediction, using historical interaction
and collaboration data to predict future collaborations. Furthermore,
the method for decomposing groups into different mechanisms provides
a valuable contribution to understanding how network mechanisms,
166 167 predict future
group interactions. Last, one can apply this higher-order analysis to
much larger scales, such as bibliometric data!®® % or research grant
personnel.'7% 17!

The evidence presented in this chapter indicates that the groups of
three that collaborated interacted more than those who did not collab-
orate. The results suggest that both synchronous and asynchronous
interaction, including in subgroups, play a role in team formation.
Although these results do not provide causal evidence, previous work
studying this data from a pairwise perspective used quasi-random
counterfactual conference schedule data to provide strong evidence for

such as triadic closure'®® and higher-order dynamics,

a causal link between conference interaction and team formation,!”> 173
and a similar analysis could be conducted for this higher-order network
analysis. Furthermore, although the model presented here is a simple
linear combination of the scaled interaction decomposed into four
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types, earlier research'™ has shown that a nonlinear model that incor-
porates the effects of memory and captures the time dimension of
interaction outperforms linear models. Future research could extend
this nonlinear model to the higher-order interaction case for better
predictive power.

The model results indicate that the probability of collaborating
increases rapidly as a group interacts synchronously, particularly when
the level of interaction is sustained over time and when the group is small.
Given the large effect of synchronous interaction on collaboration, this
framework has implications for the design of conferences or other types
of events aimed at fostering collaborative teams. For example, conference
organizers may want to consider not only the properties of pairs of par-
ticipants assigned to interact in groups, but also the properties of the
larger-sized subgroups. A question that remains is whether there is a
saturation point at which the participants do not benefit from additional
interaction time. Furthermore, in the digital age, interaction and collab-
oration in science have increasingly been conducted virtually, with
tradeoffs for creativity and innovation,'” "® team formation and com-
munity building,'”” environmental,'” and equity considerations.'”® 180 181
This chapter focuses on in-person interaction, but a similar framework
could be applied to virtual interaction, decomposed into its synchronous
and asynchronous components.

Finally, we only considered groups of three at scientific confer-
ences, but this formalization of the definition of interaction over time
could be extended to larger groups in a variety of contexts. The frame-
work could be applied to study the effect of interaction on other types
of group outcomes, including the spread of innovations, behavior
adoption, and opinion dynamics. It could also be applied to collective
behavior observed in animal groups, for example, in contexts where
the decision to join or not join a group, mimic others, or learn a behavior
may depend on time-varying interaction in higher-order groups. Thus,
this approach demonstrates how higher-order network analysis can
provide new insights into the dynamics of collaboration and team for-
mation, with potential applications for collective behavior and collec-
tive intelligence.
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Data Availability

A repository for this project, containing code and data to reproduce all
results, is available on GitHub at: https://github.com/nwlandry/higher-
order-team-formation, and in Zajdela and Landry, 2025.82
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CHAPTER 5

Evaluating Node
Influence Using Higher-
Order Centrality

Matthew J. Hasenjager, Mark M. Bailey,
and Nina H. Fefferman

Introduction

When dealing with network-based representations of complex systems—
whether social, biological, technological, or physical—a question that
naturally emerges is which nodes are especially influential or critical to
system functioning. Using variation in network connectivity to identify
such nodes is relevant to diverse applications, including targeted seeding
of information, attitudes, or behaviors to better enable their subsequent
spread through the network,'® allocation of limited protective resources
to guard against network disruption by malicious actors or unforeseen
events,'® or identifying key individuals to target for prophylactic measures
to limit disease transmission.'® As highlighted in Chapter 1,'s° network
analysts have consequently devised a broad range of measures that describe
variation across nodes in terms of the number or strength of connections
(degree, strength), nodes’ position along key pathways in the network
(betweenness, closeness), or the extent to which nodes are connected to
other well-connected nodes (eigenvector centrality, PageRank).'®
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Moving from a dyadic to a higher-order network context, the notion
of centrality can be applied not only to individual nodes, but to groups
of nodes represented as hyperedges. As with nodes, hyperedges can
vary in the number of their connections (that is, adjacent hyperedges
with which they share nodes) or in their position along pathways tra-
versing the network across hyperedge intersections.'®® In addition, the
ability to identify key hyperedges or nodes based on their higher-order
connectivity offers new opportunities for investigating, analyzing, and
predicting system functioning that have no direct correspondence in
dyadic networks. For example, whereas connections between adjacent
nodes in a dyadic network are limited to a single edge, nodes in a hyper-
network can be adjacent in multiple hyperedges. Incorporating higher-
order centrality into analyses alongside more traditional dyadic
approaches can potentially reveal the presence of key entities or groups
that would otherwise go unrecognized, thereby offering a more com-
prehensive picture of the key elements of connectivity within a given
system. As an example, higher-order networks offer a useful framework
for examining information flow over social groups linked by modern
communication technologies, such as WhatsApp or Facebook Messen-
ger, that often involve both one-to-many group interactions and dyadic
messaging interactions.

Here, we focus on the use of s-line graphs as a potentially widely
applicable means of capturing higher-order connectivity in a way that
enables the use of familiar network centrality metrics, such as degree
centrality (the number of connections possessed by a node), betweenness
centrality (the number of shortest pathways between pairs of nodes that
pass through a focal node), or closeness centrality (the reciprocal of the
sum of the lengths of shortest paths from a focal node to all other nodes).'®
First, we introduce s-line graphs as a representation of higher-order con-
nectivity and show how they can be used to measure a number of cen-
trality measures. We then use simulations of social contagions on
real-world social contact data to compare these measures with their
dyadic counterparts in terms of their ability to identify nodes that are
especially influential in spreading novel information, behaviors, rumors,
and so forth throughout a population.
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Using S-Line Graphs To Measure
Hypernetwork Centrality

We can define a hypergraph as a set of n nodes, N = { Ny e nn}, and an
indexed family of m sets referred to as hyperedges, E= {e , ..., e },in which
e; C Nfori=1,...,m. Ahypergraph’s corresponding line graph represents
its hyperedges as nodes and intersections between hyperedges as edges. Put
simply, nodes in a line graph are connected if their corresponding hyper-
edges intersect at one or more nodes in the hypergraph. Formally, we can
define the line graph of hypergraph H, denoted L(H), as a graph on the node
set {e],...,€},} and edge set = {{e],ei} :e;Ne; # @, i # j}'™ Line
graphs have been widely employed to render hypergraphs amenable to
traditional dyadic analyses™! but this transformation can involve substantial
loss of information on higher-order connectivity. For example, in Fig. 1,
both hypergraphs share an identical line graph representation (denoted L),
despite being distinct in their structure.

L, L, L, L,
0 90 @ @ @ O
>0 © 0 @ 0 @ o

Figure 1. Two example hypergraphs are provided, with their corresponding

s-line graphs. Each hyperedge, denoted by colored ovals, is represented by the
corresponding-colored node in the line graphs (denoted L -L,). Nodes in each line
graph are connected if their corresponding hyperedges intersect at or more nodes,
where the value of is indicated by the numerical subscripts. Note that the basic line
graphisidenticalto L.

An improvement on the basic line graph approach is the s-line graph,
which imposes a minimum intersection size, s, such that two hyperedges
must intersect at s or more nodes to be connected in the s-line graph.'
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In this way, a series of s-line graphs can be constructed from a hypergraph
for a range of s values (Fig. 1). Formally, the s-line graph, L (H), of a
hypergraph, H, can be defined as the graph on the node set {ej, ..., e} }
and edge set {{e*, e}}:|e; Ne;j|>s, i # j}. Although this transformation
still involves some information loss and so is not suitable for all applica-
tions,'” s-line graphs often retain sufficient information on higher-order
connectedness to be useful in a number of contexts, for example, see
Pike* and Lin'” in in chaps. 6 and 8, respectively.

From a series of s-line graphs for a hypergraph, we can measure
several centrality measures, including degree, betweenness, closeness,
and harmonic centrality.'” For example, a hyperedge’s s-degree is
defined as the number of nodes it is adjacent to in the corresponding
s-line graph. For hyperedge e, in Fig. 1a, its 1-degree is 3 and its 2-degree
is 2, measured on L, and L,, respectively. Likewise, we can define the
s-betweenness of a hyperedge i as:

O'jk].
3 (1)

. ‘ Ojk
jEEs#i€Es#keEs

Where E_is the set of hyperedges of at least size s, oy is the number of
shortest s-paths from hyperedge j to hyperedge k, and oy (i) is the number
of shortest s-paths from hyperedge j to hyperedge k that pass through i. An
s-path is a sequence of adjacent hyperedges that intersect at s or more nodes
and in which no hyperedge is revisited. Thus, s-paths can vary in both
length (the number of hyperedges visited) and width (the minimum required
intersection size), whereas paths in dyadic networks vary only in length.

The above measures produce an s-centrality value for each node (that
is, hyperedge) for each s-line graph. To combine these measures, we can
take the average of a node’s centrality measures as:

1 Smax

7] 2 o
k=t

Where c_, is hyperedge f’s centrality measured in L (H) and If| is the size
of hyperedge f.
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Case Study: Applying S-Centrality
to Social Network Data

S-centrality enables the identification of key nodes or groups of nodes in
hypernetwork data, but does this information meaningfully add to our
understanding of the structure, functioning, or dynamics of a system
beyond what we can gain from more conventional dyadic network
approaches? To address this question, we compare -centrality and dyadic
centrality metrics as applied to real-world social network data collected
as part of the SocioPatterns project.'”” We first ask whether s-centrality
identifies potentially important nodes that would go overlooked by relying
on dyadic centrality measures alone. Next, we compare the influence of
nodes with high -centrality or dyadic centrality in terms of how effectively
they promote the rapid spread of knowledge, behavior, or opinions during
simulated social contagion experiments.

We use data gathered by the SocioPatterns project, consisting of
face-to-face human contact patterns recorded via a distributed network
of wearable sensors."® In these studies, participants wore radio frequency
identification (RFID) tags around their necks that detected and recorded
when a close (~1.5 m), face-to-face contact occurred with another RFID-
equipped participant. This system was used to gather temporally explicit
data on human contact patterns in a scalable, noninvasive manner across
a number of contexts—including an academic conference, office work-
place, hospital, and high school (Table 1). The data we use here is freely
available at: http://www.sociopatterns.org/datasets.html.

Previously, these data have been primarily analyzed from a dyadic
network perspective, but their format enables the identification of higher-
order interactions, as each dyadic face-to-face contact event is time-
stamped with start and end times (20 sec resolution). From these records,
we identified higher-order interactions as collections of three or more
individuals in which each unique pair was recorded as being in face-to-
face contact during the same window of time. We then constructed
hypernetworks that included all interactions of any order, including those
that were strictly dyadic, across the duration of each study. We also
recorded the start and end times for interactions, where an interaction
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was defined as a unique set of individuals whose membership remained
stable across a window of time. We provide summary data on the resulting
hypernetworks in Table 1.

mean (SD) max. edge

conference (SFHH) 11777 11 2.68 (0.96) 10
office (InVS15) 217 7203 5 2.75(0.76) 4
hospital (LH10) 75 3187 8 3.06 (0.95) 6
high school (Thiers13) | 327 13730 5 3.14(0.87) 4

Table 1. Summary data on focal hypernetworks. Nodes and hyperedges respectively
refer to individuals and interactions.

Similarity of Node Sets Identified by Dyadic
versus S-Centrality

For each hypernetwork (Table 1), we measured the mean s-degree and
mean s-betweenness for each individual in two complementary ways. As
s-centralities are measured on s-line graphs, these measures represent the
centrality of hyperedges in the corresponding hypernetwork. To obtain
s-centralities for individuals when hyperedges represented interactions
(asinTable 1), we first measured the mean s-centrality for each hyperedge
on the s-line graphs. Then, for each individual, we took the mean of these
values across each hyperedge that that individual participated in. Con-
versely, we could take the dual of the hypernetworks in Table 1, swapping
the relationship between hyperedge and node such that each individual
is represented by a hyperedge encompassing a node set corresponding to
each of the interactions in which it participated (see Chapter 1)."” Using
this dual representation, we then measured mean s-centrality for each
individual-as-hyperedge. We distinguish these two measures by denoting
the former by (G)—that is, mean s-degree (G)—as in this case, nodes in
the s-line graphs represent groups of individuals.

For each hypernetwork, we also extracted the corresponding dyadic
network and recorded degree, strength (or weighted degree), unweighted
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betweenness, and weighted betweenness for each individual. Edge
weights correspond to the cumulative duration that two individuals were
recorded in face-to-face interactions.

To evaluate the extent to which s-centrality and dyadic centrality
metrics identify unique sets of individuals, we first identified the top 10
percent to 25 percent of nodes as ranked by each metric and then com-
pared the similarity of these node sets across centrality metrics using
Jaccard similarity. Jaccard similarity evaluates the extent of overlap
between two finite sets, A and B, as their intersection divided by their
union, % This value ranges from O (no overlap) to 1 (identical sets).
We separately compared centrality measures based on either direct con-
nection (that is, degree, strength, mean s-degree, mean s-degree (G3)), or
betweenness (unweighted betweenness, weighted betweenness, mean
s-betweenness, mean s-betweenness (G)).

Figure 2. Comparison of Jaccard similarity of the top-ranked sets of nodes
identified by different pairs of centrality metrics based on direct network
adjacencies (degree = Deg, strength = Str, mean s-degree = s-Deg, mean s-degree
(G) =s-Deg (G)). The contexts represented are a conference (a), office workplace (b),
hospital (c), and high school (d).
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Figure 3. Comparison of Jaccard similarity of the top-ranked sets of nodes identified
by different pairs of centrality metrics based on path-based centralities (weighted
betweenness = BC, unweighted or binary betweenness = BC (B), mean s-betweenness
=s-BC, mean s-betweenness (G) = s-BC (G)). The contexts represented are a conference
(a), office workplace (b), hospital (c), and high school (d).

When considering centrality based on nodes’ direct social connections,
we find that the similarity in the sets of top-ranked nodes identified by each
centrality measure increases with the percentage of nodes included in the
sets (Fig. 2). In contrast, when comparing different versions of betweenness
centrality, similarity in node sets remains relatively flat as the percentage
of nodes that are included increases (Fig. 3). Most likely, this is due to the
betweenness metrics being strongly right-skewed relative to strength and
degree (Fig. 4), such that most node sets consistently agree on a few
extreme individuals. Even when a quarter of each study population is
included in the set of top-ranked nodes, however, similarity values rarely
exceed ~0.5-0.6 for either set of measures. This suggests that although
there is some overlap in the individuals identified as being potentially
influential or important across dyadic and higher-order centrality metrics,
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there remains substantial disagreement across measures. In other words,
dyadic and s-centrality metrics are not simply providing redundant infor-
mation but identifying unique subsets of potentially key actors, particularly
when the distributions of those metrics do not exhibit extreme skew. Using
dyadic and higher-order measures in tandem may thereby offer a more
complete understanding of which nodes are likely to be especially influ-
ential or critical to the dynamics and functioning of a network, as well as
the different ways in which that influence may manifest.

Figure 4. Frequency distributions for dyadic and s-centrality metrics measured on
the conference (SFHH) dataset.

Influence of Dyadic versus S-Centrality
on Social Contagions

We next examine how dyadic and s-centrality metrics relate to a node’s
capacity to facilitate the rapid spread of novel behaviors, rumors, opin-
1ons, or norms throughout its network. Networks are a natural framework
to examine contagion dynamics, where transmission events often occur
as a result of interactions, proximity, or social contact among individu-
als.? Indeed, network models are widely used in epidemiology to under-
stand and predict disease spread and the likely outcomes of different
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control scenarios.””’ A contagion, whether of disease, information, or
behavior, is referred to as a simple contagion when the probability of
transmission is effectively independent for each instance of contact
between an infected/informed and susceptible/naive individual. Con-
versely, in a complex contagion, successful transmission requires (or is
reinforced by) multiple, simultaneous exposures.?? This is often the case
when considering social contagions of innovations, opinions, or fads,
where adoption often involves peer pressure and other forms of social
reinforcement.?® While both simple and complex contagions can be
modeled on dyadic networks, the explicit group structure afforded by
higher-order network representations make them a more natural fit for
modeling different forms of complex contagions.?* Here, we simulate
simple and complex social contagions of an arbitrary behavioral innova-
tion through the SocioPatterns data and compare the speed of diffusion
when we initiate the contagion by seeding the innovation based either on
individuals’ dyadic or higher-order centrality.

An individual’s adoption of the innovation is represented as a binary
state variable, w = {0, 1}, where 0 and 1 respectively correspond to
individuals who remain naive regarding the innovation and those who
have successfully adopted it. All individuals within a network begin as
naive apart from d initial adopters or seeds. For most scenarios, we ran
simulations where d = {5, 10, 15, 20}. In the hospital context (LH10),
due to the small number of participants (Table 1), d was set to {2, 4, 6}.
For each simulation run, we selected d individuals as initial seeds, where
the probability of selection was proportional to an individual’s network
centrality as determined by the selected seed strategy (for example, degree
or mean s-degree). As above, we considered seed strategies based on
direct network connections (for example, degree or strength) separately
from betweenness measures. For both sets, we also included a seed strat-
egy where initial seeds were selected at random.

Once the initial seeds are selected, the social contagion process pro-
ceeds across discrete time steps. On each time step, each individual who
has adopted the innovation (w = 1) randomly selects one hyperedge of
which it is a member. Hyperedges are selected in proportion to hyperedge
weight—that is, how often a given hyperedge (defined as a unique set of
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Figure 5. Diffusion speed (measured as the time step at which = 50 percent of the
population has adopted the innovation) as a function of the number of initial seeds
and the seed-selection strategy. Social contagion followed either a simple (a, c, e, g)
or complex contagion process (b, d, f, h). Each panel represents a different context: a
conference (a, b), office workplace (c, d), hospital (e, f), and high school (g, h).
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individuals) formed. Each naive individual (w = 0) belonging to a selected
hyperedge then becomes informed according to the probability
P(transmission) = 1-(1-\)", where X is the per contact probability of
social transmission (set to 0.05), k; is the number of adopters within hyp-
eredge j, and v controls the nonlinearity of transmission. When v =~ 1,
social transmission resembles a simple contagion, such that each adopter
within a group provides an independent opportunity for a naive individual
to adopt the innovation. Conversely, as v increases, the diffusion process
increasingly resembles a complex contagion,” such that multiple adopters
within a group mutually enhance adoption likelihood. In our simulations,
we setv={1.1, 3} to model simple and complex contagions, respectively.
An individual may have multiple adoption opportunities on a given time
step if multiple hyperedges to which it belongs are selected for knowledge
transfer. If an individual successfully adopts the innovation, however, its
adoption status does not update until the contagion function has been
applied to all selected hyperedges during the current time step. Finally,
diffusion speed within each simulation was measured as the time step, 7,
at which > 50 percent of the population was informed (not counting the
d initially informed seeds) within the largest connected component of the
network. For each set of conditions, we ran 50 simulations.

When considering seed strategies based on direct network connec-
tions (degree, strength, mean s-degree, and mean s-degree (G)), the
relative effectiveness of seeding innovations to individuals with high
dyadic versus s-centrality varies across social contexts and the type of
contagion considered (Fig. 5). For instance, in the academic conference
setting (Fig. 5a, b), seeding innovations to individuals with high mean
s-degree was associated with rapid diffusion under both simple and com-
plex contagion scenarios. By contrast, in the high school setting, the mean
s-degree seed strategy was consistently associated with relatively slow
diffusion (Fig. 5g, h). With the exception of the high school dataset, there
was generally little difference in diffusion speed across different seed
strategies relative to random seeding when modeling diffusions as a
simple contagion process (Fig. 5a, c, e, g). Under complex contagion
conditions, however, the s-centrality-based seed strategies often outper-
formed or were at least as effective as dyadic seed strategies in promoting
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Figure 6. Diffusion speed (measured as the time step at which = 50 percent of the
population has adopted the innovation) as a function of the number of initial seeds
and the seed-selection strategy. Social contagion followed either a simple (a, ¢, e, g)
or complex contagion process (b, d, f, h). Each panel represents a different context: a
conference (a, b), office workplace (c, d), hospital (e, f), and high school (g, h).
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rapid diffusion, relative to random seeding (Fig. 5b, d, f, h). As expected,
increasing the number of initial seeds increased the speed of diffusion.
In addition, we find that differences across seed strategies appear to be
most pronounced at a moderate number of initial seeds. There is relatively
little difference across seed strategies when there are either few initial
seeds or many; in these scenarios, the diffusion process is most likely
dominated by noise or network topology respectively, rather than being
strongly influenced by the positioning of the initial seeds.

Turning to seed strategies based on betweenness centrality, we find
little difference across seed strategies, regardless of social context or
whether contagion is modeled as simple or complex (Fig. 6). Indeed, a
seed strategy where initial seeds are selected at random performs just
as well as any centrality-informed selection strategy, save in the hospital
context where diffusion is modeled as a complex contagion (Fig. 6f).
As before, diffusions proceeded more rapidly when more individuals
were included as initial seeds. The number of initial seeds had little
impact on relative differences across seed strategies, however. It may
be that the highly skewed nature of betweenness centrality in these
networks means that regardless of how many initial seeds are included,
only a few will possess especially high (s-)betweenness centrality; if
so, then diffusion dynamics in these simulations may have been domi-
nated primarily by random noise, instead of differences in the position-
ing of initial seeds.

Conclusion

Many real-world systems of interest to the IC involve higher-order inter-
actions, motivating the use of hypernetworks and related approaches that
can effectively model these structures. Higher-order network metrics
that can deal with the messy, heterogeneous nature of real-world data
are consequently of great importance. We illustrated how s-centrality
measures offer a potentially widely applicable means of identifying
influential network nodes in a way that is sensitive to higher-order con-
nectivity yet draws on familiar network analysis concepts. In addition,
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we showed how using these measures in tandem with more conventional
dyadic network approaches can offer a more comprehensive picture of
the key actors within a network. In the context of social contagion, we
find that nodes characterized by high s-centrality, particularly when it
is based on direct network connections, were often at least as, if not
more, influential in promoting rapid diffusion compared to nodes with
high dyadic centrality. The relative utility of these approaches appears,
however, to vary across social systems and contexts. For instance,
betweenness centrality had little informative value regarding node influ-
ence in the contexts examined here. As such, a key priority in the con-
tinued development and refinement of higher-order network analysis
approaches is improved guidance on which centrality measures are likely
to be most appropriate, given the system and processes of interest.

Although here we focus on centrality measures defined by the number
of s-paths (in the case of s-degree, the number of s-paths of length 1),
this work could be extended in a variety of ways to incorporate additional
information on higher-order connectivity. As an example, s-paths can
vary in terms of width as well as length, where width is measured as the
magnitude of the intersection between adjacent hyperedges along a path.
How robust a given path is to disruption (that is, path resilience) could
be measured by combining information on the frequency and variation
of intersection size exceeding the required minimum (that is, 5), normal-
ized by path length. Such a measure of path resilience could be used to
identify vulnerabilities along key network paths that can be targeted for
protection or removal or can inform efforts to mitigate disruptive effects,
thus representing a promising direction for future research.
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CHAPTER 6

Cracking the Paradigm:
Hypergraph Signatures

of International Conflict
Thomas D. Pike

This exploratory research assesses what hypergraph-based analysis and
large datasets could do to improve strategic intelligence, using a classic
intelligence problem: Do foreign actors demonstrate unique signatures
of behavior during conflict? To answer this question, this study conducted
time series analyses of actors’ actions by competing sides in both the
Ukraine-Russia conflict and Middle East conflict. The data—grouped by
month, between January 2024 and January 2025—was obtained from the
Global Database for Event Location and Tone (GDELT) run out of Goo-
gle’s Jigsaw project.?® These events were turned into sets of actors (for
example, groups associated with Ukraine, Russia, Israel, and Hamas)
taking sets of actions (edges of the hypergraph) to affect sets of other
actors (nodes of the hypergraph) to accomplish some purpose. The result-
ing hypergraphs provide signatures of the actions that each group had
taken to win a conflict or, at least, to mitigate the damage from one.
This study found that hypergraph-based analysis allows intelligence
professionals to rapidly assess the behaviors of sets of actors taking sets
of actions against sets of other actors. Before the ability to execute such
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computations, analyzing the data would have been, at best, overly labo-
rious, if not impossible. In addition, this study illustrates the many pos-
sibilities for organizing data and conducting hypergraph-based analyses
to obtain strategic insights previously unattainable. This paradigm shift
in analysis then becomes its own challenge, as the Intelligence Commu-
nity (IC) has no culture or understanding of how to exploit and further
develop these new approaches to gain insights not previously attainable.
This study attempts to help create that culture by illustrating how inte-
grating more technology-enabled approaches into the IC’s analytic par-
adigm can empower the community to gain new insights and maintain
dominance in decision advantage.

A Literature Review of Hypergraphs
and Conflict Analysis

A literature review on the use of hypergraphs for conflict analysis demon-
strates that the increase in available data and improved hypergraph tools
have made hypergraphs an accessible methodological approach that may
provide new and critical insights to the intelligence profession. Literature
on the use of hypergraphs for conflict analysis is sparse; what exists
generally falls into two time periods. The first, from 1984 to 1991, focused
on applying hypergraphs as a mathematical model to assess group for-
mation and choice in conflict. The articles generally applied hypergraphs
to singular case studies after several years of development.?” This early
use of hypergraph approaches was heavily theoretical with minimal data
usage, primarily driven by one European academic, J. H. P Paelnick.

A Hypergraph Approach to Conflict,® written by M. B. M. de Koster,
and J. H. P. Paelinck and published in 1984, presents a hypergraph model
of conflict using choice models where agents pick from a list of finite
options." The model then develops choice sets (sets being a foundational

99 De Koster and Paelinck cite an earlier article, “Analysis and Measurement of
Conflicts,” in Proceedings of the World University Congress, Tokyo, as foundational
to their analysis, but no copy of this article can be found.
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advantage of hypergraphs) to characterize conflict situations and provide
theorems on the mathematical limits of possible conflict-free choices. In
a later paper, Hypergraph Conflict Analysis: Synthesis and Extension,*”
the authors apply fuzzy math™ to the original model to allow it to deal
more effectively with uncertainty. A final paper, Hypergraph Conflict
Analysis,”® adds conflict measures and a continuous solution space to
make the model applicable to negotiation theory. This paper applies data
from the Dutch Abortion debate (1964-84) and foreshadows future
data-centered applications.

The later period, of which this paper is a part, starts in 2022. The first
paper, Historical Perspective on International Treaties via Hypernetwork
Science,*" explores the formal alliances datasets from the Correlates of
War Project and associated treaties from pre-World War I to the present.'?
The authors use these datasets to assess group dynamics within the con-
text of international trade and treaties,?? which easily translates to intel-
ligence analysis because the dynamics are emblematic of the shifting
landscape in which intelligence professionals work. The papers are
heavily data-centric and examine using hypergraphs as an exploratory
tool to gain insights.

It is important to note that hypergraphs are an extension of network
science, which emerged in 1990 as a widespread approach to analysis,
particularly for communications and social networks.?"* Hypergraphs use
graph theory and rely on pairwise or dyadic relationships. Set theory
extends these methods to groups, but retains common descriptive statis-
tics about hypergraphs and network analysis, such as:

e S-closeness (how central a treaty is in the global network),

e S-betweenness (how often a treaty connects different
countries),

e S-eccentricity (the longest shortest path from a treaty to any
other), and

e S-clustering coefficients (how tightly connected the network is).?!*

*#* Fuzzy math is a branch of mathematics that extends classical set theory and
logic to model reasoning under uncertainty.
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Using a hypernetwork approach, the authors identified trends over
more than 100 years that show correlations between alliances and conflict
within an increasingly connected world.

The second paper explores international trade. The authors create tri-
angular hyperedges, among exporters, importers, and products, representing
trinary relationships that traditional pair networks are not able to incorpo-
rate. Like the treaties article, the authors extend traditional approaches to
show how hypergraphs can reveal new insights. In this case, they use
existing trade data and a traditional statistical mechanics approach to build
an exponential random hypergraph to compare with their hypergraph net-
works. From this they can show biases in trade networks that cannot be
attributed to random occurrences.”® The modern revival of the use of
hypergraphs from conflict and trade shows a clear transition from mathe-
matically intensive theoretic approaches to data-centric extensions of pre-
vailing network science approaches that have become prominent with the
rise of computers, the internet, and associated network science approaches.

The large amount of international relations and conflict data readily
available and the accessibility of computational tools—specifically hyper-
graphs—makes these analytic approaches a fertile area for the IC to use to
gain new insights into international dynamics to support policy and other
decisionmakers. This paper continues the work by using GDELT to explore
insights derived from hypergraph methods into the signatures of action
during conflict.?"” Critically, this study is not intended to provide new and
definitive analytic methodology, but instead to provide an accessible explo-
ration of hypergraph approaches as a new way for intelligence professionals
to explore and understand a complex world. To emphasize, the increased
availability of data and new computational tools provide intelligence pro-
fessionals with new analytic options to gain insights, which is essential for
the United States and its allies to maintain decision advantage.’* Theoretic
and data-centric approaches are not mutually exclusive and developing

111 Although beyond the scope of this paper, the rising need for multilateral strategic
deterrence requires that we not discount this theoretic approach, as nuclear deterrence
is not the type of event where humanity can withstand repeated events to collect
data for analysis.
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hypergraphs as a rigorous analytic approach with rich datasets can provide
new insights to inform theoretic approaches.

Data and Methodology

Like the articles in the later time period, this study leverages the large
GDELT dataset and extends common network science measures. Unlike
the previous articles, this study focuses on the signatures of actions that
actors had taken during 13 months of conflict beginning in January 2024,
where the characterization of the action itself creates the hyperedges.
Appreciating the dynamics of this approach requires understanding both
the GDELT dataset and the application of hypergraphs to it.

GDELT is a structured dataset run by Google’s Jigsaw that consists
of event data used to “explore threats to open societies and build technol-
ogy that inspires scalable solutions.”'* Event data collection began in the
1960s as an effort by international relations scholars to quantitatively
categorize world events.?® GDELT, as a modern example, uses Google’s
massive internet presence and event data literature to create a structured
dataset by “monitor[ing] the world’s broadcast, print, and web news from
nearly every corner of every country in over 100 languages and identifies
the people, locations, organizations, themes, sources, emotions, counts,
quotes, images and events driving our global society every second of every
day, creating a free open platform for computing on the entire world.”?*

As GDELT collects and processes information from the open internet,
it creates a single entry for that event and from that news source. The
caveat “from that news source” is important as a single event is often
reported in several outlets, and each outlet will be captured as a separate
entry. Each event is then processed and categorized across 58 dimensions
(columns). The events are categorized as a bilateral, or dyadic, relation-
ship, which is the fundamental dynamic of a graph theory-based approach
to network science. Hypergraphs use a set theory-based approach, how-
ever, which allows multilateral (multiadic) relationships.?' In the GDELT
categorization, actor one is taking some action toward actor two. These
actions are then characterized as positive or negative using the Goldstein
Scale—which quantifies the degree of conflict or cooperation between
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two actors of the event—to measure their impact. Each action is also
characterized through the Conflict and Mediation Event Observations
Event and Actor (CAMEOQO) coding framework, which contains 316 coded
actions.?? This process provides the data needed to conduct a hypergraph
assessment of foreign actors’ actions during conflict.

The one missing piece is: what conflicts to select? For this study, the
Ukraine-Russia and Israel-Lebanon/West Bank/Gaza conflicts were
selected, and the actions assessed occurred between January 1, 2024, and
January 31, 2025, resulting in 13 months of data. GDELT provides a rich
structured database that represents decades of developments by interna-
tional relations experts, which makes it possible to conduct a hypergraph
analysis of actors’ actions over time.

The methodological approach is as follows: First, each conflict
(Ukraine-Russia; Israel-Gaza) has two sides. In Ukraine, it is Ukraine
and Russia. In Israel and Gaza, it is not just Hamas as part of Gaza, how-
ever, it is also the West Bank/Palestinian Authority and Lebanon/
Hezbollah. Furthermore, the actor codes identified in GDELT are not
limited to nations. They include each of the general actors in these con-
flicts, for example, the Ukrainian military, Ukrainian civilians, Ukrainian
legislators, and so forth. The assumption is that the conflict is interde-
pendent, and the subgroups are acting toward mutual goals (for example,
all Ukrainian-aligned entities are working toward defeating Russia).
Therefore, each actor—Ilegislator, health organization, military, or
other—understood to be aligned with one side in the conflict was grouped
under an umbrella term. For Ukraine, Russia, and Israel, this is straight-
forward. For the actor groups associated with Gaza—Hamas, Palestinian
Authority, Lebanese Government, Hezbollah, and so forth—grouping is
less straightforward, so these actor groups are characterized as Gaza-
aligned, as the conflict started with the October 7th attacks from Gaza.

Using the GDELT organizational approach, each actor associated with
these groups is Actor One, that is, the actor who took some action against
Actor Two—the recipient of the action (good or bad). For example, if
Actor One, a Ukrainian hospital, takes a positive action toward Actor Two,
Ukrainian civilians, it is a reasonable assumption that the action is done
to support the larger Ukrainian war effort. This approach then gives us
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four actors: Israel, Gaza-aligned, Ukraine, and Russia. These groups
become Actor One, the actor taking an action for some purpose. These
groups plus all other groups in GDELT can be Actor Two—the target of
Actor One’s action (positive or negative)—and make up the nodes of the
hypergraph. For example, Actor One, the Isracli Government, takes a
positive or negative action with regard to the Israeli military, and vice
versa. This holistic approach is important as intelligence professionals
can use the data to see both internally into one side of a conflict (for
example, public statement supporting one’s general) and externally as one
side acts against another or tries to engage the international community.

The edges of the hypergraph are then the suite of actions that Actor
One can take against Actor Two. This study focused on 20 categories, or
supersets, in CAMEQO’s 316 coded actions, and four types of action
(material cooperation, material conflict, verbal cooperation, and verbal
conflict). With the nodes (Actor Two) and edges (the 20 super CAMEO
categories and four action categories), Actor One’s actions were then
broken into 13 monthly increments from January 2024 to January 2025
resulting in a time series plot of Actor One’s set of actions toward the
generic goal of winning their conflict. Using this analysis, we can assess
if the actors demonstrate signatures of conflict behavior.

Results

An analysis of each of the four groups of actors (Israel/Gaza-aligned,
Ukraine/Russia) resulted in five sets of output. The first set includes 52
Euler diagrams generated for each month, which can be cognitively
cumbersome, so only a select few are presented and discussed. (Although
all can be requested.) The second is a time series plot of the actions taken
by each actor using the 20 CAMEO categories. Third, a time series plot
was constructed of the actions taken by each actor using the GDELT quad
categories. The fourth and fifth include time series plots of hypergraph
algorithmic metrics such as s-betweenness centrality for both the 20
CAMEDO categories and four quad categories.

An examination of the Ukraine-Russia conflict shows unique signa-
tures for each group of actors. First, there is a clear difference in activity,
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reflecting Russia’s much larger global role extending beyond Ukraine to
encompass places, such as Syria and the collapse of the Bashar al-Assad
government (Figs. 1, 2, 4, 5). Second, with the Ukraine actions, a rise in
material conflict can be noted in February 2024 associated with Ukraine’s
incursion into Kursk and the subsequent focus on verbal conflict and
cooperation over the next several months, which interestingly alternate
in dominance month over month (Fig. 1). Of note, as seen in the Euler
diagram (Fig. 3), this represents a clear Ukrainian effort to engage more
countries in a cooperative manner. Examining the results, it becomes
obvious Ukraine made a distinct effort to directly engage, for some pur-
pose, countries it historically has not, such as China, a perceived Russian
ally. It is interesting that Russia has a significant amount of verbal coop-
eration in the quad categories (material cooperation, material conflict,
verbal cooperation, and verbal conflict) diagram, but a similar spike is
not seen in the 20 CAMEO action variant, representing Russia’s use of a
suite of actions to try to achieve its goals. Notably, as seen in the Euler
diagram, there is a disconnected node for Moldova and investigation
(CAMEO code 9), based on Russia’s alleged attempts to interfere in the
Moldovan election, which if successful would help Russia encircle
Ukraine. The diagram also shows engagement with unaffiliated Cuban
groups as attempts to engage globally to achieve Russian goals (Fig. 6).
Like with the Ukraine-Russia analysis, hypergraph analysis of actions
by Israel and Gaza-aligned groups provides potential indicators of behav-
ior. Both sets show a spike in activity in October 2024, which represents
increased actions by all groups around the October 7 anniversary. These
actions include Iran launching missiles at Israel on October 1 and Israel
striking targets in Lebanon and Syria (Figs. 7, 8,9, 10). The Euler diagrams
for the respective groups for that month also show an increase in actors
(Figs. 11, 12). In addition, Israel shows greater breadth of actions com-
pared to the non-Israeli aligned groups. These spikes show a bias inherent
in this approach that although more actions/activity are more easily iden-
tified, it cannot show the quality of any one activity, it merely shows the
volume of reports GDELT collected. Therefore, critical but not necessarily
newsworthy actions can be easily overlooked or missed altogether. This
challenge can be mitigated with additional sources of information.
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Figure 1. Time series plot of Ukrainian action from January 2024 to January 2025,
using the quad categories of GDELT.

Figure 2. Time series plot of Ukrainian action from January 2024 to January 2025,
using the 20 action super categories of CAMEO.
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Figure 3. Euler diagram of Ukrainian action during June 2024. The spike in activity
is associated with CAMEO category 4 which is cooperate and the large cluster of
nodes in the upper middle.

Figure 4. Time series plot of Russia action from January 2024 to January 2025,
using the four largest action categories of GDELT.
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Figure 5. Time series plot of Russian action from January 2024 to January 2025,
using the 20 CAMEO action categories.

Figure 6. Euler diagram of Russian actions during November 2024.
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Figure 7. Time series plot of Israel action from January 2024 to January 2025,
using the four action meta-categories of GDELT.

Figure 8. Time series plot of Israel action from January 2024 to January 2025,
using the 20 action super categories of CAMEO.
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Figure 9. Time series plot of Gaza-aligned action from January 2024 to January
2025, using the quad action categories of GDELT.

Figure 10. Time series plot of Gaza-aligned action from January 2024 to January
2025, using the 20 CAMEO action categories.
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Figure 11. Euler diagram of Israel actions across the four main meta-categories
of GDELT: 1) material cooperation, 2) material conflict, 3) verbal cooperation, and
4) verbal conflict.

Figure 12. Euler diagram of Gaza-aligned actions across the four main meta-
categories of GDELT: 1) material cooperation, 2) material conflict, 3) verbal
cooperation, and 4) verbal conflict.

Before discussing the descriptive metrics of the associated hyper-
graphs, it is important to emphasize the significance of these results.
Hypergraph analysis of the GDELT dataset allows intelligence analysts
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to conduct holistic assessments of multiple actors’ actions over time,
which has not previously been possible. GDELT enables the harvesting
of massive amounts of data, provides natural language processing, and
enables easy-to-use hypergraph frameworks.

The final piece needed to analyze actors and actions during conflict
is to assess hypergraph metrics associated with each set of actors. This
provides a novel way to understand how a group of actors (that is, Ukraine,
Russia, Israel, and Gaza-aligned groups) took actions against other actors.
To conduct this analysis, five metrics were explored over the time series
for each action hypergraph for both the meta-categories (quad class) and
the 20 super categories of the CAMEO datasets. As all s metrics are
parametric, the default parameter of one (that is, s=1) was used for each
measurement.?” As each measurement has their own range of results, the
measurements were normalized. In addition, as measurements are for
individual edges or nodes, the score for all nodes and edges for that month
are averaged to provide the total score for that measurement.

e The first measure was s-betweenness centrality, which measures
how specific actions overlap with the targeted group. In this case,
it answers the question of what actions can link together multiple
other actions.

e The second measure was s-closeness centrality, or how close a
node is to all other nodes in the network. For average s-closeness
scores this describes how all actions linked all targets together.

e S-eccentricity describes how far one node is from the farthest
node in the network, so how many hops of hyperedges. This tells
us how varied the actors’ actions are toward other actors. High
s-eccentricity would indicate certain actors are getting positive
actions while others are getting negative actions.

e S-harmonic centrality is a measurement of the influence of anode
over all other nodes and is closely related to closeness centrality
in network science. In this case, it shows how close one actor’s
node is to all the other nodes in the network.

e The final measurement is density—the proportion of hyperedges
present in relation to the total possible number of hyperedges that
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could be present. In one sense, this is a measurement of actions
taken against all possible actions that could have been taken.

As in the previous section, the 20 CAMEO super categories and the
4 GDELT meta-categories were measured against the hypergraph for each
month in the time series. Although each plot has some interesting signa-
tures, the most noticeable is the metrics for the quad action hypergraphs
for Israel (Fig. 13). The measurements strongly parallel the others over
each month. A tenet of warfare is unity of action; these results indicate
Israel is using each of its actions in concert with its other actions to achieve
its goal. This insight can also be seen in the other meta-category graphs,
where Ukraine (Figs. 19 and 20) exhibits the next most synchronous use
of action, followed somewhat surprisingly by the Gaza-aligned groups
(Fig. 15)—the most disparate set—and finally Russia, which seems to
alternate actions, so when s-eccentricity is high, s-betweenness is low
and vice versa. What this interesting result means is not entirely clear: It
may represent Russia trying to deal with multiple crises but only able to
deal with certain ones at times, or it may reflect the dynamics of Vladimir
Putin’s autocratic leadership. While all action in Israel is unified toward
a common goal, it may be that each section of the Russian Government
is waiting for Putin to act. These intriguing results will require more
evidence to form a more rigorous assessment.

Examining the metrics of the 20 super CAMEOQ categories provides
additional interesting results, whose meaning will, likewise, require
more time and evidence to rigorously assess. It is interesting to note that
both Israel and the Gaza-aligned groups saw a spike in activity in Octo-
ber that was not seen in the hypergraph metrics. Rather, what was seen
was a dip in the measurement where their normalized scores across the
five measures were low the previous month (Figs. 13-15). Conversely,
the hypergraph metric spike for Ukraine in the summer of 2024 was
seen in the hypergraph metrics. The Ukraine metrics for the quad class
or meta categories of GDELT synchronize somewhat from June to
October but then go into disarray in November. Superficially, this may
be associated with the result of the US Presidential election and US
support for the Ukrainian conflict.
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The hypergraph metrics of the Ukraine-Russia conflict and Middle
East conflict represent intriguing but not exactly clear results. More
research is needed to assess what these metrics may indicate about foreign
actors’ suite of actions to accomplish their goals. Despite this shortcom-
ing, all the results are significant in the sense that they offer a new way
to examine the behaviors of groups of actors taking specific action toward
other actors and the use of multiple actions to achieve some goal, in this
case win a conflict (or at least mitigate the damage).

Figure 13. Time series of Israel hypergraph measurements for the four meta
classes of action from GDELT.

Figure 14. Time series of Israel hypergraph measurements for the 20 CAMEO
action categories.
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Figure 15. Time series of Gaza-aligned groups hypergraph measurements for the
four meta classes of action from GDELT.

Figure 16. Time series of Gaza-aligned hypergraph measurements for the 20
CAMEO action categories.

Figure 17. Time series of Russia hypergraph measurements for the quad
action categories.
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Figure 18. Time series of Russia hypergraph measurements for the 20 CAMEO
action categories.

Figure 19. Time series of Ukraine hypergraph measurements for the quad
action categories.

Figure 20. Time series of Ukraine hypergraph measurements for the 20 CAMEO
action categories.
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Summary

A key takeaway from this exploratory attempt to conduct hypergraph-based
assessments during conflict to assess behavior signatures is that this
analytic approach shows a clear potential to provide insights that com-
plement conventional strategic intelligence analysis. The evidence for
this conclusion starts with the literature review, which captures the evo-
lution of this technique from very niche work to one where researchers
can gain new insights into complex problems by extending network
science, graph-based approaches to hypernetwork science, and set-based
approaches. This study then uses the GDELT dataset to determine if actors
have clear signatures of behavior in conflict situations. The various sig-
natures seen across the Ukraine-Russia conflict and Middle East conflict
demonstrate that actors do exhibit signatures of behaviors. The most
apparent example is the hypergraph metric assessment of Israel with the
four meta categories of GDELT. Critically, hypergraph analysis enables
intelligence professionals to do two things previously not possible: 1)
look at sets of actors and sets of actions over time, and 2) apply emerging
hypergraph metrics to gain new insights.

There is no shortage of potential paths to expand this body of work—
from increasing the number of CAMEO codes, to rigorously determining
group membership, to assessing specific events, such as contributing
actions taken before October 7 or the Russian invasion. Future paths can
also include integrating more conflicts and pre- or nonconflict relations,
such as China-Taiwan, or expanding the use of hypergraph analysis by
focusing on individual node values of hypergraph metrics—as opposed
to the aggregated metrics done here—or the addition of more eloquent
hypergraph approaches to gain new insights. Expanding this research can
be done in every major step from curating the data differently to lever-
aging more eloquent hypergraph metrics.

This study barely scratched the surface of what hypergraph analysis
could do for the Intelligence Community’s (IC) understanding of the
dynamics of conflict. The largest threat to continuing this work is that
the IC will be unable to integrate the paradigm shift in understanding and
analysis that these approaches offer. Hypergraph analysis and the GDELT
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dataset provide the ability to assess groups of actors and sets of actions
to achieve some purpose, a boon to IC analysts that was previously
impossible. The greatest threat to not integrating this approach—or the
innumerable other approaches now enabled by technology and Al revo-
lution—and developing them for decision advantage is simply having the
mindset that the IC has never done it that way.
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CHAPTER 7

A Scenario Discovery
Approach Integrating
Hypergraph Representations

and Generative Al
Kyle A. Kilian

Introduction

A greater understanding of networks allows us to investigate and charac-
terize arange of complex systems, from social and technological systems
to the human brain. Traditional graphs are indispensable for rapid rela-
tional analysis—such as social network analysis of nonstate threat
groups—but few systems exist in nature that are low-dimensional and
able to be explained by the one-to-one associations portrayed by these
standard graphs. Although these traditional graphs are powerful for rela-
tional analysis,?* real-world intelligence problems frequently involve
overlapping, nested, and many-to-many relationships that require more
sophisticated representations.?” Indeed, intelligence analysis relies on
identifying patterns within complex, interconnected systems, where
conventional graph models fail to capture the multidimensionality of the
threat environment.?? Hypergraph topologies are a natural fit for modeling
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complex, deeply nested systems and interactions (for example, one-to-
many, many-to-many), because they enable the integration of deeply
interwoven elements, such as geopolitical dynamics, technological dif-
fusion, and adversarial strategies, into a unified analytical framework.?”

In this paper, hypergraphs are used to model the nested relationships
and interactions in complex, alternative futures. Futures analysis or sce-
nario modeling has long used computational approaches across fields as
diverse as climate change,?”® environmental management,?” and national
defense.?* First, a scenario discovery approach is introduced—computa-
tional modeling that isolates crucial elements in a scenario space*'—and
generative artificial intelligence (Al) is used to produce candidate events
or causal pathways indicative of high-risk futures. Second, these pathways
are modeled as hypergraph structures to identify events that overlap and
are especially central to low-, moderate-, or high-risk scenarios. This
method combines Monte Carlo simulation (MCS), which is used to
explore the full distributions of possible scenario combinations, and large
language models (LLM) to expand the range of expected or unexpected
events to account for plausible tail risks and unexplored combinations.
This approach provides a novel combination of techniques for alternative
futures that allows intelligence analysts to go beyond the standard sce-
nario protocols?? (for example, the 4x4 matrix) and explore unexpected
combinations, while also accounting for complex dependencies often
neglected in traditional analysis.

Data Collection and Conceptual Framework

For this research, a hierarchical complex systems framework was devel-
oped to evaluate the trajectory and risks of advanced Al to US national
security with three layered structures: 1) subsystems or classes, 2) dimen-
sions/uncertainties or drivers, and 3) conditions (discrete future states).
This model represents the complex interactions that could influence the
trajectory of Al development. Combinations of conditions result in one
or many plausible futures.??

To develop the conceptual framework, experts in many fields of study
were interviewed to set its dimensions and conditions. The surveys asked
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leading Al experts and intelligence professionals to rate each condition on
its level of impact and likelihood (five-point scale, from highest impact to
lowest and from very likely to very unlikely).* The results were compiled
to rank each condition on its impact and likelihood. The results were then
used to set the probability distributions for the simulation. Crucially, the
dimensions and conditions are not mutually exclusive and can interact and
influence adjacent conditions. The key research aim was to identify the
combinations of conditions that produce and are predictive of low- or high-
risk alternative futures and which elements are most central across multiple
states. Table 1 shows the hierarchy of subsystems and the aggregate aver-
ages of estimated impact and likelihood offered by survey participants.

Simulation and Classification

Because of the high uncertainty and variability among dimensions and
conditions, MCSs were used to explore the full range of plausible scenario
combinations. MCS involves running many simulations with varying
inputs, which are then randomly sampled from specified distributions.?**
This approach can identify rare but consequential scenarios (extreme
cases) that might be overlooked in more traditional approaches. Because
this research focuses on understanding the degree of risk using impact
and likelihood rankings, the first step was to set up the MCS to calculate
a Total Risk Score (TRS) by averaging the impact and likelihood param-
eters.™ This involved four steps:

1. Set up the model to iterate through a specified number of simu-
lations (in this instance, 1,000),

2. Randomly sample data from the two aligned datasets for impact
and likelihood, computing the average for an overall risk metric,

111 The author received 79 completed surveys for likelihood and 46 for impact from
both the public and private sectors.

§8§ A standard approach is just to sample a value from the aligned impact and
likelihood data frames and then multiply them for a TRS, for example, Inherent Risk
= Impact * Likelihood.
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3. Identify conditions exceeding a predefined risk threshold (thresh-
old = 0.7) to calculate a multiplier based on the proportion of
high-risk conditions, and

4. Apply the multiplier to compute a weighted TRS for each
scenario.

Conditions of interest were also calculated at the outset to isolate
scenarios that are rare or contain unique combinations of conditions,
which provided additional details for the LLLM or context for alternative
analysis." Fig. 1 displays heatmaps for the MCS.

Figure 1. Two variations of heat maps of the MCS. The map on the left shows
the aggregate TRS for each condition (columns) across scenarios (rows).

The color ramp indicates the degree of risk (for example, light yellow-green

is >80 TRS). The map on the right highlights unique or extreme condition
combinations only. For example, scenarios that occur in less than 5 percent of
the simulations with greater than 95 percent TRS (note: the very light boxes are
excluded conditions that do not meet this threshold). The unique and extreme
map is a quick and easy approach for scenario discovery that defines the
condition requirements in the MCS, resulting in your scenarios of interest.

9 We defined extreme scenarios as those that fall above the 95th percentile or below
the 5th percentile of the data distribution and unique by calculating the sum of conditions
across all scenarios to determine the frequency, setting a unique threshold (less than
five percent of the total) to identify infrequent scenario combinations.
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The histogram below provides a more detailed look at the underlying
distributions of likelihood and impact scores across the thousands of
simulated scenarios (Fig. 2). The likelihood values clustered around the
mean (~0.5-0.6) as expected, but with a cluster of low values (~0.3-0.4)
and a couple of high likelihood outliers (>0.8). For impact, the bulk of
the distribution clustered on the higher end (~0.5-0.6.5) but with several
groups of outliers. The TRS calculated through the MCS ranges from
low risk (14.63-24.96) to moderate (24.96-31.84) to high risk
(31.84-49.04).

Figure 2. Distribution of condition values across simulated scenarios.

Scenario Discovery and Refinement

The Classification and Regression Tree (CART) algorithm was used to
isolate high-risk scenario combinations from the MCS. The CART algo-
rithm provides a robust tool for scenario discovery (SD) by identifying
critical thresholds and combinations of factors across conditions that are
predictive of our scenarios of interest (for example, high risk). By sys-
tematically breaking down the decision process into a tree-based struc-
ture, CART helps uncover complex interactions by pinpointing specific
conditions (independent variables) under which high-risk scenarios are
likely to emerge (dependent variables).>

A simplified approach is to run the CART algorithm only on the target
variables, TRS. Based on the TRS classification performed earlier, the
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decision tree model was used to classify scenarios into “Low,” “Medium,”
and “High” risk categories. The refined TRS model exhibited an accuracy
highlights the conditions of each branch for designing scenarios (for
example, scenarios = the set of conditions under S1, S2, S3, S4, with
each moving from the root node to the branch nodes).

Figure 3. CART decision tree analysis focused on the TRS categories.

The branches of the decision tree are used as the framework for
developing scenarios. For this example, the decision tree was set five
layers deep and the number of scenarios was based off the third branch
in the tree, for example, slow takeoff, failure modes, distributed Al
agents, and decline in governance, with each scenario starting from the
root node (under 10 years), and nation or corporation developing

*##%* This enhancement is reflected in the model’s precision and recall metrics across
risk categories, with each showing robust scores around 0.92. The precision scores
indicate a high level of correctness in the model’s positive predictions, while the
recall scores highlight its effectiveness in identifying all relevant instances within
each category.
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advanced Al (Table 2). With this framework, the LLM was applied to
help structure the scenario paths to fill contextual gaps, interactions, and
plausible events that may link each condition to its terminal state. This
aids in red teaming the scenario design and framing the causal paths of
the target scenarios.

Scenarios Design Using Decision Tree—TRS Category

Under 10 Years (Root Node)

Nation Develops Advanced Al Corporation Develops Advanced Al
(Branch 1) (Branch 2)

Slow Takeoff Failure Modes Distributed Al Declinein
(S1) (S2) Agents (S3) Governance (S4)
Asia Pacific Distributed Al Arms Race Power-Seeking Al
Al Agents
- Decentralized . Goal-Alignment
Low Capability Diffusion Misuse Failure
Moderate Coalitions Develop
Slow Takeoff Capabllllty- Algorithmic Insight Advanced Al
Generality
Inner-A.llgnment Under 20 Years Power-Seeking Al Structural Risk
Failure
Distributed Multipolar Takeoff Asia Pacific AGI
Al Agents
Low Risk High Risk

Table 2. Branches of the decision tree for scenario generation based on the target
variable risk category from the TRS. This model had much higher predictive power
and could be more valuable for accurate scenario representations.

LLM Structuring

Although the CART branches provide the key elements for scenario
generation, it would be useful to populate the branches with interme-
diate pathways or events that could be causally significant for narrative
development. While debate continues over the causal abilities of
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LLMs, " recent research has shown great success with careful prompt-
ing strategies and hybrid methods using causal structure learning? and
causal graph discovery.?” To do this, we introduce LLMs (in this case,
OpenAl’s GPT-40, ) to analyze the CART output (tree structure,
statistics) and MCS results and to discover hidden associations and
probable events for scenario structuring. With the essential conditions,
the LLM fills in these scenario pathways—crucial intermediate points
and causal structures—to build an interconnected framework for sce-
nario development. This automated process helps develop pathways
and identify potential gaps, as well as decrease bias—for example, the
researcher’s worldview of which elements should be included for a
realistic narrative (often highly subjective). The process must be veri-
fied, but this approach could limit bias in developing scenario frame-
works, adding interesting, potentially unconsidered pathways.

Each branch of the CART decision tree, from the root node to the
terminal node (or leaf), represents the outlines of four individual scenar-
i0s, labeled as S1-S4 (Table 2). To structure the scenarios, the LLM was
prompted to evaluate each branch of the decision tree (five conditions
with the highest predictive power for each risk class) and to have the
model fill in the most probable intermediate points or pathways (events
or intervening variables) that would lead to the final scenario element
and risk class (the terminal node). This develops the framework for a
scenario graph by generating what the model infers as highly probable
paths between each node (the root node and each of the branch nodes) to
shape the structure for low (S1), low-moderate (S2), moderate-high (S3),
and high-risk (S4) scenario combinations/sub-spaces. The output is a
branching tree-like structure, starting with the single root node and split-
ting into multiple paths, expanding the decision tree structure into a much
larger series of branches with intermediate paths (two, in this example)

T11f LLMs have been prone to unpredictable failures, with contextual
misunderstanding, and logical errors, and are said to be limited to correlations
between data points (see “Can Large Language Models Do Causal Reasoning?” June
24, 2024, https://medium.com/@marketing_novita.ai/can-large-language-models-
do-causal-reasoning-11dedeca744f.)
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between the four predictive variables discovered through the CART
algorithm. This fractal process expands the branches into a complex,
hierarchical graph of scenario pathways. Table 3 highlights the initial
output from the LLM for each of the four scenarios (S1-S4) in table
format, with two events or paths between each of the branch nodes dis-
covered in CART (the direction moves from left to right), with interme-
diate paths displaying exactly two for each node. The LLM prompt
requests exactly two pathways from the Application Programming Inter-
face (API) for each of the four nodes, rather than for every branch node
(as could be done normally), to keep the project tractable.

Figure 4. Example scenario space graph with CART branches (black lines) and nodes
(gray boxes) with LLM-generated pathways (black dots). The paths are generated to
structure events/interactions between nodes but also overlap with other nodes or
paths (displayed with red arrows). The four scenarios are color-coded from low risk
(green) to high (red). Note: The graphic does not display full intermediate nodes or
cascading dynamics due to space limitations and is a demonstration.

Hypergraph Representation

Given the nested, multidimensionality of the categories, conditions, and
events produced by the LLLM, with inferred causal pathways repeating across
scenarios (S1-S4), hypergraph representations are used as an analytical
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framework to examine the higher-order connections, shared relationships,
and the degree to which the paths are connected across and between sce-
narios and embedded relationships (for example, each condition is concep-
tualized as a hyperedge encompassing multiple path or event nodes). The
assignment of events to specific condition-defined hyperedges is determined
by the preceding scenario generation steps, where the LLM fills in pathways
between conditions. Understanding how these LLLM-generated structures
(nodes) are interconnected through and across the hyperedges is helpful in
identifying influential events, recognizing shared underlying structures
across scenarios, and assessing their centrality and potential systemic
impact. Fig. 5 displays this hypergraph output, illustrating the complex web
of connections and overlaps inherent in the scenario pathways.

As shown, increased government investment is essential for all sce-
nario combinations and capability gains across multiple branches (S1-S4),
linking conditions, such as takeoff speed, region, developer type, and
failure modes, with a high degree distribution (8) intersecting multiple
conditions (high frequency of connections). The hypergraph framework
shines a light on where scenario combinations overlap, can be isolated,
and, significantly, have the strongest influence between scenarios.

Other central paths (events/interactions) with high intersections
(multiple overlapping conditions, termed path width)## across combina-
tions, including investment in Al research and development, complex
system integration, rapid deployment, competitive race dynamics, and
the degree of autonomy. The events that link the nodes of decentralized
diffusion and system failures include an uncontrolled open-source eco-
system and regulatory gaps (degree distribution of three), a fairly intuitive
finding. One isolated cluster (high degree distribution of five but low path
width)—within the hyperedges structural risk, governance decline, under
10 years, and power seeking—includes several correlated, high-risk path-
ways, such as critical sector interdependence, compromised policies,
interruption of services, and increased autonomy that provide a clear map

F1%% Path width in hypergraphs is a measure of the “thickness” of the hypergraph,
which relates to the complexity of finding the shortest paths within it.
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to a hazardous chain of events the researcher can highlight for developing
detailed preventative policies. By examining the scenario structures using
hypergraphs, the analyst can investigate relationships among paths and
conditions—between and across scenario combinations—and use these
relational insights to develop detailed alternative futures.

Figure 5. Hypergraph output of the SD conditions (color-coded bands) and the
LLM-derived events and indicators (solid black dots), highlighting the most crucial
events and paths and how closely they are associated with multiple conditions.

The hypergraph representation, coupled with the event centrality
table, provides a structured approach for examining differential futures.
By revealing how events and conditions are interconnected, this analytical
lens helps identify key intervention points, potential scenario bifurca-
tions, and overlapping uncertainties. Events identified with high central-
ities in the hypergraph—such as “increased government investment” and
“distributed Al agents” can be understood as pivotal elements that appear
across multiple inferred scenario trajectories. Although the hypergraph
primarily visualizes the shared components (hyperedges representing
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conditions), the underlying pathways generated by the LLM (detailed in
Table 3) are constructed with an intended directional and sequential logic,
moving from root causes toward terminal outcomes. Thus, the causal
pathways in this context refer to these LLM-structured sequences that are
designed to represent plausible chains of events. The hypergraph analysis
focuses on mapping the interconnections and shared elements within the
set of inferred, directionally influenced pathways. Identifying these over-
lapping and nested structures allows intelligence analysts to assess how
modifying a single variable might ripple across different futures, stress-
test policy interventions, and refine scenario frameworks.

Most Influential Events Across Risk Levels

Occurrence Across .
Event Value . Risk Levels
Risk Levels

Al-driven product deployment 3 Moderate-high
Breakthrough in ML 3 Moderate-high
Power-seeking tendencies 3 Moderate-high
Companies develop advanced Al 4 High
Governance decline 4 High
Complex integration 4 Moderate
International Al race 4 Moderate
Rapid deployment 4 Moderate
System failures 4 Moderate
Distributed Al agents 6 Low, Moderate-high
Increased government - Low, Moderate,
investment Moderate-high

Table 4. The scenario events with the highest overlaps and centrality across
scenario combinations. Increased government investment is the most central
element across risk categories and scenarios, suggesting it could be a pivotal factor.

Although the current representation does not use formally directed
hyperedges, the inherent directionality of the input pathways informs the
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interpretation of the influence and strength of interconnected relationships.
Showing how predefined, logically sequenced paths intersect and share
common elements provides insight into the complex dependencies within
the scenario space. Unlike traditional scenario-building frameworks that
rely on linear or matrix-based projections, hypergraphs capture the inter-
connected and multidimensional nature of emerging threats. With this
comprehensive framework, the output can be used to devise complex and
highly detailed futures. The fundamentals of technological change and
geopolitics tend to evolve as complex multilayered structures, with the
interactions of entities and events being the crucial features to illustrate in
alternative futures analysis. Thus, a scenario hypergraph output provides a
compelling framework to investigate the plausible paths of complex threats.

This model enables analysts to discern which factors are central across
multiple futures, assess dependencies between conditions, anticipate
nonlinear risk dynamics, and enhance the ability to anticipate risks, detect
emergent threats, and develop adaptive strategies for complex, evolving
challenges. This allows the analyst greater flexibility to provide complex
visualizations, relational diagrams, and highly granular narratives that
point to subtle relationships. This methodology is well suited for model-
ing the trajectory of multilayered intelligence problems with high uncer-
tainty (which, admittedly, includes most contemporary global challenges).
Future research could explore directed hypergraphs for more explicit
causal modeling.

Leveraging hypergraph approaches—and higher-order networks
more generally—analysts can move beyond conventional foresight meth-
ods to generate dynamic scenarios that better reflect the intricacies of the
modern threat environment.
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CHAPTER 8

Hypergraph Methods
for Network Analysis

and Intrusion Detection
Zong-Zhi Lin

Network analysis has proven effective in devising methods to detect
network intrusions; it can identify abnormal traffic on computer systems
and uncover attack information.?** Network Intrusion Detection Systems
(NIDS) based on machine learning (ML), however, still struggle to
develop effective and efficient detection systems when using graph-based
(dyadic) network relationships,?** 2*1: 242 in part because these models
lack the ability to represent multiway relationships or higher-order inter-
actions within networks. Hypergraphs offer an alternative, robust math-
ematical way to explicitly represent higher-order interactions within
networks to increase the performance of ML NIDS 243 244 245. 246 Thjg
chapter explores the effectiveness of hypergraph methods for network
analysis and intrusion detection, in particular Internet Protocols (IPs),
the potential use of hypergraph methods to exploit higher-order interac-
tions among source (S-IP), destination ports (D-PT), and destination IPs
(D-IP),**” and connectivity of entities within each micro-segmentation
over a zero-trust framework.
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Hypergraph Primer

A basic understanding of hypergraphs is needed to appreciate their ver-
satility and effectiveness in capturing interactions among entities in a

network. A hypergraph consists of a set of vertices V.= {vy,va,..., v, },
and set of hyperedges E = {ej1,es,...,e,} such that each hyperedge is
a subset of vertices set V, namely e; C V fori=1,..., m.* A typical

graph or network is a hypergraph where all its hyperedges have two ver-
tices, |e;| = 2.

An s-walk of length k between hyperedge f and g is a sequence of
hyperedges f = e;,, €;,,€i,,...,e;, =gsuchthatforj=1,...,k, we have
lei,_, Mes; > s and ij_; # ij. An s-path is an s-walk where hyperedges
are not repeated. The s-distance between hyperedge e and f is the length
of its shortest s-path, denoted as d;(e, f), and the s-diameter is the longest
s-distance. In addition to length, each s-path in a hypergraph has width,
which is the minimum number of common vertices among all the con-
secutive hyperedges of the s-path. In other words, the width of an s-path
is at least s because all consecutive intersections are at least size s. An
s-component in a hypergraph is a collection of hyperedges so that any
pair of hyperedges are connected through an s-path. For notational con-
venience, the 1-s-hypergraph denotes the type of hypergraph comprising
only one (1) s-component.

Two hypergraph centrality measures quantify the size in which nodes
or edges are “close” to everything. The s-closeness-centrality (s-C-C),
Cs(e), for an edge e measures how close e is to all others in its s-
component. It is computed using the formula:

’85|—1
Cile) = ———
©) > dy(e, f)

fees

Where ¢, is the set of hyperedges in its s-component that contains the
edge e.?® Its related s-harmonic-closeness-centrality (s-H-C-C), HC;(e),
for an edge e is computed using the formula

1 1

HCy(e) = les] — 1 2~ di(e, )

fEes
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When a hypergraph has multiple components, the s-H-C-C resolves
the problem of infinite distances (namely, d;(e, f) = oo) by rendering the
reciprocal of each s-distance to be nearly zero.

Hypergraph Modeling on Intrusion Detection
Systems Datasets

Reliable but suboptimal datasets that capture network traffic activities are
needed to train, test, and validate Intrusion Detection Systems (IDS) and
Intrusion Prevention Systems (IPS) against increasingly sophisticated
and ever-growing network attacks. The hypergraph ML ensemble network
IDS model summarizes network activities over combinations of source
and destination IPs and ports to detect the most likely Destination IP
(D-IP) to be hacked or the hacking source IP (S-IP)—using this network
vulnerable information to detect malicious traffic. Lin et al. then used
the Canadian Institute for Cybersecurity (CIC)-IDS-2017 dataset®' to
present a hypergraph IDS model and its results. This study adopts their
framework and notations for the sets of S-IPs, D-IPs and destination ports
(D-PT) to examine two other IDS datasets and the conceptual uses of
their hypergraph IDS model in micro-segmented networks of services
and workloads within a zero-trust architecture.

Hypergraph Model on CIC-IDS-2017 Dataset

The intrusion detection evaluation dataset released in 2017 by the (CIC-
IDS-2017), consists of several attack classes, including: botnet, brute-
force, denial of service (DoS), distributed denial of service (DDoS),
Heartbleed, port scan, web, and infiltration of the network from inside.?>
23 In one study, Lin et al. used port scan attacks to construct a hypergraph
HG = { V= Sapi, E = Seip U Saip }, where Sq.ip, Saip, and Sapt are the
sets of all S-IPs, D-IPs, and D-PTs, respectively, and E = Sg;, U Sq.ip, 18
a set of hyperedges in which each hyperedge is either an S-IP or D-IP
included in a search for vulnerable servers (port scanning) within a set of
D-PTsinastream of network activities.>** Mathematically, E = Sy, U Sq.ip
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is defined as a subset of Sy, based on its associated destination port-
scanning activities in a network. Thus, the constructed hypergraph HG
summarizes the structure of interactions and connectivity among IPs and
D-PTs involved in network activities modeled.

Figure 1. a) Using a 0.15 percent random sample of the CIC-IDS-2017 dataset with
random seed 1234, a hypergraph with 15 edges and 34 vertices was constructed
from 43 port-scan records and 26 scanned D-PTs with benign (B) and port scan
attack (A) labels. S-IP 172.16.0.1 and D-IP 192.168.10.50 exhibited a signature
pattern of near-concentric circles, rendered as an s-connected component in the
red-dashed-rectangle, to give a series of 11 s-C-C values. b) Average trend of s-C-C
metrics across multiple hyperedges for port-scan records in a hypergraph whose
hyperedges are defined as S-IP or D-IP address associated with the nodes of
scanned destination ports.

As depicted in Fig. 1a, the hyperedge of S-IP 173.194.208.155
encompasses a single node of D-PT 35066, which reflects its access to
the hyperedge of D-IP 192.168.10.12 during normal network activity.
The constructed hypergraph HG also reveals a signature pattern of
attacks at S-IP 172.16.0.1 by scanning the targeted D-IP 192.168.10.50
through a long list of D-PTs, as depicted in the dashed-box of Fig. 1a.
Topologically, the constructed hypergraph HG includes an s-component
with s being much larger than 1, shown as /-s-hypergraph. Namely, the
entire hypergraph HG comprises one dominating s-component, which
shows that the CIC-IDS-2017 dataset includes only one pair of S-IP and
D-IP in the port-scanning class. In addition, because the two edges of
S-IP and D-IP in Fig. 1a form two nearly concentric circles over the set
of commonly accessed destination ports, the s-C-C s 1 at larger s values
for each hyperedge in the s-component within this 1-s-hypergraph, as
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shown in Fig. 1b as Ci(e) — 1 for e € {172.16.0.1, 192.168.10.50} and
s € {11,12,...,30}. This set of the hypergraph HG’s s-C-C metrics effi-
ciently captures and portrays the adversary’s signature pattern of port-
scan activities.

Hypergraph Model on Other IDS Datasets

The hypergraph (Fig. 2) of the sample dataset Army Cyber Institute-In-
ternet of Things (ACI-IoT) 2023 IDS includes single hacker S-IP
(192.168.1.45) and multiple targeted D-IPs (including, but not limited
to, 1,9, 10, 168,211, and 215 with the prefix 192.168.1) in the port-scan-
ning class.?** With a random sample of 42 records (0.003 percent) and a
random seed 1234 of the ACI-1oT-IDS 2023 dataset, this hypergraph has
34 edges and 30 vertices. Numerically, the sample hypergraph’s s-C-C
measure does not render the same pattern of s-C-C values as that of the
CIC-IDS-2017 dataset, so it cannot improve performance in detecting
intrusions.? Its nonzero decreasing s-H-C-C time-series for each hyper-
edge, shown in Table 1, however, may be used to augment the typical set
of network flow features.

Figure 2. Hypergraph (34 edges and 30 vertices) from a 0.003 percent random
sample (42 records) of ACI-l0T-2023 dataset.
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Two (2) 0.03598 0.04356
hyperedges:
$192.168.1.45 2 0.01231 0.00852
d192.168.1.1

. 3 $192.168.1.45 0.00568 d192.168.1.1 0.00379
Five (5) Dest.
Ports: 738, 4 0.00568 0.00379
6077, 27358,
50709, 57364 5 0.00189 0.00189

Table 1. A set of nonzero s-H-C-C time-series features for each hyperedge in Fig. 2.

Fig. 3. With a 0.02 percent random sample (551 records) at random seed 1234 of
the UNSW-NB15 IDS dataset, this hypergraph has 46 edges (S-IPs or D-IPs) and

217 vertices or D-PTs. 90.4 percent (458/511) of network activities in the sample
hypergraph are normal events. The boxes of S-IPs or D-IPs in the hypergraph depict
four hacking S-1Ps (175.45.176.0 - 3) and 10 targeted D-IPs (149.171.126.10 - 19)
included in the UNSW-NB15 IDS dataset.

Hypergraph Model on UNSW-NB15 IDS Dataset

The UNSW-NB15 IDS dataset comprises multiple S-IPs and D-IPs in the
cyber-attack class.?® The hypergraph of a sample from the dataset, depicted
in Fig. 3, comprises 53 pairs of known four (4) S-IPs (175.45.176.0-3)
and 10 D-IPs (149.171.126.10-19) out of the 511 records of network
activity, or 9.6 percent of network activities in the cyber-attack classes.
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This ratio is further reduced to an average 0.48 percent for each pair of one
S-IP and one D-IP, reasonably evidencing that hackers in this IDS dataset
know which D-IPs and associated D-PTs are vulnerable to an attack. Thus,
no direct network pattern can be identified, as was available in Lin et al.’s
2024 work, to augment the IDS dataset.

Hypergraph Model for Micro-Segmented Networks
Within a Zero-Trust Architecture

The proliferation of Internet of Things (IoT) devices introduces an unprec-
edented security challenge as breaches and ransomware risk can quickly
move across systems. In the advanced persistent threats (APTs) life
cycle, which outlines the typical stages of a cyberattack, lateral movement is
critical to the ability to steal high-level authority credentials and confidential
data.?® 2% Zero Trust (ZT) architecture adopts “never trust, always verify”
and “least privilege” principles to mitigate the risk of lateral movement and
data exfiltration from breaches and ransomware attacks.?!- 262

Segmentation and micro-segmentation strategies to partition the IoT
can be used to mitigate the lateral movement risk.?®> Micro-segmented
networks of services and workloads within a zero-trust architecture
require hackers to mobilize more resources (multiple source IPs or serv-
ers) to reach target IPs spread across multiple grids or cells. These boosted
hacking network activities (including port scans or other attacks to
explore the network) against destination IPs or Ports can be summarized
by a group of sub-hypergraphs that capture network activities for each
pair of hacker S-IPs and target D-1Ps. Although each sub-hypergraph can
be an s-C-C connected hypergraph component, the entire hypergraph is
unlikely to be an s-C-C connected hypergraph.

Conceptually, the algorithm developed by Lin et.al. (2024) can be
extended to detect attacks within each grid/cell of the network. The cell’s
near-concentric hypergraphs may not be as obvious or large, however, as
the one derived from the CIC-IDS-2017 dataset depicted earlier. Thus,
topologically, a hypergraph may be used to summarize activities (east-
west and north-south in the reduced set of IP, ports or other physical
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foot-prints) in micro-segmented networks of services and workloads
within a zero-trust architecture. These hypergraphs also may be used to
identify constructs with a much larger radius of connected hypergraphs
or seen on many shortest paths, to include multiple services and work-
loads resulting from lateral moves of cyber-attacks but s=1 or s is small.

Hypergraph Modeling on Relevant Cyber
Security Datasets

This section briefly reviews and remarks on hypergraph model works
related to the Domain Name Service dataset?* 2> 266 and cyber security
vulnerability dataset,?®” and the University of New South Wales (UNSW),
Canberra TON_IoT dataset.*®

Hypergraph Model for Cyber Security
Vulnerability Dataset

Hypergraphs can be used to analyze complex, heterogeneous cyber secu-
rity incidents by modelling information on attacks, campaigns, known
adversaries, procedures, tactics, and tools. The information gleaned can
be used to assign priority to those adversaries deemed most relevant and
to guide cyber security strategy and architecture.?® For example, a hyper-
graph can be constructed with a set of nodes=cyberattacks, or organiza-
tions/groups conducting cyberattacks; the set of edges=countries, regions,
industries, or public sectors; and each hyperedge defined as a subset of
the nodes set based on associated cyberattacks or adversarial groups
launching cyberattack activities in a network.

Adversaries tend to focus on specific sectors or organizations of
specific sizes, on certain geographic areas, or on geopolitical factors, all
of which can orient analysis of the cyberattacks. These edges and nodes,
which collectively reflect these factors and their higher-order connections,
can be studied to understand what adversaries are more relevant within
each context. Fig. 4 provides a hypergraph example that depicts the rel-
evance of adversaries in heterogenous factors.?”
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Telecommunications

Europe

® APT5

o Cobalt ® Backdoor

diplomacy

o Hexane

@ Ember Bear

o BITTER

Figure 4. A hypergraph that comprises a set of nodes N = {APT5, Backdoor
diplomacy, BITTER, Cobalt, Ember Bear, Hexane} and the set of edges E = {Europe,
Telecommunications}.?™

Hypergraph Model for the Domain Name
Service Dataset

The naming system overseen by the Domain Name Service does not
always correlate one-to-one, because of the inclusion of domain aliases,
hosting services to multiple web sites, site management across IPs, and
random IP assignment. Letting nodes be IPs and hyperedges domains,
hypergraphs can fully represent the interactions between collections of
IPs and domains that can then be used to explore domain names to provide
insights into analytic questions such as abnormal IPs and domains, and
neighborhoods of known bad IPs or domains.?”?

Hypergraph Model on TON_loT Dataset

The UNSW Canberra TON_IoT datasets are new generations of IoT and
the Industrial Internet of Things (IloT) data generated in a realistic and
large-scale network environment with multiple S-IPs and multiple D-IPs
within the UNSW Canberra network for evaluating Al-based cyber secu-
rity applications.?”” The data of TON_IoT datasets were collected in a
network of Windows, Linux and TLS. TON_IoT datasets comprise mul-
tiple source-IPs, multiple destination IPs and port scanning activities.
Although a couple of ML-enabled intrusion detection solutions—trained
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and validated using part of the TON_IoT datasets since its public
release—have been reported in the literature, hypergraph-based ML-en-
abled solutions are yet to be explored.?”* 2"

Summary

This article reviews a couple of hypergraph methods for network analysis
and intrusion detection to demonstrate its modeling versatility and effec-
tiveness for capturing and summarizing interactions and connections of
multiple entities in a network or network segments within a zero-trust
framework to render features that can potentially be used to augment
existing IDS datasets to enhance performance of detecting intrusions. In
addition, a couple of existing IDS datasets and relevant cyber security
datasets were briefly reviewed to suggest that hypergraphs may be a potent
model to develop effective ML-enabled solutions for network analysis
and intrusion detection.
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Glossary of Abbreviations
and Acronyms

ACI-IoT
AES

Al

AIC
API
APT

C2
CAMEO
CART
CHASE
CIC
CISA
CMC
DARPA
DC
DDoS
D-IP
DISA
DoS
D-PT
GDELT
IC

IDS

Army Cyber Institute-Internet of Things
Advanced Energy Storage

artificial intelligence

Akaike Information Criterion

Application Programming Interface

advanced persistent threat

command and control

Conflict and Mediation Event Observations Event and Actor
Classification and Regression Tree

Cyber Hunting at Scale

Canadian Institute for Cybersecurity
Cybersecurity and Infrastructure Security Agency
Chemical Machinery of the Cell

Defense Advanced Research Projects Agency
domain controller

distributed denial of service

Destination Internet Protocol (to be hacked)
Defense Information System Agency

denial of service

destination port

Global Database for Event Location and Tone
Intelligence Community

Intrusion Detection System
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IIoT Industrial Internet of Things

IoT Internet of Things

1P Internet Protocol

IPS Intrusion Prevention System

LLM large language model

MCL Molecules Come to Life

MCS Monte Carlo simulation

ML machine learning

NIDS Network Intrusion Detection Systems
NIMBioS National Institute for Modeling Biological Systems
NSA National Security Agency

NSF National Science Foundation

OPTC Operationally Transparent Cyber dataset
ORISE Oak Ridge Institute for Science and Education
P2PE University of Virginia Prominence-to-Preeminence initiative
PID process identifier

PNNL Pacific Northwest National Laboratory

PPID parent process identifier

RBS restricted barycentric subdivision

RDP remote desktop

RFID radio frequency identification

SD scenario discovery

S-IP Source Internet Protocol (hacking source)
STEM Science, Technology, Engineering, and Math
TC Transparent Computing

TDA Time Domain Astrophysics

TRS Total Risk Score

ZT Zero Trust
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