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The evolution of US cybersecurity strategy since 2015 illustrates how aca-
demic debate can guide practitioners managing operations in the cyber
domain. The shift from an emphasis on deterrence toward an operational
approach rooted in Cyber Persistence Theory suggests that, for the first time,
the public manifestation of a theory—in its embryonic form—did not lag
behind strategy development. This Research Short examines the shift in stra-
tegic language as an indicator that theorizing about the unique structural
characteristics of cyberspace drove a policy shift for US cybersecurity. If
theory can drive practice, how does that relationship affect cyber operators’

downstream strategy implementation in a dynamic security environment?
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After attending a talk by the authors of Cyber Persistence Theory, Redefining National Security
in Cyberspace, a senior tactician at US Cyber Command remarked, “It was interesting, but has
nothing to do with what operators are actually doing in the domain.” This comment revealed an
assumption that appears to permeate much of the practitioner community: Academic debate and
theory development have little impact on how strategists manage conflict and competition, or how
tacticians operate in cyberspace. The evolution of national strategic guidance for cybersecurity
during the past decade, however, indicates otherwise. A 19-page report published by President
Barack Obama’s White House in 2015 articulated a cyber policy centered on deterrence, but the
Biden Administration’s “2023 National Cybersecurity Strategy” did not mention deterrence a sin-
gle time. Instead, a “defend forward” strategy” rooted in Cyber Persistence Theory emerged as the
preferred operational approach.' Not only do strategies of deterrence and operational restraint
yield fundamentally different tactics and operations than strategies of forward defense and per-
sistent engagement; this shift in strategic posture between the Obama and Biden administrations
implies a realignment between theory and practice in the cyber domain that signals the begin-
ning of a paradigm shift away from coercion theory and the resultant “deterrence default” of the
national security enterprise.?

The Theory-Practice Gap

The most promising way to bridge the gap between the academician and the policy
maker...is to focus on the relationship between knowledge and action in the conduct of
foreign policy.’ - Alexander George

The question of theory’s relevance to practice is not new. Alexander George’s Bridging the Gap: The-
ory and Practice in Foreign Policy explored the disconnect between those studying foreign policy
and those practicing it.* He determined that a weak knowledge base undercut the effectiveness of
five of six attempts at US coercive diplomacy in Iraq in 1988-91. His theory-practice gap frame-
work identified three kinds of knowledge needed in policymaking:

o Abstract conceptual models of strategies that can identify “the critical variables of a strategy
and the general logic associated with successful use of that instrument of policy.”> The abstract
model is not the strategy itself, but a starting point for constructing a strategy.

« General or generic knowledge that can compensate for the limitations of abstract conceptual
models by providing conditional generalizations based on past experiences that favor success
or forecast the failure of a strategy.®

o Actor-specific behavioral knowledge to provide a “correct image of the opponent.”’

* “Defend forward” first appeared as strategic guidance in the 2018 Department of Defense (DoD) Cyber Strategy, which directed
DoD to “disrupt or halt malicious cyber activity at its source, including activity that falls below the level of armed conflict.” The
strategy, however, simultaneously directed DoD to “compete and deter in cyberspace,” revealing a bifurcated strategy that strad-
dles two distinct conceptual frameworks. Source: US Department of Defense, “Department of Defense Cyber Strategy: Summary
(2018),7 2018, 1, 4, https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDE




Together, these three knowledge types constitute what George called policy-relevant theory, or “the
type of knowledge needed for statecraft”® Gaps exist where there is a lack of the knowledge needed
for statecraft. The magnitude of the gap between academics and policymakers is proportionate to
the lack of policy-relevant knowledge. Put more succinctly, the theory-practice gap can be defined
as a disconnect between substantive theory and published policy proportionate to the absence of
policy-relevant knowledge.

George asserted that theoretical-conceptual knowledge is essential to policymaking, and—con-
sciously or not—all policymakers use some form of conceptual framework, reflecting their assump-
tions about a theory’s core requirements and causal logic. Although the theory-practice gap cannot
be eliminated, policy-relevant knowledge can help “bridge” the gap by aiding policymakers in diag-
nosing and prescribing an effective policy response to a particular problem. Implicit in George’s
work is the idea that both the work of the scholar and the outcomes of the practitioner would ben-
efit with a better bridge between the two.

Most scholarly work published since George’s book maintains that the theory-practice gap is
problematic on both sides of the divide.>!* 1113141516 17 {Jnderpinning the majority’s consensus
is the prevailing assumption that theory-practice alignment (that is, a smaller gap) would lead to
better policy. Academic-practitioner Philip Zelikow explicitly states “government would benefit if
the vast stores of outside knowledge could somehow be brought to bear on daily policy challeng-
es”'® In summarizing the growing literature on the theory-practice gap, Stephen Walt asserts “the
need for powerful theories that could help policymakers design effective solutions would seem to
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be apparent.

The assumption that theory-practice alignment yields better policy outcomes is so pervasive
among academics that many international relations scholars structure their arguments as though it
is a proven fact. While scholars believe theories impact strategy development and implementation,
many practitioners question that assumption. They argue that academic debate and theory devel-
opment is, at best, tangential and, at worst, irrelevant.”® So, is theory consequential to policy out-
comes? Text analyses of the national cybersecurity strategic guidance from 2015 and 2023 indicate
theory was neither tangential nor irrelevant to strategy development.

Cyber Deterrence: An Academic Debate

The theory-practice gap in cybersecurity is most acutely evident in the decades-long debate over
mapping traditional deterrence models to the cyber domain." In 2012, Tim Stevens provided a
“genealogy of American cyber deterrence” that traced its roots to the successful use of information

t The detonation of atomic bombs in 1945 caused Bernard Brodie to leave his work as a naval war strategist to become the
architect of US nuclear deterrence. His work marked the first of three waves of strategic studies in post-World War II security,
as civilian strategists rose to prominence. During the Cold War, the existential threat of the “absolute weapon” drove deter-
rence strategies rooted in coercion theory, which became the central concept of the strategic studies subfield and continues to
impact strategy development today.




warfare during the early stages of Operation Desert Storm in Iraq in 1991. This led to theorizing
about an “information-technology Revolution in Military Affairs”*' No one disputed the differ-
ences that existed between nuclear and Information Age conflict, but scholars varied widely in
how they treated deterrence in the Information Age and used nuanced arguments to support their
claims. Sir Lawrence Freedman, for example, broadened the concept of deterrence by citing non-
deterrence strategic options (that is, norms-based approaches) that yield deterrent effects.” Critics
of cyber deterrence, however, argued that the core assumptions underwriting deterrence theory’s
causal logic do not map to the 21st century security environment.?> 2+ 2 26,2728 29,3031 'Thig debate
was well underway at the time the Obama administration was drafting its White House Report on
Cyber Deterrence Policy—written in response to mounting pressure from Congress.*>*

Case Comparison: 2015 White House Report on Cyber Deterrence
Versus 2023 National Cybersecurity Strategy

Make no mistake, we are not winning the fight in cyberspace. Our adversaries view our
response to malicious cyberactivity as timid and ineffectual. Put simply, the problem is a
lack of deterrence.** — Senator John McCain, September 2015

2015 White House Report on Cyber-Deterrence Policy

Despite having published the “2011 International Strategy for Cyberspace” during his first term as
president, Congress repeatedly denounced President Obama for perpetuating a “deterrence deficit”
in the cyber domain.” Lawmakers blamed the increase in cyberattacks from China, Iran, North
Korea, and Russia on the absence of a definitive US cyber deterrence policy.* In December 2015,
the White House articulated its cyber-deterrence policy in a report to Congress.”’

A section titled “Cyber-Deterrence Strategies” defined deterrence in the classical sense:

“Deterrence seeks to convince adversaries—by means of influence over their decision-
making—not to take actions that threaten important national interests. Influence
is achieved by credibly demonstrating the ability and willingness to deny benefits or
impose costs to convince the adversary that restraint will result in better outcomes than

will confrontation.”®®

The report acknowledged that “cyber deterrence in the Information Age is substantially different
from Cold War-era concepts intended to deter the use of weapons of mass destruction.”* These
differences include the following:

« Cyber capabilities’ asymmetric threat;
o The larger number of players (because of the low cost of entry);
« Cyber tools’ dual-use nature;

o Plausible deniability clouding attribution;




« Cyberspace’s globally interconnected structure; and

« Cyberspace’s privately-owned terrain, where the same tools can be used for both benign and
malicious purposes.*

Despite identifying these fundamental differences, the document describes a cyber-deterrence pol-
icy that remained grounded in defense and resilience. In fact, the document mentioned defense,
defend, and defending 60 times in 19 pages—a frequency that matched mentions of deter, deter-
rence, and deterrent.

This blending of strategic concepts did not go unnoticed by academics, intensifying the ongoing
cyber-deterrence debate. Some scholars opined that the strategy was “far from the strategic concept
found in classic deterrence literature” and was “actually a strategy of (passive) defense*' Cyber-
deterrence skeptics panned the policy as the type of muddled national security guidance that results
from misaligning strategy with the unique “structural features and operational characteristics of
the domain.”* In short, the “2015 White House Report on Cyber Deterrence Policy” illuminated an
Information Age theory-practice gap: a disconnect between substantive theory and published policy
resulting from the misapplication of a conceptual framework to a particular strategic environment.

2023 National Cybersecurity Strategy

Seven years later, the Biden administration crafted the “2023 National Cybersecurity Strategy,” writ-
ten by a team of scholar-practitioners appointed to the newly established Office of the National Cyber
Director (ONCD).* Although many of the staff involved in its drafting had served in the Obama admin-
istration and published on cybersecurity topics during the intervening years,® the deterrence-focused
conceptual framework of the 2015 policy was not carried over. In fact, the 2023 strategy did not once
use the terms deter, deterrence, or deterrent, marking a significant departure from strategic language
dating back to President George W. Bush’s “2008 Comprehensive National Cybersecurity Initiative*

Instead, the “2023 National Cybersecurity Strategy” directed DoD to continue a “strategic approach
of defending forward” in support of one of the strategy’s core pillars: to disrupt and dismantle
threat actors.* This was an “explicit continuation of some of the priorities outlined in the 2018
Trump administration cyber strategy,” including a new “strategic posture” of persistent engagement
that had slowly overtaken deterrence as the conceptual framework best aligned to structural real-
ities of the virtual domain.*> * In contrast to the operational restraint emphasized in Obama-era
strategies, the “core strategic principle of persistence is seizing the initiative to set and maintain the
conditions of security in and through cyberspace” The strategy to defend forward through an
operational approach of persistent engagement marked the beginning of a paradigm shift from the
“legacy of deterrence as the US central security strategy” for the cyber domain.*

1 ONCD was established under the fiscal year 2021 National Defense Authorization Act, on the recommendation of the bipar-
tisan Cyberspace Solarium Commission.

§ The top three officials spearheading the project—Chris Inglis, Robert Knake, and Harry Krejsa—have several published
books and articles among them on topics including cyber deterrence, cyber war, cyber resilience, research, and strategy, and
the “dual hat” leadership construct of USCYBERCOM and the National Security Agency (NSA).




Findings and Implications

The authors invited to speak at the above-mentioned USCYBERCOM-hosted book talk® were
among the most prolific scholar-practitioners engaged in the cyber deterrence debate between
2015 and 2023 and were instrumental in crafting USCYBERCOM’s “2018 Command Vision.” They
offer an innovative analytic framework for new cyber strategies that responds to the unique struc-
tural characteristics of cyberspace. Their Cyber Persistence Theory was informed by the years-long
debate over the misapplication of deterrence strategies to prevent or punish malicious activity in a
virtual domain. This debate—and the new theory it produced—was not merely scholarly pontifica-
tion. It drove the shift in strategic thought captured in the “2023 National Cybersecurity Strategy”
and DoD’s current operational approach of persistent engagement through a strategy of defending
forward in the cyber domain.

The emergent theory of cyber persistence is still taking shape, marking a paradigm shift even as the
operational approach of persistent engagement appears in cyber policy and strategy documents.
The concept’s increasing appearance in national security blogs, academic conferences, journal arti-
cles, and Congressional hearings*® 303" 52 53.54.55,56,57.38, 3% jg noteworthy because, for the first time, it
appears the public manifestation of theory—in its embryonic form—did not lag behind strategic
implementation. Theorizing about the unique structural qualities of the cyber domain drove a
monumental policy shift in US cybersecurity. Just as theory informed cybersecurity policies and
strategies during the past 10 years, the challenge of securing a virtual domain inspired theoretical
innovation in the scholarly literature.

Future Research

The question now before us is whether the theoretical paradigm shift affected downstream strat-
egy implementation efforts for cyber operators in a dynamic security environment. The cyber
domain is a crowded space where intelligence is collected, communications are exchanged, financial
transactions are executed, and conflict takes place. National strategies to secure cyberspace must
account for multiple stakeholders’ equities to prevent strategy implementation from inadvertently
undermining missions or activities critical to securing the virtual domain. A study designed to
assess alignment along the theory-policy-strategy implementation continuum will illuminate how
theory-practice gaps might impact the defense, intelligence, and security enterprise communities’
activities and equities.

Applying Philip Zelikow’s policy engineering framework to empirical evidence collected through case
study analysis will reveal whether theory did, in fact, impact strategy implementation. (See Fig. 1)

¢ Dr. Michael Fischerkeller, a research staff member in the Information, Technology, and Systems Division at the Institute for
Defense Analyses, spent 25 years supporting DoD; Dr. Emily Goldman, a strategist at USCYBERCOM, served as a cyber advi-
sor at Department of State after two decades as a Professor of Political Science; Dr. Richard Harknett is Professor and Director
of the School of Public and International Affairs at the University of Cincinnati, and served as the first Scholar in Residence
at USCYBERCOM and NSA.
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Zelikow defines policy engineering as “the application of knowledge, principles, and methods to
the solution of specific public problems in a given political environment”® His framework identi-
fies seven distinct, iterative tasks for the policymaking process that need not occur in chronological
order: 1) national interests, 2) objectives, 3) strategy, 4) design, 5) implementation, 6) maintenance,
and 7) policy review.®! Using this framework to conduct a comparative case study will help answer
the question: How closely aligned were theory, policy, and strategy implementation during US
attempts to secure the cyber domain between 2010 and 2023?

Answering that question requires a descriptive analytic framework that illuminates what a “bridged”
theory-practice gap might look like for cybersecurity. Merging the work of the architect (George)
and the engineer (Zelikow), this research seeks to offer a framework that provides academics and
practitioners greater precision in measuring the existence of a theory-practice gap, how gaps might
be managed, and how they might matter for downstream strategy implementation.

LTC Amanda Current is a US Army Strategic Intelligence Officer and Research Fellow at NIU’s Caracristi
Institute for Intelligence Research. She is a Tufts University Cyber Security and Policy scholar and pre-
viously served as a nonresident fellow at the Harvard Kennedy School’s Belfer Center for Science and
International Affairs from 2019 to 2021. This Research Short draws on her dissertation research for the
Fletcher School of Law and Diplomacy, where she is pursuing her Ph.D. in International Relations.

If you have comments, questions, or suggestions for a Research Short topic or article, please contact the
NIU Office of Research and Engagement at: NIPress@niu.odni.gov.
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